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Abstract

Cooperative learning and inference in multi-agent systems (MAS) are increasingly
pivotal in addressing the complexities and dynamic demands of modern technolog-
ical environments. Spanning domains from robotics and internet of things (IoT) to
telecommunications and healthcare, these collaborative strategies enhance the robust-
ness and adaptability of systems handling intricate or resource-intensive tasks. This
thesis explores innovative approaches in both centralized and decentralized frameworks,
focusing on optimizing system performance through advanced machine learning (ML)
methods. The goal is to introduce novel methods that expand the capabilities of MAS in
practical scenarios, ensuring efficient, scalable, and privacy-aware solutions that adapt
dynamically to changing conditions and maintain high performance among varied and
unpredictable environmental factors.

The thesis is divided into two main parts, each dedicated to analyzing one of the
two key components of a MAS: learning and inference. In the first part of the thesis,
the focus is on cooperative learning which is investigated in graph-aware centralized
machine learning (C-ML), privacy-preserving decentralized machine learning (D-ML),
and non-stationary learning frameworks. For graph-aware learning, we considered the
tasks of data association (DA) and cooperative positioning (CP) in vehicular networks,
where exploiting a logical graph structure enables the handling of non-linear distribu-
tions and scalable architectures. When data exchanged between agents is private or
sensitive, D-ML algorithms can be used to exchange only model parameters or latent
features, reducing the disclosure of privacy information. In this context, we proposed a
real platform for performing decentralized and fully-decentralized learning in medical
and IoT networks. In particular, we studied federated learning (FL) algorithms in asyn-
chronous learning processes and FL. weighted averaged consensus (WAC) techniques for
serverless learning in non-independent and identically distributed (IID) conditions with
heterogeneous devices. In the presence of resource-constrained devices, we proposed
decentralized split learning (SL) algorithms that iteratively distribute the computational
burden of training among agents. Finally, whenever agents are in the presence of
highly-dynamic environments and non-stationary distributions of data, multi-agent rein-
forcement learning (MARL) algorithms can be adopted. In the thesis, we developed a
novel MARL algorithm for performing implicit cooperative positioning (ICP) in vehicu-
lar networks, where passive objects (or targets) are exploited to refine the agents’ state
estimate.

After having investigated techniques for cooperative learning, in the second part of
the thesis, we turned our attention to cooperative inference, where we studied efficient
and reliable techniques for the tasks of non-line-of-sight (NLoS) identification, static

v



and mobile position in next-generation cellular networks. The agents, i.e., the base
stations (BSs) in this case, estimate and compress the channel into a latent representation
which is subsequently adopted for sensing. For NLoS identification, we proposed an
anomaly detection scheme which efficiently evaluates the likelihood of channel samples
of belonging to the line-of-sight (LoS) normal distribution. On the contrary, for static
positioning, we presented a cooperative inference scheme for efficiently combining
latent features. In particular, in LoS conditions, the BSs cooperatively localize the
user equipment (UE) by fusing latent features, whereas in NLoS conditions, the BSs
perform independently positioning. Finally, for mobile positioning, we first proposed
a novel Bayesian neural network (BNN) algorithm for estimating the full uncertainty
of predictions in real-time. Then, we integrated this uncertainty into tracking filters,
optimally combining the fingerprint-based likelihood functions of different BSs in out
of distribution (OoD) areas.

In conclusion, this thesis presents a comprehensive exploration of cooperative learn-
ing and inference strategies within MASs, offering scalable and adaptive solutions across
a diverse range of technological domains. By integrating advanced ML techniques with
the implicit complexities of cooperative environments, we have developed robust models
that significantly enhance both the precision and reliability of various application areas,
ranging from vehicular and IoT networking to healthcare and cellular systems. These in-
novative approaches not only demonstrate the practical benefits of cooperative strategies
but also highlight the potential for future advancements in data-driven technologies.
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Notation

Random variables are displayed in sans serif, upright type; their actual values in serif,
italic type. Matrices and vectors are represented by bold uppercase and lowercase letters,
respectively. For instance, a random variable and its realization are indicated by y and vy;
a random vector and its realization by y and y; a random matrix and its realization by Y
and Y, respectively. Random sets and their realizations are represented by upright sans
serif and calligraphic fonts, respectively. For example, a random set and its realization
are represented by Y and ), respectively. Random sets and their realizations are denoted
by up-right sans serif and calligraphic font, respectively. For example, a random set
and its realization are denoted by Y and ), respectively. The function p,(y), and simply
p(y) when there is no ambiguity, denotes the probability density function (PDF) of
y. The likelihood function, parameterized by the parameter 6, is denoted as pyjs(y|0)
or pg(y). The notation Y, Y*, and Y indicate the matrix conjugate transposition,
conjugation, and transposition. Tr(-) and det(-) denote the trace and the determinant of
the matrix argument, respectively. The Kronecker and the Hadamard products between
two matrices are denoted with the symbols @ and ©, respectively. The inner product
between two vectors y and « is represented as (y, ). The Cartesian product between
two sets ) and X is denoted as Z = Y x X'. With the notation y ~ A (u, 0%) we indicate
a Gaussian random variable y with mean p and standard deviation o, whose PDF is
denoted by N (z; i1, 0?). With the notation y ~ U(a, b) we indicate a Uniform random

variable y with support [a, b]. We use V{y} = Vywp(y){y} and E{y} = Eywp(y){y} to

denote the variance and the expectation of random variable, respectively. C and R stand
for the set of complex and real numbers, respectively. Im(y) and Re(y) are the complex
and real part of the complex number y, respectively. j = y/—1 denotes the imaginary
unit. |z] indicates the largest integer not greater than y, |y| and |)| denote the length
of the vector y and size of the set ), respectively, while [-] and J(-) are the Kronecker
and Dirac delta functions, respectively. Finally, ||y||» and ||y||; represent the L2 and L1
norms of vector y, respectively.
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CHAPTER

Introduction

This chapter presents the thesis work and its structure. Sec. 1.1 introduces the main
motivations behind the thesis research on cooperative machine learning (ML) methods
for distributed systems. Sec. 1.2 highlights the current state-of-the-art on coopera-
tive learning and inference, with main applications on vehicular, medical, internet of
things (IoT) and next-generation cellular networks. Finally, Sec. 1.3 reports the main
contributions and achievements of the thesis, whereas Sec. 1.4 describes the structure of
the thesis and the publications written during the Ph.D. research.



Chapter 1. Introduction

1.1 Motivations

COOPERATION between agents, particularly in dynamic and complex environments,

is fundamental to achieving effective and efficient task execution [1]. The necessity
of such collaboration is pronounced in scenarios where tasks are too complicated or
resource-intensive for individual agents to handle alone [2]. Multi-agent systems (MAS)
span various domains from medical fields [3] and IoT [4] to cooperative intelligent
transportation systems (C-ITS) [5] and next-generation cellular networks [6] (see Fig.
1.1). According to the specific application domain, the focus can shift from learning the
most accurate and/or reliable model to efficiently predicting the model outcome. For
example, in a medical network, the focus is on learning the most accurate and reliable
models for tasks like diagnosis, ensuring data privacy, and compliance with regulations.
Whereas in vehicular networks, the emphasis is on efficiently predicting the model
outcome in real-time for applications such as cooperative positioning (CP). Thus, we
can distinguish between cooperative learning and inference based on their distinct roles
and methodologies, each tailored to optimize different aspects of MAS.

Regarding cooperative learning, two distinct methodologies emerge: centralized
machine learning (C-ML) and decentralized machine learning (D-ML) approaches.
C-ML involves a central node, usually known as parameter server (PS), that processes
data collected from various agents to build a comprehensive global model. C-ML is
often applied in contexts where performances are favored with respect to scalability and
where the exchange of data within the network does not imply privacy issues. Moreover,
it is also suitable when the nodes are not mobile devices, as continuous and intensive
data exchange could be too demanding in such cases. According to the specific task, we
may model the problem as a learning process over a graph. Indeed, learning directly
on graphs is a particularly effective mechanism to exploit the knowledge of the graph
structure to push the limits of the performances [7]. Vehicular networks represent an
area where cooperative learning is pivotal [8]. Here, vehicles communicate and learn
from each other to improve navigation, safety, and traffic management. By sharing
information such as motion dynamics, detections, and road conditions, vehicles create a
dynamic, adaptive network that enhances travel efficiency and safety for all vulnerable
road user (VRU). This C-ML approach is particularly effective in vehicular networks
because of the roadside infrastructure that can act as an aggregator and perform edge
processing, enabling real-time data collection and model updates with low latency. The
main challenges include performing accurate data association (DA) between inter-agent,
1.e., vehicle, measurements [9], aided for subsequent sensing applications such as CP
and multiple object tracking (MOT) [10].

On the other hand, D-ML, often applied in medical networks, employs individual
devices to learn and make decisions independently, thereby improving scalability while
preserving the privacy and security of locally stored data [11]. Indeed, in the medical
context, the new regulations on data protection, such as the General Data Protection Reg-
ulation (GDPR) [12], impose strict requirements on how data is processed and shared,
compelling the adoption of decentralized models that ensure data privacy and security.
D-ML are also adopted in IoT networks [13], where additional requirements include
energy efficiency [14], fast convergence [15], and attack resilience [16]. Whenever
heterogeneous agents with different temporal alignments or computation capabilities are
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Figure 1.1: Application domain of MAS.

present, asynchronous orchestration of the learning process must be taken into account
[17]. Moreover, when dealing with non-independent and identically distributed (IID)
data distribution among agents, convergence may be difficult to achieve, especially with
skewed data in the feature or sample domain. In order to handle resilience, e.g., node fail-
ures, and even more scalability, fully decentralized machine learning (FD-ML) methods
need to be employed, where agents collaboratively train models while also reaching a
consensus without a central coordinating entity [18]. Finally, the last challenges include
non-stationarity of both the learning graph and data distributions [19, 20]. Here, the
models must be robust and adaptive, capable of evolving as the underlying data and
network dynamics change.

Turning to cooperative inference, the focus becomes the application of these coopera-
tively learned models to make predictions or decisions. Here the objective is not only to
exploit cooperation (e.g., data exchange in C-ML or parameters/latent features in D-ML
settings), but also to improve efficiency and reliability, especially in mission-critical
applications. One example is in advanced sensing applications within next-generation
cellular networks, e.g., fifth generation (5G) and sixth generation (6G) [21, 22], where
strict requirements on positioning accuracy, latency and reliability represent huge chal-
lenges [23, 24]. In cellular vehicle-to-everything (C-V2X) enhanced services, such
as cooperative adaptive cruise control and cooperative emergency maneuvers of con-
nected automated vehicles (CAVs), the requirements on the positioning accuracy and
latency can be as low as 20 cm and 10 ms, respectively [25, 26]. Regarding reliability,
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stringent guidelines encompass not only packet drop probability, e.g., up to 99.999%
for the ultra-reliable low-latency communications (URLLC) use-cases [27], but also
trustworthiness of measurements and positioning predictions [28]. It is clear that, despite
the technological enablers such as high carrier frequencies, bandwidths and massive
multiple-input multiple-output (mMIMO) systems [29], conventional non-ML-based
models fail in fulfilling the above requirements, especially against high blockage sit-
uations and complex real world noise distributions [30-32]. Indeed, 3rd Generation
Partnership Project (3GPP) specifications already foresee ML/artificial intelligence (AI)
for assisted or even direct positioning in the latest 5G-Advanced Release 18 [33].

Examples of relevant tasks that cooperative inference enables in cellular systems for
sensing applications are cooperative non-line-of-sight (NLoS) identification, positioning,
and tracking. The first step for assisting positioning is understanding whether the radio
signals come from line-of-sight (LoS) or NLoS conditions, to mainly determine the
un/reliability of those observations. Here the main challenge is to create a precise and
compressed LoS/NLoS distribution representation to efficiently perform sampling and
establish the likelihood of being in one of the two conditions. On the other hand, CP
focuses on peak performances on the estimated position by optimally combining the
output of other agents, i.e., base stations (BSs) in this case. The difficulties comprise
the choice of the information type to be exchanged between agents and how effec-
tively combining those information. Finally, in cooperative tracking, the objectives are
achieving low latency, in order to track a fast moving object, and producing a reliability
measure of the models’ output. Indeed, frequentist-based ML algorithms do not provide
a reliable uncertainty quantification of the prediction and tend to overfit in low-density
training regions. Here, the main challenge is to discern between the uncertainty due to
the intrinsic noise in the data, i.e., aleatoric uncertainty, and the uncertainty due to the
variability on the estimated model parameters, also known as epistemic uncertainty [34].
Bayesian neural networks (BNNs) offer a partial solution to these issues [35], whereas a
real-time, uncertainty-aware, and efficient framework is still an open research direction.

Driven by the increased demand for real-world cooperative applications, this thesis
aims at proposing novel solutions to the main open problems in cooperative learning
and inference at enhancing robustness and adaptability under dynamic conditions. This
involves the development of new methodologies that allow cooperative systems to
maintain high performance even when facing unpredictable environmental changes or
when operating with incomplete or imperfect information. A representative image of
these two cooperative steps can be found in Fig. 1.2 and 1.3. In the former, agents
exploit cooperation to build a more accurate model. Each cluster of agents may have
different characteristics, e.g., computational capabilities, graph awareness, and data
types. On the other hand, in the latter, agents (BSs or CAVs in this case) adapt their
predictions according to the world interactions and neighbors’ presence. In particular,
agents predict efficient real-time function representation, e.g., model outputs, which
are exchanged and fused into the network to enhance the coherence and accuracy of
collective predictions.
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Figure 1.2: Cooperative learning in MAS.

1.2 State of the Art

In this chapter, we provide a comprehensive overview of current advancements in coop-
erative learning and inference methods. We will mainly focus on specific applications to
give tangible examples of where these algorithms can be applied in real-world scenarios.

1.2.1 Graph-aware Centralized Learning

Exploiting the graph knowledge to perform a specific task is a common technique in
standard signal processing methods. An example is the sum-product algorithm (SPA) (or
message passing algorithm (MPA)), which is based on factor graphs (FGs), a graphical-
based intuitive way to visually simplify the factorization of probability density function
(PDF), where nodes represent variables and factors, and bidirectional links embody the
dependencies [36]. MPAs leverage these graphs for iterative message passing, enhancing
cooperative tasks across diverse applications such as CAVs. Historically, MPAs have
been instrumental in enabling sensor data fusion across vehicular networks in C-ITS.
By integrating data from various sensors distributed across vehicles and infrastructural
elements, MPAs facilitate advanced CP and MOT use-cases [37, 38]. These applications
benefit significantly from the distributed or single-unit sensor data [39, 40], aggregated
via vehicle-to-everything (V2X) communication links and correctly associated by means
of DA algorithms [41, 42]. However, despite their scalability, SPA are optimal only
for linear and Gaussian models and become approximations in scenarios involving
non-linear distributions or graph loops [42, 43], mostly presented in real-world systems.

In contrast, ML models, particularly deep neural networks (DNNs) embedded within



Chapter 1. Introduction

Real-time
predictions

i
Il
I

Efficient function
representation . ¥

Coherent fusion
of predictions

e

Figure 1.3: Cooperative inference in MAS.

graphs as graph neural networks (GNNs) [44], offer a robust alternative by directly
learning from data generated at each vehicle. GNNs, and especially message passing
neural networks (MPNNs), inherit SPA’s message-passing framework but enhance it
by addressing errors due to cycles and mismatches in model assumptions. Indeed, the
integration of MPNNSs and SPA have been used in the past for correcting cycle errors and
mismatches in the model [45, 46], offering improved performances in the overall system.
Although MPNNs maintain a scalable architecture with fewer parameters than typical
DNNS [47], they effectively capture both linear and non-linear relationships, providing
a powerful tool for processing loopy graphs when sufficient training data is available.
This integration ensures that MPNNs can outperform traditional MPAs in managing
non-linear distributions and complex network topologies frequently encountered in
vehicular and infrastructural networks [48].

1.2.2 Privacy-preserving Decentralized Learning

Whenever privacy requirements have to be fulfilled on the data, D-ML algorithms may
be adopted to ensure secure and confidential handling of the data. These algorithms
exchange the model parameters and/or intermediate layers’ outputs that should not
disclose the private information within the nodes.

First, D-ML methods were developed within the federated learning (FL) framework.
In vanilla federated averaging (FedAvg) algorithm [49], a central entity, i.e., PS, coordi-
nates the learning process among the participating agents, or clients, by aggregating their
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locally computed model updates. While FL offers undoubted advantages, it also faces
multiple challenges that need to be tackled to guarantee robustness and efficiency. One of
the key difficulties is handling heterogeneous agents with different temporal alignments
and possible disconnections during local training. Indeed, vanilla FL algorithms are
synchronous, meaning that the PS has to pause for the selected agents to terminate their
local training to update the global model. To address this problem, asynchronous FL.
algorithms have been investigated in the literature, where the global model is updated
independently of the agents’ local updates completion. However, current state-of-the-art
asynchronous FL. methods exhibit several key limitations. Firstly, in standard strategies,
the PS updates the global model immediately upon receiving a local model [50], disre-
garding agent-specific resource constraints. This can result in biased updates from faster
agents. Secondly, since the number of local epochs is typically pre-specified, the agents’
learning process is not optimized or adjusted based on the quality and quantity of data
or the typology of traffic [17].

Other major limitations of conventional FL are the handling of non-1ID data among
agents and the reliance on the PS for model aggregation. For handling non-IID data,
federated proximal (FedProx) algorithm [51], and its variants [15], adopt an inexact
proximal point update for local optimization by penalizing the divergence of the local
parameters from the PS global ones. While FedProx is implemented independently
by each client, other algorithms have aimed at developing specialized PS aggregation
weighting to manage the influence of each local model in the global update. For example,
the federated adaptive weighting (FedAdp) algorithm proposed in [52] employs PS
aggregation weights based on the inner product between the global and local gradients.
This metric can act as a dis/similarity measure to gauge the contribution of the local
model. Intuitively, the more orthogonal the local and global gradients, the less the local
model will positively affect the global aggregation.

To tackle the challenges linked with PS-based FL and other centralized approaches,
a distributed version of FL, known as consensus-based FL or consensus-driven Fe-
dAvg (CFA) [18, 53], has been recently introduced. Consensus-FL enables agents to
collaboratively train models and reach consensus on model updates without a central
coordinating entity, resulting in more efficient and scalable learning. These methods
have evolved from traditional distributed maximum likelihood estimation based on
consensus [54], where individual nodes exclusively depend on their own local data and
the data exchanged with adjacent nodes to refine their local estimates. In its simplest
form, consensus, such as averaged consensus (AC) [55], involves synchronized model
parameter updates with constant or no weighting aggregation. Similar to AC, consensus-
FL encounters challenges due to non-IID datasets and related convergence [56, 57].
While both non-IIDness and decentralization have been intensively investigated, the
literature still lacks of approaches that address both the issues.

An alternative to FL that still meets privacy demands is split learning (SL) [58], a
method within D-ML tailored for resource-limited settings such as IoT environments. In
SL, the model training is distributed between the agents and a PS, where each party has
access only to certain parts of the model [59]. This partitioning improves the privacy of
both the model and the data, and enhances training speed and communication efficiency
relative to FL [60]. The neural network (NN) undergoing training is segmented into
two sub-networks at a particular layer, namely the split or cut layer. The upper layers
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are managed by the agents, while the lower layers are controlled by the PS. During the
training phase, agents perform forward propagation and transmit the intermediate outputs,
known as smashed data, to the PS. The PS calculates the final output and performs
back-propagation, sending the gradients of the split layer back to the agents. Despite the
advantages, SL presents two main drawbacks, related to the lack of parallelization and
to the presence of the PS.

Specifically, in SL, agent interaction with the PS occurs sequentially, which keeps
other agents’ resources idle during the training sequence. This sequential process in-
creases both the training overhead and latency, particularly when the learning involves
many devices. To address this, researchers have suggested varying the training sequence
and modifying the data sizes within the nodes [61]. A significant advancement in
achieving full parallelism has been realized with the introduction of the split federated
learning (SFL) framework [62, 63]. SFL fuses the principal advantage of FL-parallel
processing across decentralized agents with the key benefit of SL, which involves divid-
ing the network into server-side and client-side components throughout training. Unlike
SL, SFL enables all agents to process data simultaneously, interacting concurrently with
both a split PS and a federated PS. This allows for enhanced computational efficiency
and reduced latency compared to traditional SL. On the contrary, the centralization issue
related to the presence of the PS is still an open problem in the literature, with ongoing
research efforts aimed at finding viable solutions.

1.2.3 Non-stationary Cooperative Learning

In conditions where labeled data are expensive or scarce, or when the environment is
subject to dynamic changes, traditional ML techniques often fail to adapt and perform
effectively. Under such conditions, the reinforcement learning (RL) approach [64] and
its deep learning (DL)-enhanced variants [65—67] have demonstrated remarkable capa-
bilities in managing challenging single-agent Markov decision process (MDP). Here,
the agent’s actions are guided on achieving long-term goals, or rewards, and have direct
consequences on the world state [68, 69]. In scenarios involving multiple agents within
environments where the state is not directly observable, we employ a decentralized-
partially observable Markov decision process (Dec-POMDP) modelization [70-73] that
is addressed with multi-agent reinforcement learning (MARL) [74] algorithms. MARL
involves autonomous agents whose actions mutually affect their perception of the envi-
ronment, and it is typically managed by employing recurrent neural networks (RNNs)
that exploit histories of observations and actions. MARL and its DL-related method-
ologies are particularly well-suited for cooperative sensing tasks, such as CP and MOT,
as they are effective in complex decision-making scenarios where autonomous agents
collaborate towards a shared goal (i.e., reward) and base their decisions on incomplete
or uncertain information about the system’s state [75]. Effectively, MARL extends the
concept of Bayesian filtering, where agents not only predict the state through belief
calculations but also make strategic decisions aimed at maximizing long-term rewards,
guided by a policy that transitions from state to action.

In the context of MARL applied to CP, most research has concentrated on the usage
of intelligent unmanned aerial vehicles (UAVs) for target tracking [76] and on agent
scheduling to enhance CP [77]. The study in [76] aimed at steering the agents to track
passive objects, assuming the agents’ state is known. However, they discarded the
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primary challenge of simultaneously estimating the agents’ states and sensing targets
from the measurements. The research in [77] utilized conventional MPA for state esti-
mation, with the goal of activating links between agents to boost cooperative positioning
performance (i.e., enhancing the position error bound (PEB)). The limitations here
include using RL merely to assist MPA rather than for direct positioning, and modeling
links as isolated agents instead of fully utilizing the capabilities of MAS. In contrast,
MARL strategies focused on communications typically overlook the aspect of state
estimation [78] and prioritize not the efficiency of communication but rather the optimal
integration of information received from neighboring agents [79]. Given this overview,
the pressing unresolved issue is the development of a decentralized MARL algorithm
that can concurrently handle both the computation of agent state beliefs and the man-
agement of agent-to-agent communication resources, aiming to optimize both location
accuracy and communication efficiency.

1.2.4 Sensing in Cellular Networks by Cooperative Inference

A major field of application for cooperative inference is sensing in next-generation
cellular networks, where NLoS identification is required for enhancing the reliability of
positioning. By accurately determining whether a signal is obstructed (i.e., in a NLoS
condition), the system can adjust its algorithms to compensate for signal degradation or
latency issues. Subsequently, cooperation is exploited to augment single-BS position-
ing by coherently combining latent representations of observations among BSs. This
cooperation allows for improved accuracy, robustness, and continuity in location-based
services, even in dense urban environments where NLoS conditions frequently occur.
Finally, cooperative tracking is crucial for mobile positioning, where the fusion of data
from multiple sources (e.g., BSs, user equipment (UE), and CAVs) provides a more
comprehensive and dynamic understanding of an object’s trajectory, compensating for
signal loss or errors encountered by individual nodes.

Therefore, in the following, we describe the current state-of-the-art of cooperative
inference techniques for sensing applications in next-generation cellular networks. The
learning is mainly performed in a centralized manner, i.e., C-ML, where data is shared
among nodes to build a unique ML model. Extension to D-ML can be obtained by
applying decentralized learning techniques such as FL or SL. Since it is not the pri-
mary emphasis of this chapter, we focus on exploring techniques that achieve optimal
performance without compromising on efficiency and latency.

1.2.4.1 Machine Learning for NLoS Identification

The usage of ML for NLoS identification has gained significant attention due to its ability
to bypass the need for complex statistical models, which are often required to determine
the combined probability distributions of key features in traditional methods. ML-based
approaches overcome these limitations by automatically learning the underlying patterns
without statistical modeling of input characteristics. Initial studies on ML for NLoS
identification adopted manually-selected channel state information (CSI) features, such
as maximum amplitude, kurtosis, and energy [80—82], in combination with non-deep
ML models, comprising random forests (RFs), Gaussian process (GP), and support
vector machines (SVMs) [83, 84]. Despite being simple and efficient, these methods
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heavily rely on predefined features, which may limit their performance. With the advent
of 5G, comprising higher spatial and temporal resolutions, recent studies have leveraged
the combination of the full raw channel impulse response (CIR) and the convolutional
neural network (CNN)’s automatic feature extraction capabilities for highly non-linear
feature extraction and compression [85, 86]. In particular, the compression is achieved by
means of a autoencoder (AE) structure, which tries to reconstruct the input CIR data in
a lower-dimensional form while preserving essential information for classification tasks.
Subsequently, the compressed channel representation, also known as latent features,
can be leveraged to effectively decrease the processing demands of prediction models.
However, when dealing with supervised ML techniques, where both LoS/NLoS labels
are provided for training, significant challenges still remain regarding the extensive data
measurement and labor-intensive labeling required. Moreover, supervised methods need
frequent updates to their training datasets to reflect changing conditions and adequately
represent all potential NLoS anomalies.

To overcome these challenges, semi-supervised methods, such as anomaly detection
techniques, may be employed. These methods often involve learning a single distribution,
requiring fewer examples of anomalies compared to fully supervised learning, and
having better performances with respect to unsupervised approaches [87]. Works in
this direction may be found in [88], where authors exploited variational autoencoder
(VAE) to induce the distribution of latent features towards a Gaussian PDF for easier
representation and computation. Higher performances can also be achieved by adopting
a two-step training AE-kernel density estimation (KDE), where the KDE is employed for
obtaining the anomaly scoring from the latent features [89, 90]. This method, however,
requires retaining the entire dataset for inference, which may be infeasible for storing
requirements. Although the usage of VAEs and AE-KDE can yield excellent results,
they still require a sampling-based mechanism for performing prediction, making them
less suited for real-time applications. To overcome this, one study proposed a deep
autoencoding Gaussian mixture model (DAGMM) that simultaneously learns the latent
features and their densities within a Gaussian mixture model (GMM) framework [91].
While this method avoids the complexities of two-step training, GMMs are often prone
to singularities and may not completely represent the latent distribution of normal
samples. To conclude, in the literature there is a lack of real-time methodologies that
can efficiently represent distributions of latent features and perform predictions without
sampling or storing training datasets.

1.2.4.2 Machine Learning for Static Positioning

The vast majority of works on ML for static positioning are based on fingerprinting
methodologies, since they permit to map complex high-blockage environments to their
related position. Initial studies employed received signal strength (RSS) fingerprinting
to perform positioning with Wi-Fi technology [92, 93]. Following the introduction of
multiple-input multiple-output (MIMO)-orthogonal frequency-division multiplexing
(OFDM) technologies in the IEEE 802.11a/n protocol, which facilitated the extraction
of CSI from commercial Wi-Fi equipment, there has been a rise in studies focused on
wireless positioning and target tracking through CSI. The availability of the channel
information across multiple antennas and frequencies permits the learning of not just
the user’s position [94-96], but also the environmental dynamics influencing such
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propagation [97]. DL methods have been applied to directly learn optimal nonlinear
feature combinations to generate outputs for NLoS classification and position estimation.
Relevant studies include [98, 99], where CNN was utilized for feature extraction.

The use of complete CIR data, particularly when formatted into image-like structures,
has recently been recognized as a promising technique. Researchers in [100] used both
geographic data and the CIR knowledge (i.e., phase, power gain, angle of departure
(AoD), angle of arrival (AoA), and time of flight (ToF)) to estimate UE locations in 5G
cellular systems. However, they presumed perfect knowledge of CIR via ray-tracing,
which is challenging under real-world conditions. Another study [101] employed
the channel frequency response (CFR) matrix, calculated through practical channel
estimation and enhanced with additive noise during training. While successful, the
CFR matrix does not explicitly represent the ToF or AoA for each path, potentially
complicating feature extraction. A novel approach [102] involved a 3D CNN with multi-
scale convolutional layers to infer the location directly using an angle-delay channel
power matrix (ADCPM). Yet, this method depends heavily on fingerprint sampling
distance and fails to differentiate between NLoS and LoS states, addressing each position
uniformly without distinguishing among geometric features, that are advantageous in
LoS scenarios, and those dependent solely on NLoS fingerprints. Moreover, while
existing approaches focus on single-BS positioning based on aggregated data, there is a
lack of literature on DL-based location prediction that incorporates measurements from
different antenna panels at the inference step through BSs’ cooperation.

1.2.4.3 Machine Learning for Mobile Positioning

The task of UE tracking via ML techniques within 5G environments is still poorly
investigated, with most prior works opting for traditional Bayesian methods like extended
Kalman filter (EKF) [103] or MPA [104], augmented by millimeter waves (mmWave)
and MIMO technologies. The study in [105] explored the use of cutting-edge temporal
convolutional network (TCN) models for NLoS outdoor tracking, achieving a mean
absolute error (MAE) of 1.8 meters. In parallel, studies within indoor settings [106]
applied long short-term memory (LSTM) and CNN to raw CSI data. However, both
LSTMs and TCNs encounter two primary limitations. Firstly, they necessitate training
datasets comprising highly accurate ground truth trajectories. Although feasible for
static scenarios, acquiring such precise ground truth for dynamic positioning, particularly
outdoors, proves challenging without sophisticated optical laser positioning systems.
Secondly, traditional LSTMs and TCNs do not provide predictions with uncertainty
metrics, which restricts their application in environments where safety is paramount.
BNNs can provide a solution to these issues, while maintaining the advantages of
conventional NN in providing NLoS position estimates. Indeed, BNNs are able to
differentiate and fully evaluate the uncertainties that characterize the predictions, i.e.,
the aleatoric and epistemic uncertainties [107]. Identifying these uncertainties is critical
as it clarifies the motivations behind the model’s prediction uncertainty, i.e., whether it is
due to insufficient training data or intrinsic data variability. Furthermore, understanding
these uncertainties can pinpoint where more training data would be most advantageous
(i.e., areas with high epistemic uncertainty but low aleatoric uncertainty). However,
in the literature of BNNs for positioning, BNNs have been merely used for providing
static point estimates with uncertainty [108] or for enhancing mean performances
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of flight trajectory predictions [109, 110], without actively exploiting their predicted
uncertainty within the tracking solution. Moreover, these approaches require sampling
procedures and are not suitable for real-time applications. To this aim, many works tried
to tackle the problem of BNN real-time uncertainty prediction. A potential resolution
to these challenges involves the implementation of teacher-student methodologies,
like Bayesian dark knowledge (BDK) [111], where a non-Bayesian student NN is
taught to emulate a Bayesian teacher BNN, thereby learning both point estimates
and associated uncertainties. During deployment, the student NN manages real-time
uncertainty assessments without the need for labor-intensive sampling techniques. Yet,
a significant obstacle with teacher-student models is the student’s inability to discern
among the various types of uncertainties in its outputs. Currently, no real-time methods
that effectively learn both aleatoric and epistemic uncertainties are available, especially
for safety-critical tasks like autonomous driving.

1.3 Contributions and Objectives

The objective of the thesis is to design innovative solutions that enable efficient and
reliable inference in networks of interconnected agents, where each agent must collab-
oratively learn a shared model from distributed data. These solutions aim to address
key challenges in the current open problems of the state-of-the-art in the domain of
cooperative MAS.

The cooperation is first exploited for building models that leverage the vast data
produced at the edge, and then adopted in improving the efficiency, latency, and reliability
of inference procedures. The open problems are investigated in key application areas
to prove the concrete effectiveness of the developed solutions and algorithms. We
studied cooperative learning methodologies mainly in vehicular networks (for DA and
CP tasks), medical networks (for brain tumor segmentation tasks), and [oT networks (for
resource-constraint tasks). On the contrary, cooperative inference has been optimized
in next-generation cellular networks (for NLoS identification, static positioning, and
mobile positioning tasks).

Specifically, the key contributions of this thesis are outlined as follows:

* In vehicular networks, we tackled the issues of MPA in DA and CP tasks by designing
data-drived methods, i.e., MPNN, that exploit the knowledge of the network graph. In
Papers [C1] and [J2], we introduced MPNN models for the cooperative association of
3D bounding boxes from lidar sensing in CAVs, evaluating their performance against
the standard sum-product algorithm for data association (SPADA) [43]. Conversely,
in Paper [J3], we present a combined architecture that integrates a MPNN with a
LSTM. This model is designed to learn the motion patterns of agents over time and
iteratively refine their position estimates using a message-passing procedure.

* The D-ML and FD-ML methods have been first analyzed in Paper [J4] by developing a
custom FL system built on the message queuing telemetry transport (MQTT) protocol
that permitted the real-world validation of algorithms for brain tumor segmentation
in physical separated medical nodes. With the developed FL platform, in Paper [J5],
we tackled the main issue of training synchronization procedures by proposing a
PS-policy for the orchestration of agents’ updates in heterogeneous IoT settings. We
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then moved, in Paper [J6], to analyze fully-decentralized FL by proposing weighted
averaged consensus (WAC) techniques, namely consensus-driven FedAdp (CFAdp),
for the improving performances and convergence of consensus-schemes under non-
IID data distributions. Finally, in Paper [J7], we proposed the decentralized version of
SFL algorithms, namely split consensus federated learning (SCFL), which permits the
distributed learning and inference in resource-constraint [oT networks where agents
improve the performances by exchanging smashed data without the PS coordination.

Under non-stationary vehicular networks, in Papers [C8] and [J9], we propose a
new MARL algorithm, namely implicit cooperative positioning (ICP)-multi-agent
proximal policy optimization (MAPPO), for performing CP by exploiting detected
passive objects among agents as common reference positioning points. We adopted
a novel centralized-training and dynamic-decentralized-execution scheme, which
permits the agents to automatically learn the state world representation by means
of belief estimation. At the same time, the agents learn an optimal policy to dy-
namically de/activate the radio links with the neighbors to optimize communication
efficiency. We proved the superior performances of the method against state-of-the-art
Bayesian filtering approaches, such as ICP, concerning both positioning errors and
communication overhead.

Driven by the lack of real-time methodologies for efficiently representing compressed
distributions of latent variables, in Paper [J10], we proposed a NLoS identification
method for next-generation cellular networks that automatically learn the LoS latent
distributions of ADCPM samples. In particular, we presented an anomaly-detection
scheme, namely deep autoencoding kernel density model (DAKDM), that is able to
learn the KDE likelihood of normal, i.e., LoS samples, in a single-stage training, and
without requiring a sampling procedure or storing the entire dataset for inference.

In the context of efficient latent-feature combinations for CP tasks, in Paper [J11], we
introduced a DL model designed for network-based localization, which dynamically
alternated between cooperative-positioning in LoS environments and ego-positioning
in NLoS conditions. It enhanced the location accuracy of CAVs in urban settings by
exploiting predictions from nearby BSs. We formulated both NLoS identification
and position estimation as a combined task, creating a unique loss function that
simultaneously maximized the log-likelihood of the joint task and learned a concise
representation of the channel.

Finally, for performing cooperative tracking in next-generation cellular networks,
in Papers [C12] and [J13], we designed of a novel teacher-student BNN method,
namely Bayesian bright knowledge (BBK), capable of predicting both epistemic
and aleatoric uncertainties without requiring a sampling procedure during inference,
enabling it to be well-suited for real-time and safety-critical environments. We then
developed a unique integration of BNNs into cellular systems with cooperative BSs
to track moving targets, ensuring ease of implementation and general compatibility
with any BNN method. The proposed methodology and tracking procedure highly im-
proved performances and reliability, especially in out of distribution (OoD) scenarios,
compared to traditional tracking systems and frequentist DL. models.
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Figure 1.4: Mind map visualizing the contributions of the PhD thesis: cooperative learning (left nodes)
and cooperative inference (right nodes).

1.4 Outline and Related Publications

The thesis is divided into three main parts. Part I which describe the main methodologies
needed for the comprehension of the related publications. Part II which includes the
papers centered around the cooperative learning task, mainly divided into MPNN under
the C-ML paradigm, FL and SL under the stationary D-ML and FD-ML paradigms,
and MARL under the non-stationary centralized-training and dynamic-decentralized-
execution paradigm. Part III which includes the papers focused on the cooperative
inference task, mainly partitioned into efficient anomaly detection techniques for NLoS
identification, effective latent feature combination methods for static positioning, and
novel real-time BNN methodologies for mobile positioning. For a concise summary of
the publications included in the thesis, we refer to Fig. 1.4.
In particular, the reminder of the Part I is as follows:

e Chapter 2: Illustrates the main methodologies for cooperative learning in MAS,
introducing the background and explaining the techniques adopted in the thesis.
Moreover, we present discussions on the specific contributions and the references to
the papers in the related sections.

* Chapter 3: Presents the main system model, DL model input, and architecture
adopted for efficient inference in next-generation cellular networks. Moreover, we
discuss key methodologies adopted in the papers, such as the variational inference (VI)
approach.

Part II is organized as follows:

e Chapter 4: Includes the Papers [C1], [J2] and [J3]. This chapter mainly deals
with graph-based C-ML solutions for DA and CP tasks in vehicular networks. The



Chapter 1. Introduction

proposed solutions are then compared with their corresponding Bayesian-filtering
methodologies under different noise statistics and/or complex graph structures.

[C1] B. Camajori Tedeschini, M. Brambilla, L. Barbieri, and M. Nicoli, “Address-
ing data association by message passing over graph neural networks,” in 2022 25th
Int. Conf. Inf. Fusion (FUSION), Jul. 2022, pp. 01-07.

[J2] B. Camajori Tedeschini, M. Brambilla, L. Barbieri, G. Balducci, and
M. Nicoli, “Cooperative lidar sensing for pedestrian detection: Data association

based on message passing neural networks,” IEEE Trans. Signal Process., vol. 71,
pp- 3028-3042, Aug. 2023. © 2023 IEEE. Reprinted, with permission, from IEEE.

[J3] B. Camajori Tedeschini, M. Brambilla, and M. Nicoli, “Message passing
neural network versus message passing algorithm for cooperative positioning,”
IEEE Trans. Cogn. Commun. Netw., vol. 9, no. 6, pp. 1666—-1676, Aug. 2023. ©
2023 IEEE. Reprinted, with permission, from IEEE.

* Chapter 5: Refers to the Papers [J4], [J5], [J6] and [J7]. This chapter explores
cooperative learning in D-ML and FD-ML settings, mainly by means of real-world
experiments. Here, medical and IoT networks are studied, with main attention to the
privacy of data, non-1ID characterizations, and convergence.

[J4] B. Camajori Tedeschini, S. Savazzi, R. Stoklasa, L. Barbieri, 1. Stathopoulos,
M. Nicoli, and L. Serio, “Decentralized federated learning for healthcare networks:
A case study on tumor segmentation,” IEEE Access, vol. 10, pp. 8693—-8708, Jan.
2022. © 2022 IEEE. Reprinted, with permission, from IEEE.

[J5] B. Camajori Tedeschini, S. Savazzi, and M. Nicoli, “A traffic model based
approach to parameter server design in federated learning processes,” IEEE Com-
mun. Lett., vol. 27, no. 7, pp. 1774-1778, May 2023. © 2023 IEEE. Reprinted,
with permission, from IEEE.

[J6] B. Camajori Tedeschini, S. Savazzi, and M. Nicoli, “Weighted consensus
algorithms in distributed and federated learning,” submitted to IEEE Trans. Netw.
Sci. and Eng., pp. 1-13, 2024

[J7] B. Camajori Tedeschini, M. Brambilla, and M. Nicoli, “Split consensus
federated learning: an approach for distributed training and inference,” IEEE Access,
vol. 12, pp. 119 535-119 549, Aug. 2024. © 2024 IEEE. Reprinted, with permission,
from IEEE.

* Chapter 6: Relates to the Papers [C8] and [J9]. This chapter investigates the usage of
MARL algorithms in highly dynamic vehicular networks for performing CP. We com-
pared the proposed algorithm with Bayesian-filtering methods, especially regarding
communication efficiency and cooperation capabilities.

[C8] B. Camajori Tedeschini, M. Brambilla, M. Nicoli, and M. Z. Win, “Coopera-
tive positioning with multi-agent reinforcement learning,” in 2024 27th Int. Con.
Inf. Fusion (FUSION), 2024, pp. 1-7.

[J9] B. Camajori Tedeschini, M. Brambilla, M. Nicoli, and M. Z. Win, “Multi-
agent reinforcement learning for distributed cooperative positioning,” IEEE Trans.
Intell. Veh., pp. 1-16, Oct. 2024. © 2024 IEEE. Reprinted, with permission, from
IEEE.
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Finally, Part III is divided into:

* Chapter 7: Pertains to the Paper [J10]. This chapter explores the distribution char-
acterization and compression of channel latent features in next-generation cellular
networks. We propose an anomaly detection scheme to efficiently predict the channel
NLoS identification, which outperforms current state-of-the-art methods.

[J10] B. Camajori Tedeschini, M. Nicoli, and M. Z. Win, “On the latent space
of mmWave MIMO channels for NLOS identification in 5G-advanced systems,”
IEEE J. Sel. Areas Commun., vol. 41, no. 6, pp. 1655-1669, May 2023. © 2023
IEEE. Reprinted, with permission, from IEEE.

* Chapter 8: Describes the Paper [J11]. In this chapter, we address the problem of
joint task optimization for simultaneous NLoS identification and static positioning in
next-generation cellular networks. The CP is then performed by means of efficient
latent features exchange and combinations among BSs.

[J11] B. Camajori Tedeschini and M. Nicoli, “Cooperative deep-learning posi-
tioning in mmWave 5G-advanced networks,” IEEE J. Sel. Areas Commun., vol. 41,
no. 12, pp. 3799-3815, Dec. 2023. © 2023 IEEE. Reprinted, with permission, from
IEEE.

* Chapter 9: Outlines the Papers [C12] and [J13]. This chapter investigates the general
integration of BNN into cellular tracking systems. For real-time mobile positioning,
we propose a novel BNN methodology that outputs the data and model uncertainties,
1.e., aleatoric and epistemic uncertainties, respectively, without requiring sampling
procedures.

[C12] B. Camajori Tedeschini, G. Kwon, M. Nicoli, and M. Z. Win, “Empowering
6G positioning and tracking with Bayesian neural networks,” in ICC 2024 - 2024
IEEE Int. Conf. Commun. (ICC). 1EEE, Jun. 2024, pp. 1-6.

[J13] B. Camajori Tedeschini, G. Kwon, M. Nicoli, and M. Z. Win, “Real-time
Bayesian neural networks for 6G cooperative positioning and tracking,” IEEE J.
Sel. Areas Commun., vol. 42, no. 9, pp. 2322-2338, Aug. 2024. © 2024 1EEE.
Reprinted, with permission, from IEEE.

* Chapter 10: Outlines the main contributions and key takeaways of the thesis, with a
discussion of possible future works.

Note that the conference articles have not been included in the related chapters for
space reasons. Given the vast amount of topics and presented methods, in Fig. 1.5
we report an overview of the methods described both in Part I regarding background
methodologies, as well as in the attached published papers in Part II and Part III.
Concisely, when the objective is to cooperative learn a model, we may adopt graph-
aware GNN models (e.g., the proposed MPNN for DA and CP), privacy-preserving
FL and SL methods and their proposed fully-decentralized versions (e.g., CFAdp and
SCFL), or non-stationary MARL algorithms such as the proposed ICP-MAPPO. On
the contrary, when the model is trained, e.g., with C-ML, the next step is to perform
inference. We may want, for example, to have a compressed representation of the latent
features for tasks such as anomaly detection with the proposed DAKDM model, or we
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Figure 1.5: Overview of all presented methods and their relationships.

may want to efficiently combine different DL. models’ outputs to enhance inference,
e.g., positioning, performances. Finally, for applications requiring accurate uncertainty
quantification in real-time, we have developed advanced BNN methodologies such as
the proposed BBK approach.
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CHAPTER

Learning in Agent Networks

In this chapter, we introduce the main learning techniques adopted in the thesis, by
highlighting where and how they are employed. The main application areas are the
medical field, [oT, and vehicular networks (see Figs. 1.1a, 1.1b, and 1.1c). We begin
by characterizing the general system model of MAS and main objective functions in
Sec. 2.1. Then, in Sec. 2.2, we restrict to the field of stationary C-ML, with particular
focus on uncertainty quantification. Subsequently, in Sec. 2.3, we analyze the case of
directly learning on graphs by leveraging the network structure. Furthermore, in Sec.
2.4, we pass from C-ML to D-ML with a main focus on data privacy and scalability
requirements. Finally, in Sec. 2.5, we briefly recap the Bayesian filtering paradigm in its
both centralized and distributed versions for the task of CP.

23
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2.1 System Model and Problem Formulation

We consider a network of agents that engage in a cooperative process to reach a common
objective. This is obtained by sensing the agents’ state and the surroundings, and by
taking actions based on the sensed data. The concept is illustrated in a C-ITS scenario
in Fig. 2.1, where the agents, i.e., vehicles, cooperate to improve state estimation by
dynamically selecting the radio links with the neighbors and sharing observations of
passive targets, e.g., poles.

The model is generally described as a Dec-POMDP [70-73], where at time ¢, a set of
cooperative agents V = {1,..., N} interacts with each other forming a connectivity
graph G = {V, & }. Anedge (i,j) € &, where i # j, signifies the existence of a
communication link from agent ¢ to agent j. The neighbors’ set of agent 7 € V is
denoted with ;;, and each agent is defined by the state s(ﬁ) € Si(A), with Si(A) being

i
the state space of agent ¢ which usually comprises kinematic parameters. Moreover,
each agent has the possibility of performing an action a;; according to the specific

task. We indicate with a; = [am] . € Aand sgA) = {sgﬁ)] . € SW the joint action

and state, respectively, where A and S represent the joint action and state spaces,
respectively. As a result of the joint action, the system produces an instantaneous reward

r, = R(SI(EA), at) € R, where R denotes the reward function. The scenario may include a

set of passive targets 7 = {1, ..., N(T)} that are detected by the agents. An example can
be found in cooperative sensing applications, e.g., C-ITS, where the agents are the CAV's
and the passive targets can be people, traffic lights, or trees (see e.g., DA [135, 136],

CP [37] and MOT [43]). Each target &£ € T has a state sg) and it is detected by agent ¢
if k € 7;,. In case the targets are present, the aggregate state of the system is denoted as

AT mTT T T
{sg)sﬁ)} (T) (T)

St = ,wheres; ' = [skt

}keT '
The kinematic state transition of agent 7 and target k at time ¢ are modelled respec-

tively as:

s’ = SN (s a2 ) @1

and
sk = F (sh1 280 a) (2.2)
where zg‘?)t and zﬁ{t represent the driving noise process, incorporating the uncertainty in

motion. The models in (2.1) and (2.2) are associated to state-transition PDFs denoted as
p(s;‘?) |s§;\11, ai,t) and p(sg) |s§€Tt)_1) , respectively. Since the presence of the targets is a
peculiarity of sensing applications, from now on we do not consider the target state, while
it will be reintroduced for the DA and CP use-cases. In the case of physically distributed

agents, the state is considered agent-wise factored, i.e., S = S{A) X ... X S](V%), and

transition-independent, i.e., p(sgA) |s,@1, at) = vaz(f ) p(sgi\) \sfﬁzl, am), meaning that

agent actions cannot affect each other state.

Agents usually cannot directly observe the state of the system. Therefore, this
uncertainty is modeled by incorporating observations (or measurements) of the state
0;:, which may vary according to the application. At each time ¢, the system of agents
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oy Sot
Target state

Figure 2.1: 3D representation of the scenario with three vehicles and three objects (snapshot extracted
from CARLA software). Agent-to-agent communication links and agent-to-target detections are
indicated with black and red arrows, respectively.

receive a joint observation or measurement o; = [oi,t} - € O which is sampled
1

from the distribution p(ot|at_1, SEA)) , where O is the set of joint observations. Each
observation o, ; of agent ¢ is modelled as:

— (A) _4)
0is = fol@is1,80),2531) (2.3)
A) . : . .
where zfm-?t is the measurement noise process. If we fix the observation o, and action

a;_1, the PDF p(ot|at_1, sgA)> becomes function of the state sgA) and it is usually called

likelihood function. The system is also considered as observation-independent, i.e.,
p(ot la;_1, sgA)) = vaz(f : p(oiyt\aiyt_l, sE?), meaning that each agent’s observation is
influenced exclusively by its own state and action, independently by the other agents’
observations. Finally, since the states and rewards are not directly observable by the

agents (partially observable MDP), each agent 7 keeps track of the so-called histories
defined as hi,l:t = hi,t = [(ai,t/,l, 01'7,5/)} z’:l'

The goal of the agents is to exploit cooperation to optimize over a time hori-
zon H two main objective functions. First they aim at estimating the state §§ﬁ)
according to the minimum mean square error (MMSE) criterion from the PDF
bw(sgﬁ) |0it, a1, hi1) = pw(sgi\) |0+, @11, ;i —1), also kwown as beliefs, param-
eterized by 1. The optimal parameters 1" are computed by minimizing the following
objective as:

" = argmin J(by) = argminE{Z HsgA) — §§A)Hz} ) (2.4)
P (2 ¢
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The second objective is to perform actions, sampled according to a policy PDF
mo(ait|hit) = pe(ait|hi+) defined by 6, so to maximize the expected discounted cu-
mulative reward:

0" = argmax J(mg) = argmax E{Ry}, (2.5)
P 9

where R, = 71 A¥ =t r,,, namely reward-to-go, is the cumulative discounted reward
from time ¢ to H (i.e., the end of the episode).

A compact representation of the Dec-POMDP scheme for a two-agent case is shown
in Fig. 2.2, where the process is generated by the interaction over time of an agent and
environment component. With reference to Fig. 2.1 and the task of efficient CP, we
may see the state of the environment (also known as world) component as the position
of the agents and the observations as the measurements of the state, e.g., agent-to-
agent (A2A) ranging measurements. On the contrary, the actions may be identified as
the communication link de/activation, while the reward plays the resulting effect on
the positioning error. It should be noted that, in the execution phase, the agents do not
observe either the state transitions of the environment or the rewards, and thus they
remain on the environment component. On the opposite, only observations are directly
transferred into the agent component and stored within histories, which are then used
for action sampling and state estimation. Histories are simply a direct or compressed
(e.g., latent) collection of all past actions and observations, and they are exploited in an
analogous way with respect to Bayesian filtering approaches, e.g., Kalman filter (KF).
Indeed, the state (e.g., position) estimation takes into account these histories to update
the agents’ beliefs about the current state. Finally, the actions produced by the agents on
communication link activation have a direct effect on the environment, and thus, they
are transitioned within the environment component.

2.1.1 Discussion and Contributions

One of the main difficulties in Dec-POMDP problems is how to simultaneously optimize
the two objective functions. Usually, conventional MARL algorithms just solve the
policy optimization problem, discarding the belief estimation for precise real-world
modelling. On the other hand, Bayesian filtering or time-aware DL solutions (e.g.,
RNN) mainly focus on the belief estimation problem. These concepts and one possible
unified solution are discussed in Papers [C8] and [J9], where we propose an algorithm
for performing simultaneous CP and efficient communication optimization. The main
idea is to link the two objective functions such that they become dependent on the same
input, e.g., state estimate. Subsequently, to prevent optimization conflicts, the training
process is divided into two phases, with each phase placing more focus on optimizing
one of the objective functions while still considering the other.

2.2 From Non-Stationary to Stationary Data

In order to optimize the objective functions in (2.4) and (2.5), the agents may either
continuously interact with the environment (online learning) or first collect a training
dataset and then perform optimization without interacting again with the environment
(offline learning) [137]. Online learning can subsequently be divided into on-policy,
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Figure 2.2: Dec-POMDP scheme for agent and environment evolutions. Superscript ()/ stands for t + 1
for graphical purposes.

where we need to generate new samples each time the policy is changed, and off-
policy, where the learning process can utilize data collected from different policies, not
necessarily the one currently being improved. For a representation of online and offline
learning, we refer to Fig. 2.3, where we denote the training dataset or buffer as D. In
general, both in online and offline learning, we assume non stationarity of the data,
since to improve upon the behaviors captured in the dataset D, the learned policy must
enact a series of actions that diverge from those previously observed. Essentially, the
goal is to derive a policy that alters the established behavior in D, ideally enhancing
the performances. However, when the assumption on the data is IID among agents and
temporal dimensions, we can exploit standard ML techniques, e.g., supervised learning,
to achieve high performances on data belonging to the same distribution of training data.
In the following, we describe how stationarity of data can be exploited by the network
of agents to optimize problems in (2.4) and (2.5).

2.2.1 Stationary Learning

Stationary learning can be viewed as a subcategory of non-stationary learning, where
the optimization in (2.5) collapses to (2.4). Indeed, in conventional ML, i.e., non-RL,
frameworks, there is no more concept of agents’ actions, and the state becomes the target
variable, usually referred to as t'. Note that the new state t does not necessarily represent

For easy of notation, we describe a univariate target variable, but the formulation can be straightforwardly extended to
multivariate cases.
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Figure 2.3: Different typologies of agent learning: (a) online (on-policy), (b) online (off-policy), and (c)
offline learning.

the kinematic parameters of the agents, but may be related to the ground truth or label
of a specific task, e.g., regression or classification. Moreover, in stationary learning,
the observations are usually referred to as input variables or features x. The complete,
i.e., aggregated, training dataset is defined as D = {(¢,,, ) |t € Dy, T € Dm}lp‘

m=1»
where m is the sample index. A widely employed model assumes the relation between

the dependent (t) and independent (x) variables in case of regression as:

t = fu(X) 4+ zx(x), (2.6)

with fy(x) being a non-linear function and z,(x) ~ N (0, sz(x)z) is arandom noise. We
point out that (2.6) is a particular case of the relation in (2.3), where we directly express
the definition of the target (i.e., state) t just in function of the input (i.e., observation)
and the measurement noise.

The goal of stationary C-ML is to approximate the function f(x) with a NN y(x, 0)
with parameters 0, i.e., t = y(x, 0) 4 z.(x) . Therefore, the final objective is to derive
the so called predictive distribution pyxp(t|x, D), which plays an analogous role of
the belief PDF. In case the parameters 0 are considered deterministic, the predictive
distribution is directly parameterized by the likelihood function of € as pyx p(t|x, D) =
Pejx,0,0(t|, 0, D), and the parameters are obtained by maximum likelihood estimation
(MLE) as:

D] w2
Orie = argmin J (D[ D, 0) = argmin{—log p(Di[Da, 6)} = 3 ||tm — b
0 [ m=1

2.7)

where the negative log-likelihood of the whole training dataset J(D;|D,,0) =
—log pp,|p,.6(Dt| Dy, 0) is called loss or error function and it is derived from:

|D|

Poup.o(Di|Ds, 0) = T[N (tm;y(wm,e),%(wm>2) , (2.8)
m=1

assuming no multicollinearity in the sample and feature domains. In (2.7), ¢ is called
predictive mean and it is identified as:

o Etwp(mw){ux, ) D} — y(z,6). (2.9)

2A similar formulation can be carried out for classification tasks.
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Note that (2.7) is the corresponding optimization problem in (2.4), where the beliefs
are substituted by the predictive distribution. In case the parameters 0 are considered
stochastic, a Bayesian framework can be adopted, namely BNN. This implies defining
a prior distribution on the parameters pg(8), which accounts for the uncertainty of the
model due to the finite size of the training dataset. The predictive distribution is then
computed as:

Ns

1
pyxp(tlx, D) = /ept|x,e(t|33, 0" )pep(0'|D)d" = e > p(tlx, 6y), (2.10)

s (=1

where the posterior PDF pg)p (6| D) is directly or indirectly estimated according to the
specific BNN methods. The integral approximation in (2.10) is obtain by sampling Nj
times 8, from pe)p(6@|D). Finally, the predictive mean is obtained as:

- 1 & 1 &
=E{t}xD}= > /tt'p(t’|ac, 0dt = > y(@.0). Q1D
S 4=1" S £=1

2.2.2 Learning Uncertainty Quantification

Whenever computing the predictive mean in (2.11), we may be interested in also evaluat-
ing the uncertainty of the prediction. Indeed, this can be useful to assess the reliability of
the ML model, particularly in critical applications such as CAVs. We usually distinguish
between aleatoric and epistemic uncertainties. Aleatoric uncertainty originates from the
data generation process described in (2.6) as:

V{t|x,0} = V{z()|x,0} = 0, (x)°. (2.12)

Given that every training point in D includes a realization of the noise z,(x), this
type of uncertainty is inherent within the data itself and cannot be diminished by
adding more training samples. In case the noise z,(x) is a function of x, we talk about
heteroscedastic aleatoric uncertainty, whereas if it is independent of the input x, we
talk about homoscedastic aleatoric uncertainty [138]. Still, in both these cases since
it is data-dependent, it can be learned by a deterministic NN through a specific loss
function with the model azx(x)2 2 ya1(x, 0) + &a1 [107], where y,1(x, 0) is an additional
NN output which predicts the aleatoric uncertainty of x, and &, ~ N(0, o¢,,?).

Conversely, epistemic uncertainty arises from the variability in the NN parameters,
represented by the random variables 0. This variability contributes to the measure of
uncertainty in the output as:

VA{t|x, z«(x)} = V{y(x,0)|x,z(x)} . (2.13)

In traditional NNs, where parameters are estimated as point values, this type of uncer-
tainty is considered zero. However, in BNN, epistemic uncertainty can be mitigated and
decreased by incorporating additional training data [138]. Therefore, with BNN we are
able to express the total predictive variance as follows:

V{t|x,D} = ; > [ (¢~ E{tx.D} ) *pltw, 0t

S (=1
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Figure 2.4: Epistemic and aleatoric uncertainty visualization.
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where the first two terms are the epistemic uncertainty prediction, while the last term is
the aleatoric uncertainty prediction.

2.2.3 Discussion and Contributions

The primary advantage of BNNs is their ability to differentiate between the two types
of uncertainties, thus separating the uncertainty due to the variance of the estimated
parameters and the intrinsic variance present in the data. This is particularly useful
for identifying input domains where additional data collection could reduce overall
prediction uncertainty. For illustration, in Fig. 2.4, we present a toy case where the
intrinsic noise in the data increases along the x-axis. By distinguishing between these
uncertainties, we can explain the source of model uncertainty and make informed
decisions on where to gather more useful data. To help better visualize the uncertainties
in a familiar context, in Fig. 2.5 we show the uncertainty estimation obtained in a
3D scenario (similar to Fig. 2.1) with a BNN. In particular, we divided an area of
20 x 20m into four zones: bottom-left (Fig.2.5a.1) with high aleatoric and epistemic
uncertainties; top-left (Fig.2.5a.2) with high aleatoric and low epistemic uncertainties;
bottom-right (Fig.2.5a.3) with low aleatoric and high epistemic uncertainties; and top-
right (Fig.2.5a.4) with low aleatoric and low epistemic uncertainties. In each quadrant,
we then reported the 1-0 uncertainty ellipse for the aleatoric and total uncertainty, and
the derived approximated Gaussian PDF. Note that, by gathering more data points, we
are able to decrease only the blue area (epistemic). Therefore, by fully evaluating the
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Figure 2.5: Epistemic and aleatoric uncertainty visualization in a 3D scenario. (a) Bird’s-eye view
representation and (b) 3D representation obtained through Google Maps, RenderDoc, and Blender

software.

two uncertainties, we conclude that it is beneficial to gather more data in Fig. 2.5a.2 and
it is useless in Fig. 2.5a.3.

However, the main drawback of BNNss is that they require Vg samples to fully evaluate
those uncertainties. This can represent an issue in real-time applications, such as mobile
tracking, where performing sampling operations may accumulate an unacceptable delay.
Existing real-time BNNs methods, e.g., BDK, are based on teacher-student techniques
where we practically train two models: a teacher BNN (T), trained with any Bayesian
methodology, and a student NN (S), trained to imitate the output of the teacher (both in
terms of output mean and variance). The new input-output model becomes:

(T): t=yD(x,0) +2z(x)

— 4 (x w) + 209 (x
©: {° ¥ (xw) +29(x)

(S) (2.15)

O-Z)((S) (X)2 = Yal (X, ’U)) + E':S) )
where z®(x), 2% (x) and ES) are Gaussian noises, and w are the parameters of the
student NN. These methods, however, fail to fully capture the distinction between the
two uncertainties, simply because they only output the aleatoric uncertainty. To handle
this problem, in Paper [J13], we present an original BNN technique, with specific loss
functions and training algorithm, to perform real-time predictions, while maintaining
the full advantages of BNNs in terms of robustness and uncertainty evaluation.

To better highlight the advantages of the proposed BNN technique, namely BBK, we
now report a comparison analysis of the quality of the uncertainty quantification provided
by traditional sampling-based BNN methods, conventional NN, and the proposed BBK
algorithm in the same case of Fig. 2.4. In particular, for the ground truth process,
we employed a GP with a radial basis function (RBF) kernel to generate the data.
Specifically, the GP has an input space defined by x € [—5, 5], with a length scale and
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variance set to capture smooth variations in the data. The aleatoric (data) noise is defined
as a heteroscedastic function, increasing as |z + 2|, to simulate scenarios where data
uncertainty grows across the input space. Regarding the BNN methods, we compared
a Markov chain Monte Carlo (MCMC) method, i.e., the stochastic gradient Langevin
dynamics (SGLD) [139] algorithm, and two VI-based methods, i.e., Monte Carlo (MC)-
Dropout [140] and Bayes by backpropagation (BBP) [141]. The conventional NN was
trained to learn the aleatoric uncertainty with the following loss function [138]:

Gl Hy Lm, ) —

tmll3 | 1
anl(xm, 9) + 2 IOg (yal(wm, 9)) ) (216)

where the first term in the summation penalizes the squared error inversely weighted
by the predicted aleatoric uncertainty, encouraging the model to increase the predicted
uncertainty in regions with higher residual errors. The second term acts as a regularizer,
preventing the model from assigning excessively high uncertainty values by penalizing
large aleatoric predictions. Finally, the teacher-students methods, i.e., BDK [111] and
the proposed BDK, adopted the SGLD as the teacher model to train a student network
with high-quality, sample-based estimates of uncertainty.

From the results, shown in Fig. 2.6, we can see that the sampling-based BNN models
in the first row provide both aleatoric and epistemic uncertainties estimation through
multiple forward passes but require extensive computational resources for real-time
applications. In contrast, conventional NN models lack mechanisms to quantify the
epistemic uncertainty and just provide the estimation of the aleatoric one. Moreover,
we can see that in OoD areas, e.g., || > 2, the model tends to be overconfident
in its prediction by assigning either very large or small values of uncertainties. The
teacher-student method BDK reduces this effect by learning from the teacher the overall
uncertainty quantification in OoD areas, however, without distinguishing them. Finally,
unlike standard BDK, the proposed BBK student model achieves comparable uncertainty
quantification with respect to the ground truth process, and it is able to differentiate
between aleatoric and epistemic uncertainties, allowing for more fine and efficient
uncertainty quantification.

2.3 From Single Node to Graph Learning

Whenever dealing with learning in graphs, it is intuitive to use NN that are directly
integrated with the graph’s structure, leveraging its topology and connectivity. These
types of NN are known as GNN [44, 142] and they have been explored across various
learning paradigms, including RL, unsupervised, semi-supervised, and supervised learn-
ing contexts, for their capability to scale and adapt to larger, unseen graphs. Indeed,
similar to boosting methods [143], they adopt very simple or weak models, whose bias
is reduced with subsequent /Vy;p message passing iterations across the graph. We would
like to point out that GNN perform centralized learning on graphs, that is, all the data is
gathered or transferred into a single computing node where graph learning is performed.
Therefore, the graph structure is a logical structure that may or not reflect the physical
graph. The main advantage is that, if the real network structure that generated the data
changes, the same NN can be adopted for inference (and/or retraining).
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Figure 2.6: Comparison of different methodologies for uncertainty estimation: (a) GP, (b) SGLD, (c)
MC-Dropout, (d) BBP, (¢) NN, (f) BDK, and (g) BBK.

In particular, vanilla GNN are composed of three NN, or update functions, namely
Yv(+), Ye(+), and () for node, edge and global inference, respectively. As in conven-
tional learning, the goal is to learn the correspondence between target t and input features
x by optimizing the update functions’ parameters. The forward, i.e., inference part, starts
with the encoding® of the input features x into node and edge embedding representa-
tions, defined as hso) and hgo), respectively. These are composed by the single-node

and edge embeddings as hso) = {h(oy}'ev and hfj” = {{hﬁf’} _M-} . /\/} , respectively.
v ' JENi J ey

v,i

Moreover, also the target t is encoded into global attributes or embeddings hEU). For
each message passing iteration p, the logical building blocks and detailed algorithm are
shown in Fig. 2.7 and Algorithm 1, respectively, where p._,, pv_t and p._.; are called
aggregation functions and can be whatever functions that are insensitive to input order
(e.g., maximum, mean, element-wise summation).

GNN are a general framework that includes many typologies of learning on graphs,
such as independent recurrent blocks (IRB) [144], MPNN [145], non-local neural
networks (NLNN) [146], relational networks (RN) [147] and deep sets (DS) [148].
Among these, MPNN are ideal when dealing with heterogeneous graphs with rich
edge attributes and where the focus is on accurately capturing the interaction dynamics
between nodes via these attributes. Indeed, the node and edge embeddings are not
any more functions of the global ones, but just depend on the local neighborhood’s
aggregated messages and possibly the individual node’s or edge’s features. As an

3We do not define the encoding NN to focus on the peculiar mechanism and models of GNN.
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Figure 2.7: Single building blocks iteration of the GNN message passing procedure.

Algorithm 1 GNN message passing procedure

1: procedure GNN(hf,p_l), hgp_l), ht(p_l)) > Iteration p
2 for each node 7 € V do > Update edge embeddings
3 h? s = ye (WY nZ D 0P nPD ) vje N,

4 end for

5: for each node i € V do > Update node embeddings
6 hil;) =Y (hilji_l)a Pe—sv ({hg);'—m‘ }j@\[i) ) hgp_l), 0)

7 end for

8 hEp) = (peﬁt(hg’)) , pvﬁt(h\(f’)) , ht(pfl)7 0) > Update global embeddings
9: end procedure

example, we now describe the problem of node regression and its particular loss function
to update the NN parameters.

2.3.1 Message Passing Neural Networks

In MPNN for node regression, the global embeddings are usually represented directly by
the target t; (for each node %), or by an encoded version of it, without being elaborated

by the message passing procedure. At each iterationp = 1,..., Nyp, eachnode: € V
sends the following message to its neighbors j € N;:
h?) = ye(h® 0 W77V hP0 0) Ve N, (2.17)
with:
h?) =y (W2, 55er 00 0)), (2.18)

where we adopted the summation as an aggregation function. An illustration of the
updates is shown in Fig. 2.8. Subsequently, the targets are predicted as:

£ =y (h?)) viev, (2.19)

where we considered the global update function for each node. After Nyp message
passing iterations, the final target prediction is £"") For each input sample x,, (related

)

to each node and/or edge according to the problem) of the training dataset D, the NN
parameters are updated with MLE through the following loss function:

D] Nup

J(DiDg,0) = > > >

m=1 p=1 i€V

? 2.20
g (220

o — 10
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Figure 2.8: MPNN iteration with (a) edge embeddings’ update, and (b) node embeddings’ update,
represented in red.

where we removed constant values in 0 such as normalization terms. Note that the
target at each node ¢ and input sample m are considered as additional input samples that
reduce the variance of the model. On the contrary, the message passing iterations p are
considered as subsequent layer of a bigger model (i.e., the target ¢, ,,, is not function of
the iteration p), thus reducing the bias of the weak update functions models.

2.3.2 Discussion and Contributions

Given the ability of MPNN on learning complex non-linear relations within graphs
and being scalable in unseen much bigger networks, in Papers [C1], [J2] and [J3],
we propose their application or inclusion into sensing tasks such as DA and CP. In
particular, in Papers [C1] and [J2], we introduce a new logic graph that maps the vehicles’
detections into nodes, for subsequent edge classification (i.e., detections’ association)
by means of a custom MPNN model. Given the foreseen usage of these methods in
real-world applications, we tested the MPNN against conventional SPADA algorithms
in terms of realistic noise distributions, e.g., derived from object detection models like
Pointpillars [149]. The proposed MPNN-based DA method has also been integrated into
general ICP systems in Papers [J15] and [J17] (not included in the thesis).

On the contrary, in Paper [J3], due to their analogy with the message passing proce-
dure in MPA, we integrated MPNN into a belief propagation (BP)-inspired CP scheme.
We propose a new LSTM-MPNN model that is trained with the C-ML paradigms,
whereas the inference is performed in a distributed way among agents. In particular, the
LSTM learns the kinematic models of the agents and produces the prediction phase (or
step) of conventional Bayesian-filtering methods. On the contrary, the MPNN elaborates
the observations gathered at each agent by means of the message passing procedure. For
a detailed description of the MPA methodology for CP, we refer to Sec. 2.5.

2.4 From Centralized to Decentralized Learning

With the rapid increase in volume and complexity of data available at different locations
and machines, C-ML may face difficulties in terms of scalability and efficiency. Conse-
quently, there is a growing demand for alternative methodologies that can effectively
address the increased complexity and security issues while retaining the benefits of
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Figure 2.9: Schematic example of (a) FL and (b) SL in a network of two clients and a PS. The client
model parameters and gradients are indicated with 0; and ¥ J;(0;), respectively. On the contrary,
the global or PS model parameters and gradients are indicated with Opg and ¥V Jps(0ps), respectively.
The weighted average of the FL is indicated with a thick bar. Finally, the forward pass is indicated
with F'(-), back-propagation is indicated with the model gradients inside a self-loop, and dashed lines
represent the next timestamp.

conventional ML techniques. D-ML [53, 150, 151] has emerged as a viable solution
for distributing the processing and avoiding the aggregation of data at a single central
entity. Popular D-ML mechanisms are FL [11] and SL [58], which allows spatially
distributed agents (i.e., clients) to cooperatively train a global ML model without the
need of exchanging their local private data. In the following, we report the FL. and SL
methodology for the deterministic parameters @ case, but a similar Bayesian formulation
can be applied as well. The objective is always to optimize (2.7) but in a distributed
manner.

A conceptual comparison of the two D-ML methods is reported in Figure 2.9, in
which we present the FL (Figure 2.9a) and SL (Figure 2.9b) frameworks, indicating their
main steps indexed in chronological order. Specifically, the steps for FL are: 0) local
model optimization, 1) aggregation, 2) broadcast of the updated global model; while the
steps for SL are: 0) client forward pass and exchange of smashed data, 1) PS forward
pass and back-propagation, 2) exchange of PS gradients, 3) client back-propagation, 4)
client model exchange with next neighbors.

2.4.1 Federated Learning

In FL, clients individually maintain and train local copies of DL models using their own
local data, while a coordinating PS combines these models into a global one shared
among all clients. Specifically, the objective function of the FL procedure is to obtain a
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global DL model defined by the parameters 8 by minimizing:
Ops = argmin J(Dy|D,, 0) , (2.21)
0

where the loss function J(D;|D,, 0) is specified by:

(A)
J(D,|D,, 0) = 1A NZ Dl Ji(Dyi| Dy, 6) (2.22)
N®) i=1 §:ﬂ€V|2)ﬂ|

with J; representing the loss determined by client ¢ utilizing the local dataset D; =
{(tm,Zm) | tm € Drj, @, € D%Z-}',,?;'l. To obtain the global model Opg, an iterative
process is carried out with each iteration involving a local model optimization step
performed by the client and followed by an aggregation step executed on the PS.

At federated round n = 1, ..., Ny, aset V, C V of clients is chosen to carry out
the training procedure, i.e., the local model optimization step. Clients are required to
generate local models via optimization in the FL process, typically employing super-
vised and gradient-based schemes, e.g., Adam or stochastic gradient descent (SGD)
optimizers [152], with mini-batch B; and learning rate n. Each client ¢ € V,, carries out
Nepoch local epochs before sending their model to the PS, which is tasked with updating
the global model.

In the vanilla PS-based FL, i.e., FedAvg [49], the number of samples |D;| from each
client determines the weights used in the aggregation step to execute a weighted average:

6’Ps,n = Z ai,VnOi,n, (2.23)

1€Vn

where Opg,, is the PS global model, 6,, is the local model of client ¢ and

Qy, = % are the mixing weights related to client .
i'evp 171

On the contrary, FD-ML architectures, such as decentralized FL, do not employ
the PS but rather share their local model(s) repeatedly over A2A links so as to reach a
consensus on a global model (consensus-based FL) [18]. The consensus-based algorithm,
referred to as CFA, operates as follows. At round n, each client ¢« € V), performs a
local optimization step and then exchanges the model weights with its neighbors N ,,.
Subsequently, an aggregation step is executed, similar to the PS:

'(;bi,n - ei,n + €FL,n Z ak,./\/'i,n <9k,n - ez,n) ) (224)
kENim

where 1, , represents the aggregated model, €ry, , is the consensus step-size which

modulates the memory of previous models and oy, , = S, A€ the mixing
’ K'EN,

Dyl
weights related to client &, based on the number of samples retained in each client. Note
that the aggregated model v, ,, represents an estimate of the global model as seen by
client i and its neighborhood ; ,,. However, as opposed to (2.23), here the aggregated
model is obtained by taking into account the error between the local model and the
neighbor ones. The complete pseudo-code for CFA is presented in Algorithm 2. For
ease of notation, the local model optimization step has been represented as a single-batch
model update. It should be noted that the algorithm operates in the same manner if
clients exchange gradients of the local model update instead of model parameters.
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Algorithm 2 Consensus-driven Federated Averaging

1: procedure CFA(N ., €1, n, 1) > Run on client 4
2 initialize 6; o + client

3 for eachroundn =1,..., Ng, do > Training loop
4 broadcast 6; ,,

5: receive {0, }jen;.,

6 eq. (2.24)

7 0, ., = ModelUpdate(%; ,,)

8 end for

9: end procedure
10: procedure MODELUPDATE(¥); ,,) > Model opt. step
11: compute F'(v; ,,) > Forward-pass
12: compute V.J; ,, (¥in) > Backward-pass
13: Vi Vi =V Iin(¥;,,) > Local SGD

14: end procedure

2.4.1.1 Discussion and Contributions

A main drawback of conventional FL algorithms, is that they are synchronous, meaning
that the scan of time is regulated by the federated round index n. This can be an issue
whenever we are in the presence of heterogeneous agents, i.e., with different local update
completion times due to heterogeneous computational capabilities or data. Moreover, in
case of low network or agent reliability, the lack of local updates may delay or even stop
the FL process (as the PS usually waits for the selected agents’ updates). To address
the synchronization issues, asynchronous FL can be adopted, where the PS updates the
global model at ¢ = nTpg according to:

Ops: = (1 — €rL1)0pst—Tps + €rLt Y ¥y, 0iv 1, (2.25)

1€V

where Tpg controls the time interval between two updates of the global model, 7 is the
time gap needed by the agent 7 to obtain a local update, and 8, ;_r, is the model available
at time ¢ — 7 at client . Given the key importance of carefully adjusting the 7pg interval,
in Paper [J5], we proposed a Tpg policy-optimization that accounts for both different
sample distributions among agents, as well as, different computational capabilities.

Another way for handling the heterogeneity of agents, especially under highly non-
IID conditions, is to perform a suitable weighting of the local parameters so as to value
differently the contribution of each local update in the global model. In PS-based FL,
this has been proposed with the FedAdp algorithm [52], where the new aggregation
weights ¢; ), are computed by taking into account the angle among the gradients of the
local and global models as:

(VJ(Ors.) ", VIi(Brsa))
J(Brsa), HW o),

(2.26)

Bin = arccos H

where VJ;(0ps ) = —(6;,, — Ops —1)/n is the approximated local gradient of agent ¢,
and VJ(Ops ) = Y icy, iy, VJi(Ops,,) is the global gradient. In principle, the bigger
the angle f3;, is, the greater the contribution of agent ¢ will be in the global model.
Inspired by the adaptive weighting mechanism in PS-based FL and by the WAC schemes
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Algorithm 3 Split Learning

: procedure SL(n)

1

2 initialize 8; o VieV

3 for eachroundn = 1,..., Ngy, do > Training loop
4: for clienti =1,..., N*) do > Run on client ¢
5 compute F(6;,,,) > Client Forward-pass
6 send F'(0;,,) to PS

7 receive

VJPS,n(ePS,n) = PSUpdate(F(Oivn))

8: 0, ., = ClientUpdate(8; ,,)

9: send 6; ,, to client ¢ + 1

10: end for

11: end for

12: end procedure

13: procedure CLIENTUPDATE(; ) > Model opt. step
14: compute VJ; ,(0; ) > Client Backward-pass
15: Bi,n — Gi,n — UVJi7n(0i7n> > Local SGD
16: end procedure

17: procedure PSUPDATE(F'(0; ,,)) > Model opt. step
18: compute F'(Ops ) > PS Forward-pass
19: compute VJps ,,(Ops n) > PS Backward-pass
20: OPS,n — OPS,n — ’I]VJps}n (01)57”) > Local SGD

21: end procedure

in consensus approaches, in Paper [J6], we propose a decentralized FL algorithm, i.e.,
CFAdp, that optimizes the neighbors model weighting for improved convergence and
accuracy under both sample and label data skewness.

2.4.2 Split Learning

In the simplest SL framework, the model parameters @ are split into two parts (one
for the PS and for the clients), i.e., Opg, and 0,,. Note that, here, differently from
FL, the model structures of @pg,, and 0, ,, are distinct. Thus, to complete inference
and back-propagation procedures, an exchange of smashed data and gradients must be
carried out between PS and clients. The pseudo-code for SL algorithm is provided in
Algorithm 3, reporting for simplicity only the synchronization of the learning process
in peer-to-peer mode [59]. At the end of the procedure, SL permits to attain identical
results to a traditional (i.e., centralized) training procedure, where all layers are available
at the same entity, since it involves the same steps and processes (forward propagation
and back-propagating gradients), just applied in a different order.

A drawback of the SL procedure is that it must be executed sequentially by each
client. To address this issue, SFL algorithms [62, 63, 153] remove the constraint on the
sequentiality of inter-client model exchange, performing parallel forward propagation of
the client-side models. The PS then executes both the forward propagation and back-
propagation on its server-side model using each client’s transformed data independently,
allowing a high degree of parallelism. Once the gradients are sent back to the clients for
their own back-propagation, a step of FedAvg is performed by the PS and by the clients
through an additional PS for the federated part, i.e., FPS. We refer to Figure 2.10 for a
synthetic representation of the SFL. workflow.
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Figure 2.10: SFL framework with vanilla architecture composed of a split PS, i.e., SPS, and a federated
PS, i.e., FPS.

2.4.2.1 Discussion and Contributions

Despite solving the parallelization issues of SL, SFL algorithms still rely on a centralized
PS, which can be a single point of failure, as well as a limitation for massive networks.
In Paper [J7], we tried to solve this issue by proposing a fully decentralized, privacy-
preserving, and low-complexity architecture that performs both parallel training and
testing procedures. This architecture, namely SCFL, can be seen as the union between
a fully decentralized MPNN and CFA algorithms. Practically, each agent holds a low-
complexity model, whose bias is reduced by means of a message passing procedure
where the messages are physically exchanged among agents. The system is privacy-
preserving since the agents only exchange the smashed data resulting from intermediate
message passing steps. Moreover, the training is performed in parallel between agents
through a CFA step, that can be included or excluded from the message passing iteration.

2.5 From Learning to Bayesian Filtering

The problem of state learning can be simplified by manually defining the motion and mea-
surement models in (2.1) and (2.3), respectively. This framework, known as Bayesian
filtering [154], aims at optimizing the objective in (2.4) without the presence of agents’
actions. Therefore, the agents receive just the observations from the environment and
the stored histories coincide with the collected observations. We refer to Fig. 2.11 for a
comparison between Bayesian filtering and RL frameworks.

In CP use cases, the agents’ motion is modelled according to the category of agents,
e.g., random walk and constant velocity models for pedestrians and vehicles, respectively.
The parameters of the driving noise process in zgf)t are tuned according to predetermined
noise statistics on collected agents’ trajectories. Whenever passive targets are present
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Figure 2.11: Comparison between Bayesian filtering and RL.

in the scene, an ICP approach can be adopted to coherently fuse the measurements at
different agents [10]. Indeed, passive entities, such as traffic lights, road signs, or poles,
are cooperatively detected by multiple agents and exploited as noisy anchor points to

enhance the state (e.g., location) accuracy. In C-ITS scenarios, the vector of all available
) ] T T T4 T
measurements of agent ¢ at time ¢ is defined as o0;; = [OZ(SNSS) ogﬁzA) o§f;‘2T) } ,

where ogg’NSS), oz(f;‘QA) and oEﬁQT) are the global navigation satellite system (GNSS),

A2A and agent-to-target (A2T) observations, respectively. The A2A observations are
obtained from an active sensing technology for sidelink positioning offering relative
A2A location measurements for any pair of agents (i,j) € &. On the contrary, the
A2T observations derive from a passive technology (e.g., camera, light detection and
ranging (LIDAR), radio detection and ranging (RADAR), or any combination), used by

agent 7 to detect the set of passive objects 7;; C 7 in proximity at time ¢.

By considering the noise statistics as Gaussian and by modelling the agent state sgi)
with the 2D position and velocity and the target state s,(g’Tt)
define the observations as:

with the 2D position, we can

Oz(gNSS) _H®W S@(ﬁ) + z((ﬁ}jss)’ (2.27)
Og,?iA) — g® (sgg) _ s}A)) 4 zgﬁiﬁ) 7 (2.28)

o = HWs — st + 20337 (2.29)

2 O,i,k)7t )
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(GNSS) _(A2A A2T :
where H'*) = [I,04,,] € R?** and zo ) ), 28 i ) and zf, i kt) are zero-mean Gaussian
(GNSS (A24) (a21)
with covariances R0 it ) — 5(GNSS)? [, R0 ig t — cA28% [ and R PICCINES o8

respectively. Note that the choice of Gaussmmty is completely arb1trary and that, as
for the driving noise statistics, the measurements’ covariances need to be tuned from
collected observations.

The overall state estimate s; is obtained as in RL through the MMSE estimator as:

S = E{St|h1:t} = E{st|01:t} = / St b(3t|01:t) ds;, (2.30)

where the system belief b(s;|01.;), known as joint posterior PDF, is computed at each
time ¢ from a prediction phase with the Chapman-Kolmogorov equation:

b(s¢|o1:4-1) = /p(3t|3t—1) b(si—1|01:4—1) dsi_1, (2.31)
and an update phase [155]:
b(s¢|01.¢) o< p(0r|8:)b(8¢]01:4-1) - (2.32)

Since, as assumed in Chap. 2.1, the system is observation-independent, the likelihood
function of s; is computed as:

N®A)

p(ois) = p(of™ ™) TT 11 p(of5i Vst si%)
=1 jEN;,
N&)
< II I p(othi”Isis’ si)) - (2.33)
=1 k€T

In case the motion and measurements models in (2.1) and (2.3), respectively, are linear
and with a Gaussian noise, the state estimate in (2.30) reduces to a KF as described
in [10, 128], with efficient resolution in matrix form.

However, the centralized Bayesian filtering approach is impractical for extensive
networks due to two major limitations: the dependence on a single central computing
unit creates a potential point of failure, and the computational complexity increases
cubically with the number of agents and passive objects [10]. To overcome such
limitations, distributed or consensus-based Bayesian filtering algorithms have been
studied in the past [43, 156]. Since the marginalization of the joint posterior PDF
b(s;|o1.1) to compute the agents’ beliefs b(sgﬁ”ol:t) can be unfeasible or extremely
complex, the distributed Bayesian filtering adopts a MPA. This approach approximates
the agents’ beliefs with an iterative message passing procedure over a factor graph which
factorizes the joint posterior PDF. As an example, indicating the beliefs of agent 7 at
timestep * and message passing iteration p € {1,..., Nyp} with bz(f? = (sgi\) \olzt),
the MPA-based CP (without the presence of targets) executes the subsequent steps in
parallel for each agent.

1. Prediction message: The message representing the predicted state of agent i:

) o [ p(slsiil) by ds (2.34)
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where bEZtVMlP ) is the belief estimated by agent i at previous time ¢ — 1 after Nyp

message passing steps. We mention that the beliefs are instantiated at time ¢t = 0
as b(NMP) A ( (A))
P\Sio )-

2. Beliefs exchange At iteration p € {1,..., Nyp}, each agent i transmits bfﬁ_l)
and receives bj Y from its neighbors j € M n- At p = 1, the shared beliefs are

b0 = 2 (s2).

3. Measurement messages computation: During message passing iteration p €
{1,..., Nup}, each agent i computes one message for each observation typol-

ogy:

P8O () 2 (o5 (2.35)

A2A A2A) A —1 A
pSP (s1)) o / p(oé,i,t Isjt,sft)>b§f’t ds{})
Vj € Nin. (2.36)

4. Beliefs update: At message passing iteration p € {1,..., Nyp}, the beliefs are
updated as:

b oy (si)) O (s) TT w20 (s) . @37
JENi

5. State inference: At last, after completing Nyp message passing steps, the agent
state is determined using the MMSE estimator as:

W =E, {sgf? ]0”} . (2.38)

Step 1), known as the prediction step, is executed once per timestep ¢. In contrast, steps
2), 3), and 4), referred to as update steps, use the measurements obtained from the
current timestep and they are carried out during all Nyp message passing iterations for
each timestep .

2.5.1 Discussion and Contributions

Although MPA is scalable, it has a limitation in that convergence to the centralized
solution is only assured in acyclic (i.e., tree-structured) factor graphs. Moreover, even in
case of convergence, the result would be optimal only with Gaussian and linear models
(i.e.,in (2.1) and (2.3)). In all the other cases, optimality is not guaranteed. In Fig. 2.12
we summarized all cases and highlighted those where improvements could be provided
by new data-driven designs. We would like to point out that in real-world dynamics, the
factor graph is usually not acyclic and the models are typically neither Gaussian nor
linear. For improving upon MPA in conditions where the optimality is not guaranteed,
in Papers [J2] and [J3], we proposed MPNN-based solutions for the specific tasks of DA
and CP, respectively. On the contrary, for ICP frameworks, in Papers [C8] and [J9], we
proposed a novel MARL algorithm that generalizes the Bayesian-filtering approach by
including actions of agents for de/activating communications links.
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Figure 2.12: Convergence diagram flow of distributed Bayesian filtering methods.




CHAPTER

Inference in Agent Networks

In this chapter, we summarize the main concepts and methodologies adopted for perform-
ing cooperative inference in agent networks. The application focuses on next-generation
cellular networks (see Fig. 1.1d), where the agents are represented by BSs. We start
by describing, in Sec. 3.1, the system model adopted between the BSs and the UE.
Then, in Sec. 3.2, we report the extraction of the proposed fingerprinting measurement
for performing positioning, whereas in Sec. 3.3 we describe the main DL model for
channel compression into a latent features representation. Finally, in Sec. 3.4, we
discuss the main concept of VI and its application to the anomaly detection task for
NLoS identification.

45



Chapter 3. Inference in Agent Networks

( )
z

R

S

S

\_ =¥ Z K 2 -7 L Longitude y.

(a) Uplink scenario (b) UE trajectories

Figure 3.1: Representation of the cooperative inference system model: (a) BS receiving the uplink signal
Sfrom the UE through an UPA, with highlighted AoA of the 1-st path composed by the zenith angle 85°
and the azimuth angle ¢}”, and (b) example of two UE trajectories in the area of Cambridge, MA,
USA with red triangles indicating the BS positions.

3.1 System Model

We consider a mmWave OFDM system where a UE transmits to BS at a carrier wave-
length A\.. The BS is fitted with a uniform planar array (UPA) consisting of NV, x Ny
isotropic antenna elements, in the vertical and horizontal direction, respectively, with
vertical and horizontal antenna spacings of d, and dy,, respectively. In contrast, the UE
is provided with a single omni-directional antenna. The channel involves NV, distinct
propagation paths, where each path p = 1,..., N, is characterized by an AoA, specified
by a zenith angle 67° € [0, 7] and an azimuth angle ¢;* € [0, 7], and by a ToF t,,. The
scenario is represented in Fig. 3.1 where we reported the UPA at the BS receiving
two paths (one direct and one reflected) (a) and the corresponding BSs locations and
UE trajectories (b). In the example, the BSs disposition has been chosen according
to the 3GPP urban micro (UMi) scenario [157] within a 1000 x 1000 m area near the
MIT campus in Cambridge, MA, USA. The setting includes 19 sites, each with an
inter-site distance (ISD) of 200 m, forming a hexagonal layout. Each site comprises 3
BSs, elevated 25 m and angled 120 degrees apart.

The system adopts an OFDM scheme with a sampling interval of length 75, N,
sub-carriers, and an OFDM symbol duration of 7, = N.T;. Considering baseband
formulation, the frequency at the k-th sub-carrier is f; = T%, k=20,...,N.— 1. We
indicate with N, the number of sampling intervals constituting a guard interval and we
assume that the maximum channel delay tyax is lower than the cyclic-prefix duration
Ty = NgTs.

By considering a sampling rate of 1/7} and treating each path as wide-sense stationary
and independent [158], we can express the CFR at the k-th sub-carrier as [159, 160]:

NP
h* =" ay,, e(67°,¢2) € CNo M 3.1)
p=1
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e(67°, g2”) € CMv™ is the array response vector [158], and &, = a,e 7™/ are the
frequency channel gains, with o, = a,e ™’ 2m(32 ~vpy) being the complex gain of p-th path
which includes the Doppler frequency shift v, and has average power o> = E{[|a,||*}.
The traveled distance of the p-th path is indicated with d,, = ct,, where c is the speed of
light in air. By grouping the CFRs at every sub-carrier, we recover the space-frequency
channel response matrix (SFCRM):

H" = [h" h{" ... hy _ ] € CNeNox e, (3.2)

In the following, we show how to extract the ADCPM fingerprint from the SFCRM
obtained at the BS.

3.2 Location-dependent Fingerprint

Mapping the channel response into the angle-delay domain is beneficial for location
estimation as it simplifies the process of identifying macro-paths, which include clusters
of both LoS and NLoS components. These clusters vary based on the surrounding
environment and act as distinctive location-specific features or fingerprints. Furthermore,
the estimation’s robustness and accuracy are enhanced by increasing the number of
antenna elements and the bandwidth, which improves resolution in both the spatial and
frequency dimensions. We obtain the angle-delay domain features by defining the phase-
shifted discrete Fourier transform (DFT) matrices V , € CM*Mand V iy, € CNvXMy

. G- O o iGNy )
where [Vy,[;; = o5ze ’ ™ and [V Ji; = S5e " &, and the unitary
DFT matrix F' € CV*™, with [Fl;; = \/#ﬁe_ﬂ’rz%. We can therefore obtain the
angle-delay channel response matrix (ADCRM) as [102]:

1
(VR @ VR )H" F* e CNNoNe (3.3)

~ /N.NLN.

where (V. @ V¥ ) and F* project the SFCRM into the angle and delay domain,
respectively.
Finally, the ADCPM is computed from the ADCRM as:

P =E{GOG"} € RN, (3.4)

where [PJ; 5 —E{H

resolutlons is very hlgh, in the limit for Ny, N, and N, — oo, the ADCPM becomes
sparse and its elements [P]; ; match the average channel power of the i-th AoA and the

j-th ToF as [102]:

}. We would like to point out that whenever the angle-delay

lim ———Za oli = mpNy = ny|o[j = 1], (3.5)

Nh,NV,Ng—>oo
where m,, = & 4 Mdh 5in 62° cos @37, n, = Bx 4 e cos02°, and v, = |3 is the
resolvable delay correspondlng to the p-th path Consequently, the statistical charac-

teristics of the ADCPM enhance the DL model’s capability to detect location-specific
attributes, offering consistent and reliable fingerprints for accurate location estimation.
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3.3 Input and DL Model

We suggest employing the ADCPM as the fundamental measurement for estimating
the UE location. This sparse matrix effectively represents the multipath environment
in the power-delay-angle domain, enabling a DL model like a CNN to identify crucial
location-centric features. Notably, the initial, often sparse, layers of the CNN are suitable
for extracting highly discriminative features from the sparse ADCPM channel matrix
[161]. Additionally, the ADCPM encapsulates critical information including RSS, AoA,
and ToF for each path, while keeping memory and computational demands minimal due
to the channel’s sparsity. To represent this characteristic, Fig. 3.2a presents an example
of ADCPM with N, = 352 delay samples and N, /V, = 64 angular directions. Figs.
3.2b and 3.2c display the ray-tracing paths along with their azimuth and zenith AoA,
which produced the ADCPM fingerprint. Notably, the matrix’s sparsity remains clear
even without a large array of antennas or high-resolution sampling. In our simulations
for inference in next-generation cellular networks, we thus use the ADCPM P as the
input x for the DL model, serving as the basis for positioning and subsequent tracking.

Given the high-dimensionality of the ADCPM input, it is natural to try compressing
it to a more compact representation that is absent of redundant information. One of
the most popular and effective DL models to perform this operation is the AE, trained
to reconstruct the input ADCPM matrix with minimal loss, capturing the most critical
features in the compressed domain. The way the AE is trained, i.e., how to tune the
parameters to obtain predetermined latent features h, highly relies on the typology of the
task (e.g., unsupervised, semi-supervised, and supervised ML). After compressing the
input into the latent features h, several downstream tasks become feasible. For instance,
we may want to estimate their PDF, assess the likelihood of observing a predetermined
input, or use them as input to subsequent models.

3.4 Efficient Distribution Modelling with Variational In-
ference

Let’s define the encoder and decoder parts as py(h|x) and pg(x|h), parameterized by
the non-random parameters ¢ and 6, respectively. The objective is to approximate an
intractable posterior PDF pg(h|x), from which the latent features are sampled given an
input «, with the variational approximation py(h|x). For this reason, this method is
called VI. We make the hypothesis that the latent features h have a prior distribution
pe(h), also considered intractable, and that the PDFs pgy(h|x) and pg(h) are differen-
tiable with respect to h. To approximate the intractable posterior PDF pg(h|x), we
estimate the parameters @ and ¢ by MLE. Given an input x, the log-likelihood function
of the parameters can be expressed as:

log po(@) = log [ pe(h.@)dh

B pe(h, x)
— log [ pe(hlz) o)

o(h)po(x|h)

2/p¢(h|:1:)logp e (3.6)
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Figure 3.2: (a) Example of the ADCPM fingerprint with Ny, Ny, = 64 spatial samples (i.e., angle indexes)
and Ny = 352 temporal samples (i.e., delay indexes). The corresponding azimuth and zenith angles
for each of the two main clusters of arrives are represented in (b) and (c), respectively.

= Enpoinior{logpolalh) | = KL (ps(hle) [po(h)). 37

where the inequalities in (3.6) derives from the Jensen’s inequality and KL(-||-) is the
Kullback-Leibler (KL) divergence. It should be noted that the first term in (3.7) repre-
sents the expected log-likelihood, which encourages the model to accurately reconstruct
the input samples from the latent representation. Conversely, the KL divergence term
serves as a regularizer, pushing the learned latent distribution to approximate the prior
distribution. Equation (3.7) is used as objective function to be maximized in VAE meth-
ods [162], where the aim is to learn a compressed representation of the latent features
by imposing a Gaussian prior PDF in pg(h). This is very useful for anomaly detection
tasks, where we want to learn the most precise representation of normal samples, such
as to distinguish them from anomalous samples. However, the main drawback with VAE
is that they approximate the integral in (3.6) by using MC sampling, both in the training
and testing phases. Thus, they have important limitations in real-time applications.

To avoid explicit sampling, many works adopted a conventional AE for compressing
the input and then a probability density estimate to approximate the real latent feature
distribution. An example is the KDE method [163], that, given a set of training samples
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{h; évzl from p(h) and a test sample h;, returns the probability density estimate as:

1 %
K (hil{h;}}%,) = 3 2 K (hi = hy). (3.8)

s j=1

where kp,, : R™ — R is a kernel function with bandwidth bw, with m being the latent
dimension. However, the main issue with an AE-KDE architecture is that we need to
store all the training datasets (i.e., related latent feature samples) to estimate the density
function in the inference phase. An alternative, employed in [91], is to adopt a DAGMM
to simultaneously optimize the AE weights, and the latent distribution by means of a
GMM, whose parameters (i.e., means fi;, covariances fk and mixture coefficients ggk)
are computed with an estimation NN. The estimation network is trained by minimizing
the sample energy, i.e., negative log-likelihood as:

L 1 - _ 1
Ju(h) = —log | 3 drexp <—2(h —f) X, (h— ,u,k)> —_— |, 39
k=1 det (27?2;0

where N is the number of components. With the GMM we are able to approximate
the latent distribution with the most important components, thus avoiding an inefficient
storing of training samples.

3.4.1 Discussion and Contributions

Even though the GMM approximation is simple and efficient, it may not be suitable to
approximate complex distributions that exhibit multimodality, heavy tails, or intricate
structures, as the KDE can. For example, when dealing with high-dimensional data or
distributions with a large number of modes that are not well-separated, GMMs may
require an impractically large number of components to achieve a good approximation,
which increases computational complexity [164]. Moreover, GMMs assume that each
component follows a Gaussian distribution, which may not capture the true nature of
the underlying data if it significantly deviates from Gaussianity [165]. In contrast, KDE
provides an estimation that adapts to the actual data distribution without assuming a
specific parametric form [163]. Fig. 3.3 illustrates this comparison, highlighting how
KDE can capture more intricate structures in data. For example, as noted in [166],
real-world data may lack a clear predefined distribution and exhibit arbitrary patterns
in latent space, posing challenges for GMM-based methods. Additionally, GMMs
often require manual parameter adjustments when modeling the density distribution of
input data, which can significantly impact detection performance. To show an example
of realistic high-dimensional data, in Fig. 3.4, we report the t-distributed stochastic
neighbor embedding (t-SNE) visualization of the ADCPM fingerprint and the related
density estimation. Note that despite using many components (12 in this case), the
GMM is not able to approximate precisely shapes that are not strictly Gaussian or that
exhibit complex structures.

Despite the authors in [91] did not employed a VI-based objective function for
training DAGMM, the negative log-likelihood function of a latent sample h can be
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Figure 3.3: Comparison between (a) the GMM and (b) the KDE techniques for estimating the density of
a two-dimensional dataset.

written as:

Nk
—logpg(h) = —log > _ pe(k, h)

k=1

— —lo ol p9<kv h’)
=1 g’;m(ﬂh) PolhIR)

alk pe(h)pe(k|h)
< - ;p(ﬁ(lﬂh) log (k)
= Jp(h) + KL(pg(klh) | po(kh)). (3.10)

where the approximation in (3.10) comes from Jg(h) = Ekwp¢(k|h){—logpg(h|k)},

and where p, (k|h) is the estimation NN that predicts the parameters of the k-th Gaussian
component. Note the similarity between (3.7) and (3.10), where the input sample
x now becomes the latent feature h. Inspired by (3.10) and to improve the GMM
approximation, in Paper [J10], we propose an AE-based model for NLoS identification
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Figure 3.4: (a) 2D visualization of the ADCPM samples (LoS and NLoS) obtained with t-SNE dimension-
ality reduction method. (b) and (c) are the corresponding density estimations for the LoS distribution
with GMM and KDE algorithms, respectively.

where the channel latent features are learned through a KDE only at training time and

just exploiting the previous mini-batch, as opposed to the whole dataset. The estimation
NN of DAGMM is replaced by a likelihood NN which directly approximates the KDE’s
output. At inference time, the decoder, as well as the KDE, are discarded, leaving the

anomaly score prediction to the likelihood NN.



Part 11

Cooperative Learning

53






CHAPTER

Graph-aware Learning

In this chapter, we present two works that perform cooperative learning directly on
graphs. Specifically, within the framework of vehicular networks, we propose the
integration and employment of MPNN into C-ML systems for the tasks of DA and
CP. In the first paper, the objective is to associate measurements obtained with lidar
object detection models at different vehicles. To tackle the problem, we present a
logical graph mapping based on the measurements, i.e., detections, and the vehicles’
positions. We then associate different measurements by means of a modified MPNN
model trained on edge-classification task on the logical graph. Finally, we compare the
performances of the proposed approach with MPA-based algorithms under different
noise conditions and graph dimensions. In the second paper, the objective becomes
performing CP in a distributed network of agents that move in the space and gather
state and inter-agent measurements at each timestep. Inspired by the MPA for CP, we
propose a two-block model, namely LSTM-MPNN, that employs the LSTM for next
state prediction and the MPNN for measurements processing and state update. The
results indicate that the developed LSTM-MPNN model surpasses the corresponding
MPA in CP in both complexity and accuracy. This improvement is achieved by directly
learning the state-transition PDF and the distributed state-update from trajectory data.
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Abstract—This paper considers the problem of cooperative
lidar sensing in vehicular networks. We focus on the task of
associating the vehicle-generated measurements by lidars to
enable a cooperative detection of vulnerable road users. The
considered measurements are the three-dimensional bounding
boxes extracted from the lidar point cloud. Focusing on a
centralized architecture which aggregates and processes all the
sensing information, we design a graph formulation of the
association problem and we propose a novel solution based
on Message Passing Neural Networks (MPNNs). The method
has the advantage of accurately learning the associations and
the measurement statistics directly from data. We validate the
proposed approach on a cooperative sensing scenario simulated
by CARLA, an open-source high-fidelity simulator for automated
driving scenarios. For the generation of bounding boxes related to
pedestrian detections, we consider both artificially-generated and
realistic measurements obtained by employing the PointPillars
model. We validate the performance by comparing the proposed
MPNN model with the Sum-Product Algorithm for Data Asso-
ciation (SPADA), a common approach for data association in
multisensor systems. The proposed data-driven MPNN model
achieves an association accuracy above 99% and outperforms
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I. INTRODUCTION
A. Contextualization and Background

N the last two decades, driving automation functionalities

have advanced at an incredible rate, allowing an accurate
perception of the environment for enhancing vehicle safety [1],
[2]. At the same time, the development of cellular communica-
tions for the automotive vertical (e.g., 5G and beyond) is driving
a new connectivity paradigm for mobility [3], [4], [5]. Vehicle-
to-Everything (V2X) communications enable a seamless infor-
mation sharing among vehicles, road infrastructures and any
other road entity over Vehicle-to-Vehicle (V2V) or Vehicle-
to-Infrastructure (V2I) links. Examples of exchanged informa-
tion in V2X networks include sensor data, driving intents and
planned trajectories, or safety-related messages [6]. Moreover,
V2X communications allow to extend the ego-sensing capabil-
ities beyond the immediate field of view of on-board sensors,
enabling the cooperation across sensing systems of different
vehicles. The aggregation of data from spatially distributed
sensors (both on vehicles and road infrastructure) through V2X
links fosters the deployment of the so called Cooperative Local-
ization (CL) systems [7], [8], [9], [10], [11], [12]. A relevant use
case for CL in V2X networks is related to Vulnerable Road User
(VRU) detection [13], [14], where cooperation can significantly
improve the detection capability.

Regardless of whether these sensors are located in the same
vehicle [15], [16] or across different units [17], [18], [19],
CL heavily relies on the correct association of sensor mea-
surements, i.e., data association [20], [21], [22]. While data
association may appear as a simple task, numerous studies have
emphasized the importance of addressing this problem due to
the limitations of naive solutions that simply associate closely
detected objects [23], [24], [25], [26]. These solutions only
yield meaningful results if all vehicles detect an identical num-
ber of objects, which is an unrealistic assumption due to varying
sensor hardware and fields of view, and do not have false alarms
due to clutter. Consequently, it is essential to associate multiple
sets of measurements related to distinct detected objects that are
only partially in common among vehicles.

In the literature, classical approaches for data association
were developed for solving the Multiple Object Tracking
(MOT) problem, with the ultimate goal of estimating the
trajectories of unknown and time-varyingobjects. Differently

This work is licensed under a Creative Commons Attribution 4.0 License. For more information,
see https://creativecommons.org/licenses/by/4.0/
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from the localization of active devices, passive targets pro-
duce unknown measurement-to-target connections, which have
to be associated before running any CL algorithm. The fu-
sion of multiple sensors’ measurements can take place under
centralized [27], [28], [29], [30], [31], [32], [33], [34], [35],
[36], distributed [37], [38], [39], [40], [41], [42] or hybrid
network architectures [43], [44].

In this paper, we focus on a centralized solution in V2X
networks where a central processing unit is in charge of
combining the raw data (or derived characteristics) from all
connected vehicles. Specifically, the aggregated measurements
refer to bounding boxes extracted from lidar sensors at the
vehicles. Centralized solutions in the literature mainly rely on
probability-based methods such as Belief Propagation (BP),
also known as Sum-Product Algorithm (SPA), which gives a
systematic approximation of optimal Bayesian inference with
an appealing performance-complexity trade-off [45]. BP uses
an iterative message passing exchange of information over a
suitable graph characterizing the specific problem. BP-based
techniques are optimal in case of linear and Gaussian models,
but provide only an approximation in case of loopy graphs
or statistical distributions arising from real systems [21], [22].
Differently from BP-based solutions, we here propose to use
Message Passing Neural Networks (MPNNG), that allow to im-
prove performances upon SPA by directly learning the correct
associations and noise distributions from data.

B. Related Works

First works of MOT task were developed in the domain of
radar and sonar tracking [30], [31], [32], [33], [34]. Traditional
MOT methods, such as Joint Probabilistic Data Association
(JPDA) [46], Linear Joint Integrated PDA (LJIPDA) [47] and
Multiple Hypothesis Tracker (MHT) [48], assume that the
number of targets is known and jointly estimate the target
states and association variables. These approaches have been
later extended to consider also multi-sensor scenarios [49],
[50] as in Linear Multitarget IPDA (LMIPDA) [51]. Recent
studies, including probability hypothesis density (PHD) filters
[52], [53], adopt finite set statistics to predict the number
of targets and target states without directly estimating the
association variables. Other studies addressing probabilistic
data association can be found in [54], [55], [56], [57], [58],
[59]. However, most MOT approaches have limited scalability
as the number of sensors and targets grows. Improvements
from this point of view have been introduced by BP techniques
that are able to achieve high scalability [45]. BP approaches
have been investigated for both centralized [27], [28], [29],
[36] and distributed [37], [38] solutions.

As far as the data association is concerned, one of the most
prevalent approach is to use a graph formulation, which fa-
cilitates the description of relationships among multiple mea-
surements on a same set of detected targets. Many solutions
that use graphs to solve data association take into account all
feasible assignments at the same time, yielding to an NP-hard
combinatorial problem [60], [61]. To reduce the complexity,
sub-optimal (greedy) methods have been proposed, casting the
problem as a linear one and addressing it through minimum-
cost [62] and maximum-flow algorithms [63]. These methods,
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however, do not guarantee satisfying performance, especially in
cluttered and occluded environments [64], [65].

Another possibility to successfully manage data associa-
tion is to build Machine Learning (ML) models that directly
learn from data. ML, and in particular Deep Neural Networks
(DNNs), have been embedded inside graphs thanks to the rise
in popularity of Graph Neural Networks (GNNs) [66], [67].
GNNs, and more specifically MPNNG, inherit the message pass-
ing structure of SPA to produce the desired output from a set
of inputs. Indeed, they have been jointly used with the SPA to
improve the overall performances by correcting errors created
by cycles and model mismatch [68], [69]. Compared to DNNs,
MPNNs have fewer parameters but they can still catch the linear
and non-linear relationships between input data and output,
being at the same time scalable [70]. Moreover, MPNNs have
been shown to outperform BP on loopy graphs, provided that
enough training data is available [71].

C. Contribution

To the best of our knowledge, GNNs have never been ex-
plored for cooperative sensing nor for vehicular networks.
Drawing inspiration from [72], where the detections obtained
by a single camera system were associated over consecutive
time frames, we here modify and extend the approach to a coop-
erative (i.e., multi-vehicle) scenario. We consider a centralized
network of vehicles, each with a single lidar sensor, with over-
lapped Field-of-Views (FOVs) allowing a cooperative detection
(at the same time instant) of pedestrians through the associa-
tion of multiple bounding boxes extracted from the lidar point
cloud. We selected pedestrians as they are passive elements of
the environment and are extremely relevant for safety-related
applications (e.g., vulnerable road user protection) as well as
they are popularly present in urban areas. Alternatively, vehicles
could also be used, but they are typically equipped with active
devices in Cooperative Intelligent Transport Systems (C-ITS)
(following V2X paradigms), thus notifying their presence in
the near surroundings. On the other hand, passive targets, such
as pedestrians, traffic signals or poles [73], are not univocally
identified and, therefore, data association is needed for their
recognition and cooperative detection by multiple sensors.

We assume that the lidar detection system does not incur false
detections (i.e., incorrect bounding boxes), which would require
a tracking over time to resolve the ambiguity; here we focus
on a snapshot-based data association. This assumption may not
always hold in real-world scenarios, especially when objects
are partially occluded. However, we employ a filtering strategy
that is widely adopted in deep learning object tracking and
discards unlikely bounding boxes with low detection confidence
(see e.g., [74] for a more complete discussion). This helps
limiting the false positives as very unlikely bounding boxes are
automatically removed by the detector!. We also assume the
noise statistics as invariant across all sensors, a condition which
in practice might not be fulfilled due todifferent hardware and

IComplete removal of false positives may be accomplished by not only tak-
ing into account the detection confidence but also the temporal dependencies
of detections across adjacent time instants. This extension, not considered
here, requires solving the data association problem over multiple graphs
relating to adjacent time instants.
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lidar processing techniques. Including the variation over time of
uncertainties and designing an MPNN-based tracker with data
association are non-trivial issues that require deeper research
relying on this first activity as a starting point.

We propose an ML approach based on GNNs that exploits
the availability of training data, today largely accessible in
most applications. In particular, we address the data association
problem through MPNNs in a V2X network where vehicles
share the detections of lidar sensors in a common infrastructure
(e.g., cloud-based). We choose to focus on data association
using MPNNs for two main reasons. First, data association
is a crucial component in cooperative sensing algorithms, as
accurate assignment of detections to tracks significantly im-
pacts the tracking performance: our goal is to provide a solid
foundation for more robust tracking solutions. Second, using
MPNNs for data association is an innovative approach with
great potentials for learning complex relationships in graph-
structured data, providing valuable insights and future research
opportunities.

A preliminary version of the proposed method has been
presented in [75], where we developed a unique graph represen-
tation of the data association problem which is handled by an
MPNN model that captures the measurements’ characteristics
and produces a compact and effective feature representation.
While in [75] we focused on a simple proof-of-work imple-
mentation and stand-alone validation in a vehicular scenario,
in this paper we extend the work with the main following
contributions:

o proposal of MPNNs models for the cooperative association
of 3D bounding boxes from lidar sensing in vehicular
networks;

o analysis of the generalization capabilities of the MPNN
association model over a number of different and realistic
measurement statistics;

« validation of the suggested approach in a realistic cooper-
ative vehicular environment simulated with CARLA [76]
where a central unit fuses the bounding boxes obtained
by multiple vehicles from on-board lidar data using the
PointPillars [77] model;

« comparison with the conventional Sum-Product Algorithm
for Data Association (SPADA) [21], [22], with particu-
lar focus on association performances and generalization
properties.

Note that the assessment on a synthetic cooperative dataset
considers the use of an efficient 3D object detector, which has
been demonstrated to provide accurate performances in chal-
lenging real-world datasets [77]. Since the primary focus of this
work is on the fusion over the V2X networks of bounding boxes
from multiple vehicles and not on the processing of raw lidar
point clouds, any signal losses or adverse weather conditions
are not affecting the proposed MPNN as they only reduce the
performance of the 3D object detector operating over the lidar
point cloud.

Numerical results show that the proposed method is able
to efficiently address the data association issue in coopera-
tive connected multi-vehicle systems, and to correctly learn
extremely complex (e.g., multi-modal) distributions, such as
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the realistic PointPillars outputs. Moreover, with respect to
SPADA, the proposed MPNN model can achieve higher perfor-
mances across different noise statistics and intensities in several
circumstances.

D. Paper Organization

This paper is organized as follows: Section II introduces the
system model of the cooperative sensing scenario and its graph
representation. Section III firstly provides an introduction on
the working principle of GNNs, and then defines the proposed
MPNN solution. Section IV is devoted to performance analysis
in a cooperative vehicular scenario with lidar-based pedestrian
detection and to the comparison with SPADA. Finally, Sec-
tion V draws the conclusion.

II. SYSTEM MODEL

Let us denote with S,, ={1,...,5,,} a set of connected ve-
hicles at time n. A vehicle s € S, is described by the state
vector X ,,, which can include kinematic (e.g., position, veloc-
ity, etc.) and non-kinematic (e.g., identification number, cate-
gory, dimension, etc.) parameters. All vehicles are connected
to a central processing unit (e.g., a road side unit or a mobile
edge cloud) in charge of aggregating the vehicle-generated in-
formation and providing a cooperative detection system. We
assume an always-available connectivity: model and effects of
the communication protocol are out of the scopes of this paper.
Each vehicle has a lidar sensing system embedding an ML algo-
rithm for detecting non-cooperative vulnerable road users, here
pedestrians, referred to as targets. The k-th target is described
by the state vector yy ,, while the set ), ,, includes all the
pedestrians detectable by vehicle s (i.e., within its FOV) at time
n. By processing the lidar point clouds gathered at the vehicles
via 3D object detection methods, such as [78], [79], each target
falling within the lidar sensing range can be recognized and
represented by a bounding box encoding its location, extension
and rotation. Each target is assumed to generate at most one
bounding box at a vehicle per each time step. This assumption,
known as “data association assumption” [80], is common in ob-
ject detection models for lidar point clouds, and more in general
in MOT algorithms, as it helps to simplify the detection and
tracking process, reduce ambiguities, and improve the overall
tracking performance. The m-th bounding box at vehicle s at
time n is z7, , and the associated target is unknown. As such,
at time n, a sensor has a set of unpaired (to the originating
target) bounding boxes z;, = {z{ ,, - - - 23, }. Note that the set
z, could even be empty. The union set of all bounding boxes
of all vehicles at time n is Z,, = Uf;l z5.

To visualize the considered vehicular scenario, in Fig. 1(a) we
report the case of two vehicles, x1 ,, and x5 ,,, jointly detecting
two pedestrians, y1,, and ys ,, through the bounding boxes
z, = {2} ,23,} and z = {27 , 23} for vehicles s =1 and
s = 2, respectively. The measurement Z, ,, i described by the
3D coordinates of its eight corners, i.e., zy,, ,, = [zfﬂnm]f:f as
shown in Fig. 1(b), which take into account the overall footprint
and orientation of the target. To correctly associate the bounding
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(a) Cooperative detection of pedestrians through lidar sensing

Pedestrian y Pedestrian y,
z5 2%, z! 2%,
2 ’ 1 5,2 z2 . ’
z z1 . 6,2
z} p ot 2 6,2 1 2
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3,1 3,1 zl, 3,2
22 ! Z2
21 2,1 P 2,2
2,1 2,2

(b) Definition of lidar detections (bounding boxes)

Fig. 1. (a) Cooperative scenario with two vehicles x; and x3 detecting
pedestrians y1 and y2 by means of lidar technology. (b) Bounding boxes
extracted from the lidar point cloud with corner definition. The subscript n
is removed for visualization purposes.

boxes, an absolute (fixed) Cartesian spatial reference system has
to be used for the identification of the corners. In this case, we
choose to label as zj ,, ,, the bottom-north-est corner and zg ,, ,
the top-south-west one.

In the proposed GNN solution, the union set Z,, is mod-
eled as a direct graph G = (V, &), where each node i € V
corresponds to a single measurement, while the edge (i, j), with
i # j, indicates a candidate association. To univocally map the
node ¢ € V with the measurement m of vehicle s at time
n, we define the mapping function ®,,: V — Z,, x S,,. The
function @, (i) = {m, s} cannot inherently prevent the asso-
ciation of two distinct measurements of a same vehicle. For
this reason, we also introduce the association-related variable
yi—; € {0,1} which denotes the presence/absence of the edge
(i,7), i.e., the two bounding boxes embodied in nodes i and j
refer to a same target. The goal of the data association algorithm
(here addressed with MPNN) is to estimate the association
variable y;_,; € {0,1} by considering all possible pairings of
bounding boxes, with the constraint of 7j;_, ; = 0 if the mappings
®,,(i) and ®,,(j) refer to a same vehicle s.
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TABLE I
SUMMARY TABLE OF NOTATION

Description Symbol
Set of vehicles at time n. Sn
State of vehicle s at time n Xs,n
Set of detectable targets by vehicle s at time Vs n
n

State of target k at time n Yk,n

Set of bounding boxes of all vehicles at time 2,
n

Set of bounding boxes of vehicle s at time n z}
m-th bounding box of vehicle s at time n
described by the coordinates of its corners

8
s _[,s
Zmon = [zi,mm]

G=(V,¢)

i=1
GNN directed graph with vertex and edges
Mapping function from node ¢ € V to
measurement m of vehicle s at time n
Association-related variable

Py V= Z, XS
Yisj € {Oa 1}

As an example of graph construction, we refer to the ve-
hicular scenario shown in Fig. 2(a) where vehicle x ,, detects
only y1 , through measurement z%n, while the other two ve-
hicles x;,, and x3, can detect both targets yi , and y2 .,
respectively. It follows that the graph with true measurements
association for such scenario is the one indicated in Fig. 2(b),
which has to be reconstructed from the fully-connected graph
in Fig. 2(c) that includes all possible pairings. In next section,
we detail the proposed algorithm for estimating the connections
from all possible associations, i.e., how to get the graph in Fig.
2(b) from the one in Fig. 2(c).

A summary of the main notation variables introduced in this
section and their description is provided in Table 1.

III. ADDRESSING DATA ASSOCIATION WITH MPNN

In this section, we first introduce the general concept of GNN
and more specifically MPNN (Section III-A), which is the base
for the proposed model. Then, we define the proposed MPNN
model with an insight on possible classification strategies. Fi-
nally, we describe the loss function used to train the model, as
well as the performance metrics.

A. Introduction to GNNs

Neural networks acting on graphs have been investigated
for more than a decade, being originally referred to as GNNs
[66], [67] and successively extended to many variants such
as MPNNs [81]. A complete generalization of GNNs is for-
mulated in [82] under the name of Graph Networks (GNs).
Models in this ML family have been studied in supervised,
semi-supervised, unsupervised, and reinforcement learning
contexts across a wide range of problem domains. They have
been used to learn the dynamics of physical systems [83],
predict the chemical properties of molecules [84], optimize the
communication in multi-agent networks [85], or even employed
in machine translation [86]. A further domain of applications
includes vehicular environments, where GNN are used to pre-
dict road traffic [87], [88] or classify and segment 3D meshes
and point clouds [89].

We here consider an MPNN that iteratively performs a mes-
sage passing procedure over a graph . Iterations are indexed
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(a) Top view of an exemplary cooperative localization scenario with three vehicles detecting one or two pedestrians each. (b) Virtual graph representing

the pairings measurement at multiple vehicles. Each subgraph includes all measurements of a same target. (c) Graph with unknown associations among all
measurements. Each edge embodies a potential association, which has to be probabilistically computed to get the result in (b). The color of nodes refers to
the color of originating vehicle, while colors of edge indicate the two detected pedestrians.

with ¢, the maximum number of message passing steps (a design
parameter) as T, while N; ={j € V|(i,j) € &} is the set
of neighbors of node ¢ € V. We also identify the so called
embeddings, i.e., attributes, of node i and edge (4,j) with
variables hit) and mfﬂ J» Tespectively.

The purpose of the MPNN is to train a function that prop-
agates information from node and edge embeddings/attributes
throughout G. The more message passing steps are performed,
the more the node and edge embeddings contain elaborated
information, just like the receptive field of a Convolutional
Neural Network (CNN). To this extent, a Neural Network (NN)
is present at each node and edge of the graph. The NN at
node is indicated with g,(-), while the one over the edge by
ge(+). Considering that g, (-) and g (-) have the same parameters,
respectively across each node and each edge, they may be
trained on small-scale graphs before being applied to large-scale

problems.
For each iteration t =1,...,7, each node i € V sends the
following message to its neighbors N
m{”, =g (0700 mED) . vie ML)
with
h{" = g, (h?*l)»@({mﬁii}j € M)) . @

Function ®(-) is called aggregation function and it is invariant
to permutations of its inputs (e.g., element-wise summation,
mean, maximum). Concisely, and referring to Fig. 3, the mes-

sage mg]- sent from node ¢ over an edge (4, ) updates the
previously sent message mgt;jl) over the same edge with the
available attributes hgtil) and h;til) of the involved nodes, re-
spectively. The attribute h§t> is obtained by combining together
all the incoming messages at the node i, i.e., m;tliVj e N;
(through function ®) and the previously available information
hgkl) (computed at previous iteration).

hl(_t—l)

=D 2\ L mtD .
7 j i i

© /=1

i i—j

(t=1)
o

(a) Update of edge embeddings

O

\

t
m(,) .
=i

m(tfll)

m

i—j

1 m®
J G =i

t)
m;%z

(b) Update of node embeddings

Fig. 3. MPNN working principle: (a) update of edge embeddings, (b) update
of node embeddings. The updated elements are in red. For each MPNN step
t, first compute the edge embeddings from node 7 over all edges (i.e., toward
all neighbors N;) according to (1). Then, compute the node embeddings
depending on the previously updated edge embeddings as in (2).

B. MPNN Model for Data Association

The proposed model consists of two parts: an MPNN and an
edge classifier. The role of the MPNN is to process the input
graph G derived from the measurements of all vehicles at a
given time n, i.e., Z,. On the other hand, the edge classifier
is a binary classifier with the role of determining the pairings
of all the measurements referring to the same target, i.e., finding
the association variable 7J;_, ; based on association probabilities.
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As a consequence, at the output of the classifier we have a
set of multiple disjoint subgraphs (as in Fig. 2(b)), each of
them grouping all the measurements that are hypothesized to
be originated from the same target.

The MPNN model is composed of four multi-layer percep-
trons (MLPs): g.(-) at each edge and g(-), gS™(-), ga(-) at
each node. The role of MLPs ge(-) and gy(+) is to update the
edge and node embeddings, respectively, in a similar way as the
conventional MPNN in (1) and (2). On the other side, ¢i"(-) and
go"(+) are introduced to better encode the structure of incoming
and outgoing edges. In this way, we can split the problem into
two parts and individually manage the incoming and outgoing
edges in each node.

The message passing over the graph works as follows. First,
we update the edges embeddings as in (1), while the node
ernbeddmgs are updated takmg into account both the incoming

mi."it and outgoing m;", ¢ © edge embeddings as
hst) = Un Z m']";(i). Z m?:[’](t) s (3)
JEN: JEN:
where mln (t) and mm" ) are defined as
ml]nH(i) in (h(_t—l gtln) , V‘] c ‘/\/'1:7 (4)
m"() = gow (h (t-1) mw) Vi € N )

We remark that this is done to divide the problem into two parts,
as the constructed graph for solving the data association is bi-
directed (i.e., undirected), which is common in most graphs
used by MPNNs. However, our approach also needs to ensure
the unique constraints of our data association problem, i.e., that
the association-edge between two measurements is conceptu-
ally the same in both directions.

After T" message passing steps, the edge embeddings mgi)j
are fed into an MLP edge classifier g (-) which evaluates the
association probabilities @(D] as

g (mD)) Vg ee. ©

The association variables 7;_, ; are then obtained with a thresh-
olding operation, with threshold I', to pair nodes 4 and j. Two
nodes are associated (i.e., two bounding boxes at distinct vehi-
cles refer to a same pedestrian) if

~(T)

Uz%]

gl >1, 7
which implies 7; _, £ 1. However, it may happen that one mea-
surement of a vehicle is associated to multiple measurements
of another vehicle. To avoid this issue, a constraint is enforced
such that a bounding box of a vehicle can be associated to ar
most one bounding box of another vehicle.

C. Loss and Performance Metrics

For computing the training loss and performing back-
propagation, we employ the weighted binary cross-entropy that
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is estimated at the end of each message passing iteration ¢ after
the edge classifier’s prediction 1752 ;as

Z RA { 1-yi-,)log (1~

t=1(,j)e€
+ wyislog (710, } ®)

~(t
y7,(~)>])

where w is a weight given to the positive class in order to
compensate the class unbalances and it is computed as

Z(i,j) €€ 1(yim; =0)

w= , ©))

i) € £ WWing =1)
where 1(-) is an indicator function that returns 1 if the condition
is true and O otherwise. Concerning the performance metrics,
we adopt the accuracy measure defined as

TP + TN
TP+ FP+ TN+ FN’
where the terms TP, TN, FP and FN indicate the number of True

Positive (TP), True Negative (TN), False Positive (FP) and False
Negative (FN), respectively.

Accuracy = (10)

IV. SIMULATION EXPERIMENTS

To evaluate the proposed MPNN model for data associa-
tion we consider a network of vehicles localizing pedestrians
through lidar sensing. We dedicate Section IV-A to the simula-
tion scenario and dataset, while Section IV-B reports the results
of performed simulations.

A. Simulation Scenario

Due to the unavailability of real-world cooperative percep-
tion datasets, i.e., collected by multiple and synchronous lidar-
equipped vehicles, we here employ a simulator of automated
driving systems that allows us to generate lidar readings at
multiple vehicles moving in a synthetic, yet realistic, mobility
environment. Similarly to [90], we use the CARLA simulator
[76], an extremely advanced software that integrates trajectory
planning and sensing. The considered scenario is referred to
as Town02 in the simulator, which spans over an area of
roughly 200 m x 200 m. Twenty vehicles with lidar and fifty
pedestrians populate the scene, unless otherwise specified. The
state X, , of each vehicle refers to its 3D position. A snapshot
restricted to seven vehicles with associated point clouds of the
simulator is show in Fig. 4, where we represent the effect of co-
operative sensing by merging seven lidar point clouds. Specifi-
cally, for visualization purposes we group the vehicles into three
subgroups and we show the partial point cloud in Figs. 4(a),
4(b) and 4(c), respectively, while the cooperative perception
obtained by merging all the seven point clouds is in Fig. 4(d).

The duration of simulation is 300 s, with sampling time of
0.2 s. This results in 1500 snapshots of the scene, each one
described by vehicles and pedestrians’ positions and lidar de-
tections. A top-view image of the simulation in a fixed time
instant is shown in Fig. 5, where we include both vehicles (red
squares) and detected pedestrians (blue triangles) as well as the
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(a) Lidar sensing from vehicles 1-2 in the left

(b) Lidar sensing from vehicles 3-4 in the center

(c) Lidar sensing from vehicles 5-6-7 at the bottom

(d) Cooperative lidar sensing from all vehicles

Fig. 4.

Snapshot of lidar sensing simulated by CARLA: seven vehicles (red bounding boxes) detect pedestrians (green bounding boxes). (a) Partial lidar

sensing from the two vehicles in the left. (b) Partial lidar sensing from the two vehicles in the center. (c) Partial lidar sensing from three vehicles at the

bottom. (d) Cooperative sensing as a combination of seven lidar point clouds.

= Vehicle

A Pedestrian

Fig. 5. Top-view of the simulation scenario with twenty vehicles (red
squares), detected pedestrians (blue triangles) and detections (black lines).

associated detections (black link). A vehicle s € S can detect
a pedestrian k € F,,,, if it falls in its field of view. All lidar
sensors are configured to run at a 5 Hz update frequency, with
an FOV of 360 deg in azimuth and [—30, +10] deg in elevation.
The number of channels supported is 64, corresponding to a
spatial resolution of 0.625 deg. The sensing range is limited
to 70 m and the number of points of the cloud cannot exceed 1
million per second. The single point has an accuracy of +2 cm.
To simulate realistic operating conditions, 20% of the points are
randomly dropped during every simulation frame.

The ground truth information provided by the simulator in-
cludes the true positions of vehicles, i.e., X, , Vs € S,,, and the
true bounding boxes around the pedestrians, defined by its eight
corners, i.e., Y., = [yj‘k_n,]le. Localization errors are intro-
duced as an additive measurement error w; . ., which directly
translates over the 3D corners of the measured bounding boxes.
The resulting noisy measurement of a bounding box corner is
thus defined as:

s

Z;ﬁ.m,,n = yi»k*," + W‘:‘Tn.n, I Vk € ys,nvvz' € {17 T 8} .

an

Note that the measurement error distribution is the same for all
corners, for all time instants and across all vehicles. Unless oth-

erwise specified, the artificial noise wy ,, ., follows an isotropic
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Gaussian distribution with standard deviation o = 10 cm. Note
that the additive noise is absent in case of using a ML model
for the automatic extraction of bounding boxes, as in the case
of PointPillars [77], since the error is embedded in the model
itself.

In the simulations, we validate the systems for a variety of
noise intensities ranging from extremely accurate detections
up to inefficient systems (errors in the order of meters) for
the considered vehicular context targeting the automation of
mobility. The former case can be considered as a condition in
which the vehicle position is assumed to be perfectly known
and the only source of error is attributed to lidar sensing and
bounding boxes extraction algorithm. The latter case, instead,
embeds both vehicle uncertainty and the errors in the generation
of bounding boxes. We do not consider separate effects as we
aim to assess the aggregated model robustness.

We divide the overall dataset into training (700 samples) and
validation (800 samples) parts, with dimensions optimized as
discussed in Section IV.B.2. Moreover, in order to assess the
generalization of the method, we increase the number of valida-
tion samples by applying a random flip along the = and y axes
of the bounding box positions, thus obtaining a total of 1600
validation samples. We remark that a sample is a snapshot of the
scene at a given time instant n and it is fully represented by the
graph of unknown measurement-pairings (Fig. 2(c)). To avoid
the computational burden of dealing with too many edges, we
introduce a gating which a-priori discards unlikely associations,
i.e., ignoring edges related to centroids whose distance is greater
than 10 m. As optimizer, we use the Adam optimizer with
tuned learning rate of 10~3 and hyper-parameters 3; = 0.9 and
B2 =0.999 [91]. The performance metrics are computed using
the thresholding in (7) with I' = 0.5.

B. Simulation Results

1) Initialization of Node and Edge Embeddings: To ini-
tialize the node and edge embeddings, we adopt a strategy
that learns how to extract feature embeddings directly from
measurements. This is done by using an MLP at each node
and edge, called g="(-) and g™ (), respectively. For the consid-
ered cooperative lidar sensing scenario, we use the geometric
characteristics of the bounding boxes as input to the two neural
networks to obtain mgg ; and hgo) as

0 nc s s’ s s’
m’EA))] = gee (Zl,m,‘n - Zl‘m’,rm ZS,m,,n - Z8,7n’,n> )
V(i,j) € E: P, (1) ={m, s} AP, (j)={m/,s'}, s # 5,
(12)

h” = gee (23, ,) (13)

m,n

VieV:®,(i) ={m,s}.

This allows the MPNN to discriminate not only the position
of the detected object, but also its dimension and rotation. We
find this approach to be highly effective and efficient, as it uses
a minimal amount of information for data association, limiting
the data exchange among vehicles.

Incorporating additional features, such as individual point
cloud positions, into the current feature encoding could be
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TABLE 11
IMPACT OF TRAINING DATASET SIZE (NUMBER OF
SAMPLES) ON ACCURACY, PRECISION
AND RECALL METRICS

[ # of samples [[ Accuracy | Precision | Recall |

16 0.869 0.852 0.859
32 0.919 0.891 0.912
64 0.972 0.953 0.980
128 0.993 0.989 0.992
300 0.999 0.998 0.998
700 0.999 0.999 0.999

beneficial and would require only modifying the encoding neu-
ral networks ¢5"(-) and ¢S"(-). While this could potentially
enhance performance, there are two primary drawbacks to con-
sider. First, the volume of information that would need to be
exchanged with the central entity responsible for data associa-
tion via MPNN could become unmanageable and unsustainable,
given that a lidar sensor typically outputs more than 1 million
point clouds per second. Second, increasing the number of input
features might inadvertently introduce unrelated or redundant
features that may not be beneficial or could even negatively
impact the inference process due to the multi-dimensionality
problem in machine learning.

2) Impact of Training Dataset Dimension: We first an-
alyze the impact of the training dataset size on the model’s
performance. This is crucial in determining whether the model
exhibits high or low bias. In essence, expanding the dataset size
decreases the model’s variance, meaning the residual error is
predominantly due to bias. In Table 11, we present the validation
accuracy, precision, and recall after 100 epochs for varying
training dataset size. We note that by increasing the number
of samples, the model improves the performance metrics and
reaches an upper bound on the accuracy after 700 samples,
representing the best accuracy reachable by the model, i.e.,
its bias. It is noteworthy that the recall typically overcomes
the precision, implying a larger number of false positives than
false negatives. This is because the ground-truth graph retains
a predominant number of zeroed edges, thus the model is more
prone to mistake on edges that are labeled as zeros, despite the
loss function employed (8) for unbalanced classes.

3) Impact of MPNN lIterations: This assessment aims to
verify the role of the number of message passing iterations 7',
a fundamental parameter to tune the amount of information
extracted and elaborated from the data. In Fig. 6, we show
the accuracy (and associated confidence) metric in the valida-
tion dataset over the number of epochs for 7' = {1, 2,4, 8,12}.
We notice that increasing 7" leads to a higher accuracy and
a faster convergence, at the cost of increasing computational
complexity. However, a saturation condition occurs for 7" > 4,
leading us to select T = 4 as a good trade-off between accuracy,
convergence and complexity. This value will be used for the
following analyses.

4) Impact of the Measurement Statistics: This assessment
has the goal of verifying how the MPNN model handles
unobserved noises (for which it has never been trained on).
This is extremely useful in case the model is trained in a
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Fig. 6. Accuracy of the MPNN for different values of message passing
iterations 7" = [1, 2, 4, 8, 12] over the epochs for the validation dataset. The
mean value (solid line) is plotted together with the associated uncertainty
(shaded area) computed using the maximum and minimum values of accuracy
as boundaries.

TABLE III
DEFINITION OF MEASUREMENT NOISE DISTRIBUTIONS

Distribution Jw(w)
(V2ma2)~lexp(—0.50"2w?)

(y/det(2rx)) " texp(—0.5wTE"1w)

Isotropic Gaussian

Non-isotropic Gaussian

Laplace (V202)~Lexp(—v2 0 w|)
B 3y—1 H
Uniform 0.75 (ro®) 1, if Hw||2 <o,
0, otherwise.
0.4, if w=03,
Discrete 0.1, if w={wi,wa, w3},

0, otherwise.

simulated and controlled environment, and then deployed in
real systems typically characterized by different measurement
statistics. Since there is almost no literature detailing the
error characteristics of real ML-based 3D object detectors, we
investigate the types of noise that are currently considered in
point cloud denoising algorithms. As suggested in [92], we
explore five different noise statistics: the already introduced
isotropic Gaussian, the non-isotropic Gaussian, the Laplace,
the uniform, and the discrete one, which are defined by
the distributions  fw (W) £ fu(W$,,,) as reported in
Table III, where o denotes the standard deviation, X =
o2[[1,-0.5,—0.25]", [-0.5,1,-0.25]", [<0.25, —0.25,1]7] ",
while w; = (£0,0,0), wo = (0, £0,0) and w3 = (0,0, +0).
We also implement the ML model PointPillars [77] to process
the lidar point clouds and derive the associated bounding boxes.
This method allows us to assess the performance of the MPNN
without resorting to artificially generated measurements in (11),
leading to a detection system that closely resembles practical
scenarios. By using the detections produced by PointPillars
as inputs to our data association system, we maintain a noise
distribution that mirrors realistic conditions, which is essential
for evaluating the effectiveness of the proposed MPNN-based
data association strategy in various real-world situations. The
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Fig. 7. PointPillars localization error on the corners of bounding boxes
along x, y and z components. The three histograms are approximated with a
Gaussian distribution whose standard deviation is highlighted in red.
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ing/validation mismatch on measurement noise.

statistics of the 3D localization error (computed as the differ-
ence between the true and estimated bounding boxes over z,
y and z axes) of PointPillars are reported in Fig. 7, showing
that they can be well approximated by a zero-mean Gaussian



Chapter 4. Graph-aware Learning

TEDESCHINI et al.: COOPERATIVE LIDAR SENSING FOR PEDESTRIAN DETECTION: DATA ASSOCIATION BASED ON MPNNs

1.00
8 - 0.9999
=1
-0.99
_ 5 - 09992
5]
2
£ 0.98
N )
on 2 - 0.9979
g °
g
B 0.97
=
— - 09956 09951  0.994 09928  0.9901
0.96
N
. . : 0.95
o [m]  0.001 0.1 0.5 1 2

Validation dataset
(a) MPNN

Fig. 9.

3037
-1.00
I}
8
(=]
-0.99
=
0.98
vy
3
0.97
0.96
(o}
0.95
olml 0001 0.1 05 1 2

Validation dataset

(b) SPADA

Comparison on data association accuracy between (a) MPNN and (b) SPADA. For MPNN we show the accuracy (after 25 epochs) for

training/validation mismatch on measurement noise, whereas for SPADA we validate each standard deviation of the likelihood with different noise intensities.

distribution over the horizontal (x, y) space. On the other hand,
for the vertical dimension z, the model is more likely to predict
boxes in higher positions (i.e., above the road) instead of the op-
posite, so the error distribution is slightly biased. Furthermore,
we notice that the error statistics do not vary significantly over
the three axes, suggesting that they (almost) follow an isotropic
Gaussian distribution with standard deviation o = 10 cm.

In Fig. 8 we analyze the mixed impact of training and testing
with different noise statistics. The value of o for each noise
distribution has been set to 10 cm as closely matching the
standard deviation used for fitting the error statistics of Point-
Pillars. Analyzing the results, it is apparent that training and
validating the MPNN model on the same noise distributions
lead to optimal performances. This shows that the model is
able to obtain good accuracy regardless of the noise type, pro-
vided that the same noise is experienced for both training and
validation phases. Focusing now on the different combinations
of training/validation noises, results detail that training under
the isotropic Gaussian or Laplace noise allows the model to
generalize well over all noise types, suggesting that these distri-
butions may be employed in real-life applications where noise
statistics are not known beforehand. On the other hand, training
considering discrete and/or uniform leads to poor generalization
results during validation, most probably due to the simplistic
noise distributions compared to all other noise types. Finally,
training on realistic data, i.e., over the noise generated by
PointPillars, does not allow the MPNN to generalize well over
other distributions, particularly for Laplace and isotropic/non-
isotropic Gaussian noises.

5) Impact of the Different Scenarios and False Positives:
This experiment aims at verifying the validation performances
of the proposed model in a brand new scenario where false
positives, i.e., false alarms, are present. This allows us to
assess the robustness and adaptability of the model in more

realistic conditions, demonstrating its potential for practical
implementation.

To this purpose, in Fig. 10, we report the results of perfor-
mance validation in T'ownl0 scenario of CARLA simulator,
where we vary the number of cooperating vehicles from 5
to 20. The proposed MPNN association strategy is evaluated
considering both the absence (Fig. 10(a)) and presence (Fig.
10(b)) of false alarms, which are obtained from the Pointpillars
detector. We would like to highlight that the model has been
trained in the map T'own2 illustrated in Fig. 5 neglecting any
false positive, thus Townl10 and the presence of false alarms
are unseen conditions. Starting from the scenario without false
alarms in Fig. 10(a), we note that increasing the number of
vehicles leads to better accuracy, up to a plateau around 97%,
which is just 2% below the results in the original scenario with
Pointpillars (see Fig. 8). Accounting for the false positives, we
notice in Fig. 10(b) a decrease of the accuracy to 93%. Even
more relevant is the precision which falls to 78 % due to the fact
that each false positive introduces new nodes and edges in the
graph which will be associated with real detections, leading to
lower performances.

6) MPNN vs SPADA - Generalization Capabilities: This
experiment compares the performance of the proposed MPNN
association model against a conventional SPADA over different
combinations of Gaussian noise intensities used in the training
and validation datasets. For the SPADA, a training phase is not
needed, but we can embed prior knowledge on the noise inten-
sity by calibrating the standard deviation used for computing
the measurement likelihood function. To do so, we process the
training dataset and extract a single standard deviation value
that characterizes the considered noise intensity.

The comparison is reported in Fig. 9. Regarding the MPNN,
we show, for different training and validation datasets, the
validation accuracy reached after 25 epochs, while for the
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alarms, (b) presence of false alarms.

SPADA we represent the validation accuracy after convergence
using different a-priori noise statistics (in terms of standard
deviation). First, we can clearly observe that, in both algorithms,
the bottom-left part of the matrix has higher values of accuracy
if compared with the top-right part. This is due to the fact that,
generally, overestimating the noise (i.e., bottom-left part) leads
to a more robust model that can handle noises with lower inten-
sity. On the contrary, underestimating the noise (i.e., top-right
part) can incur into problematic situations, especially in the case
of MPNN (Fig. 9(a)). From this point of view, SPADA (Fig.
9(b)) is more solid and can better handle different noise values.
Under overestimating conditions, on the other hand, the MPNN
is able to achieve superior performances compared to SPADA,
reaching an accuracy of 99% against 97%, respectively.

7) MPNN vs SPADA - Performances on Different Noise
Statistics: This experiment has the aim of comparing the peak
or absolute performances of MPNN and SPADA in case we
have a training dataset with same statistics of the validation
dataset. Understanding the maximum performances is funda-
mental to have an upper-bound on a real deployment and to
know the learning capabilities of the algorithm/model.

In Fig. 11 we report the validation accuracy reached by
MPNN and SPADA varying the adopted dataset and for dif-
ferent standard deviations of the noise. For the MPNN we use
training and validation datasets with the same value of o, while
the standard deviation of the likelihood in the SPADA is the
same as in the validation dataset. We notice that the absolute
performances of MPNN outperform the classic SPADA for
both 0 = 0.1 m and o = 0.5 m and for all datasets. Therefore,
the proposed method is able to fully solve the problem and
learn synthetic or realistic noise representations. Clearly, for the
dataset obtained with PointPillars, we cannot tune the quantity
of noise introduced by the ML model and consequently the red
and blue circles for the dataset PointPillars coincide. Lastly,
we can observe that the degradation of performances passing
from ¢ =0.1 m to 0 = 0.5 m are worst for the MPNN. This
behaviour is further investigated in the next experiment.
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(triangles) in different validation datasets. Red markers represent an artificial
measurement noise in the validation dataset with standard deviation 0.1 m,
while the blue markers describe a standard deviation of 0.5 m. For the MPNN,
the noise statistics of the training match those of the validation, whereas for
SPADA the standard deviation of the likelihood matches the standard deviation
of the noise in the validation dataset.

8) MPNN vs SPADA - Performances on Different Noise
Intensity: In this last assessment, we study how the MPNN and
SPADA perform over different levels of detection accuracies.
This is useful to understand if there are conditions in which
one method outperforms the other.

To this aim, we consider different standard deviations of
the Gaussian measurement error. The results of this analysis
are in Fig. 12, where we report the validation accuracy of the
MPNN and SPADA in a scenario with 100 (Fig. 12(a)) or 50
(Fig. 12(b)) pedestrians to be detected. First, we observe that
the performances for the scenario in Fig. 12(b) are generally
higher than for the scenario in Fig. 12(a). This is due to the
fact that with a higher number of pedestrians, the uncertainty on
the data association increases and the data association becomes
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more challenging. Second, comparing the two methods across
different noise intensities, we note that the MPNN is preferable
when the standard deviation of the noise is below 1.8 m in both
scenarios. We believe that this behaviour is caused by the fact
that the MPNN has difficulties in learning a noise with high
variance with respect to a low power noise. On the contrary,
the SPADA depends on the standard deviation of the likelihood
that in this case is known a-priori and equal to the standard
deviation of the validation dataset. Therefore, with high noise
intensities, it is preferable to use SPADA as we would need too
many samples to learn the noise directly from data.

V. CONCLUSION

This paper addressed the problem of data association in a
cooperative vehicular sensing scenario with multiple vehicles
detecting pedestrians through lidar sensors. To solve the prob-
lem, we proposed an MPNN model based on a novel graph
representation encoding node and edge feature attributes to
express the detection knowledge. The validation was carried
out in a vehicular environment simulated by CARLA software,
which allows to reproduce realistic cooperative lidar sensing
scenarios. We considered the PointPillars model for the extrac-
tion of bounding boxes from the lidar point cloud, obtaining
realistic statistics of bounding boxes measurements. Further-
more, we compared the proposed method with the conventional
SPADA to investigate the generalization capabilities and peak
performances.

Results showed that the proposed MPNN model is able to
learn the correct associations under several realistic measure-
ment statistics and handles good generalization capabilities
when it comes to dealing with untrained conditions, such as
different measurement error statistics, noise intensities, num-
ber of vehicles and new scenarios. The lidar detection er-
ror introduced by PointPillars has been found to be well
approximated by a Gaussian distribution with standard devia-
tion equal to 10 cm. Under this condition, very high accuracy
can be reached by training the model on artificial noises, e.g.,
Laplace or Gaussian, and then validate the model on the field

with realistic noise distribution produced by PointPillars. Con-
cerning the comparison with the classic SPADA, we found that,
under overestimation of noise intensity, the proposed method
achieved higher performances. Moreover, regarding peak per-
formances, MPNN completely outperforms SPADA up to a
noise standard deviation of 1.8 m.

In the incoming years, the relevance of cooperative percep-
tion is expected to grow rapidly, particularly in the context of
automated and connected mobility, where the new-generation
V2X communication technologies bring opportunities for the
development of new services. It follows that an efficient man-
agement of data association is a fundamental and crucial step for
enabling cooperative sensing. As a result, we expect our work
to be extended and applied to different contexts. By enhancing
the data association performance, our method provides a solid
foundation for more accurate and robust object tracking when
combined with existing tracking algorithms which exploit the
information shared by the vehicles to perform cooperative po-
sitioning or sensing of the surrounding environment.

A natural extension of the work would be to manage and
account for possible false and/or missed detections through
intra-temporal association and non fully-connected vehicular
networks. Future developments could also embrace the area of
distributed sensor networks in which the flood of information
over sensors demands fast interactions of locally-available data
but guarantees higher resilience compared to centralized archi-
tecture, overcoming the problem of single point of failure. On
the other hand, hop-by-hop transport might introduce a non-
negligible time delay before the same full information is avail-
able at all nodes. In addition, we plan to evaluate our method on
real-world cooperative data which would help further validate
and refine our approach, ensuring its effectiveness in addressing
real-world object detection and tracking challenges.

REFERENCES

[1] A. Mahdavian, A. Shojaei, S. Mccormick, T. Papandreou, N. Eluru, and
A. A. Oloufa, “Drivers and barriers to implementation of connected,
automated, shared, and electric vehicles: An agenda for future research,”
IEEE Access, vol. 9, pp. 22195-22213, Feb. 2021.



Chapter 4. Graph-aware Learning

3040

[2]

[3]

4]

[5

[6]

[7]

[8

9

[10]

[11]

[12]

[13]

[14]

[15]

[16]

[17]

[18]

[19]

[20]
[21]

[22]

[23]

[24]

[25]

[26]

S. Kuutti, S. Fallah, K. Katsaros, M. Dianati, F. Mccullough, and
A. Mouzakitis, “A survey of the state-of-the-art localization techniques
and their potentials for autonomous vehicle applications,” IEEE Internet
Things J., vol. 5, no. 2, pp. 829-846, Apr. 2018.

A. Ghosh, A. Maeder, M. Baker, and D. Chandramouli, “5G evolution: A
view on 5G cellular technology beyond 3GPP release 15,” IEEE Access,
vol. 7, pp. 127639-127651, Sep. 2019.

C. De Lima et al., “Convergent communication, sensing and localiza-
tion in 6G systems: An overview of technologies, opportunities and
challenges,” IEEE Access, vol. 9, pp. 26902-26925, Jan. 2021.

I. F. Akyildiz, A. Kak, and S. Nie, “6G and beyond: The future of
wireless communications systems,” IEEE Access, vol. 8, pp. 133995—
134030, Jul. 2020.

H. Bagheri et al., “5G NR-V2X: Toward connected and cooperative
autonomous driving,” IEEE Commun. Standards Mag., vol. 5, no. 1, pp.
48-54, Mar. 2021.

H. Wymeersch, J. Lien, and M. Z. Win, “Cooperative localization in
wireless networks,” Proc. IEEE, vol. 97, no. 2, pp. 427-450, Feb. 2009.
A. Conti, M. Guerra, D. Dardari, N. Decarli, and M. Z. Win, “Net-
work experimentation for cooperative localization,” IEEE J. Sel. Areas
Commun., vol. 30, no. 2, pp. 467475, Feb. 2012.

A. Thler, J. Fisher, R. Moses, and A. Willsky, “Nonparametric belief
propagation for self-localization of sensor networks,” IEEE J. Sel. Areas
Commun., vol. 23, no. 4, pp. 809-819, Apr. 2005.

N. Patwari, J. Ash, S. Kyperountas, A. Hero, R. Moses, and
N. Correal, “Locating the nodes: Cooperative localization in wireless
sensor networks,” IEEE Signal Process. Mag., vol. 22, no. 4, pp. 54-69,
Jul. 2005.

Y. Zheng, N. Cao, T. Wimalajeewa, and P. K. Varshney, “Compressive
sensing based probabilistic sensor management for target tracking in
wireless sensor networks,” IEEE Trans. Signal Process., vol. 63, no. 22,
pp. 6049-6060, Nov. 2015.

N. Cao, S. Choi, E. Masazade, and P. K. Varshney, “Sensor selection
for target tracking in wireless sensor networks with uncertainty,” /EEE
Trans. Signal Process., vol. 64, no. 20, pp. 5191-5204, Oct. 2016.

D. Caveney, “Cooperative vehicular safety applications,” IEEE Control
Syst. Mag., vol. 30, no. 4, pp. 38-53, Aug. 2010.

G. Pocovi, M. Lauridsen, B. Soret, K. I. Pedersen, and P. Mogensen,
“Automation for on-road vehicles: Use cases and requirements for radio
design,” in Proc. IEEE 82nd Veh. Technol. Conf. (VIC), Sep. 2015, pp.
1-5.

A. Milan, S. H. Rezatofighi, A. Dick, I. Reid, and K. Schindler, “Online
multi-target tracking using recurrent neural networks,” in Proc. 31st
AAAI Conf. Artif. Intell., Feb. 2017, pp. 4225-4232.

A. Sadeghian, A. Alahi, and S. Savarese, “Tracking the untrackable:
Learning to track multiple cues with long-term dependencies,” in Proc.
IEEE Int. Conf. Comput. Vision, Dec. 2017, pp. 300-311.

S. Zhang et al., “Distributed direct localization suitable for dense
networks,” IEEE Trans. Aerosp. Electron. Syst., vol. 56, no. 2, pp. 1209—
1227, Apr. 2020.

S. Safavi, U. A. Khan, S. Kar, and J. M. F. Moura, “Distributed
localization: A linear theory,” Proc. IEEE, vol. 106, no. 7, pp. 1204—
1223, Jul. 2018.

A. Conti, S. Mazuelas, S. Bartoletti, W. C. Lindsey, and M. Z. Win,
“Soft information for localization-of-things,” Proc. IEEE, vol. 107, no.
11, pp. 2240-2264, Nov. 2019.

D. Hall and J. Llinas, “An introduction to multisensor data fusion,” Proc.
IEEE, vol. 85, no. 1, pp. 6-23, Jan. 1997.

F. Meyer et al., “Message passing algorithms for scalable multitarget
tracking,” Proc. IEEE, vol. 106, no. 2, pp. 221-259, Feb. 2018.

J. Williams and R. Lau, “Approximate evaluation of marginal association
probabilities with belief propagation,” IEEE Trans. Aerosp. Electron.
Syst., vol. 50, no. 4, pp. 2942-2959, Oct. 2014.

F. Meyer and M. Z. Win, “Scalable data association for extended object
tracking,” IEEE Trans. Signal Inf. Process. Netw., vol. 6, pp. 491-507,
May 2020.

D. Gaglione, G. Soldi, P. Braca, G. De Magistris, F. Meyer, and F.
Hlawatsch, “Classification-aided multitarget tracking using the sum-
product algorithm,” IEEE Signal Process. Lett., vol. 27, pp. 1710-1714,
Sep. 2020.

F. Meyer and M. Z. Win, “Data association for tracking extended
targets,” in Proc. IEEE Mil. Commun. Conf. (MILCOM), Nov. 2019,
pp. 337-342.

F. Meyer, Z. Liu, and M. Z. Win, “Scalable probabilistic data association
with extended objects,” in Proc. IEEE Int. Conf. Commun. Workshops
(ICC Workshops), May 2019, pp. 1-6.

[27]

[28]

[29]

[30]

[31]

[32]

[33]

[34]

[38]

[40]

[41]

[42]

[43]

[44

145

[46]

[47]

[48]

[49]

[50]

IEEE TRANSACTIONS ON SIGNAL PROCESSING, VOL. 71, 2023

M. Brambilla et al., “Cooperative localization and multitarget tracking in
agent networks with the sum-product algorithm,” IEEE Open J. Signal
Process., vol. 3, pp. 169-195, Mar. 2022.

H.-A. Loeliger, J. Dauwels, J. Hu, S. Korl, L. Ping, and F. R. Kschis-
chang, “The factor graph approach to model-based signal processing,”
Proc. IEEE, vol. 95, no. 6, pp. 12951322, Jul. 2007.

F. Meyer, P. Braca, P. Willett, and F. Hlawatsch, “A scalable algorithm
for tracking an unknown number of targets using multiple sensors,” /JEEE
Trans. Signal Process., vol. 65, no. 13, pp. 3478-3493, Mar. 2017.

N. Gordon, D. Salmond, and A. Smith, “Novel approach to
nonlinear/non-Gaussian Bayesian state estimation,” Proc. Inst. Elect.
Eng. F Radar Signal Process., vol. 140, no. 2, pp. 107-113, Apr. 1993.
T. Fortmann, Y. Bar-Shalom, and M. Scheffe, “Sonar tracking of multiple
targets using joint probabilistic data association,” IEEE J. Ocean. Eng.,
vol. OES, no. 3, pp. 173-184, Jul. 1983.

R. W. Sittler, “An optimal data association problem in surveillance
theory,” IEEE Trans. Mil. Electron., vol. MIL-8, no. 2, pp. 125-139,
Apr. 1964.

R. Singer, R. Sea, and K. Housewright, “Derivation and evaluation of
improved tracking filter for use in dense multitarget environments,” JEEE
Trans. Inf. Theory, vol. IT-20, no. 4, pp. 423-432, Jul. 1974.

Y. Bar-Shalom, “Tracking methods in a multitarget environment,” /[EEE
Trans. Autom. Control, vol. AC-23, no. 4, pp. 618-626, Aug. 1978.

S. Bartoletti, A. Giorgetti, M. Z. Win, and A. Conti, “Blind selection
of representative observations for sensor radar networks,” IEEE Trans.
Veh. Technol., vol. 64, no. 4, pp. 1388-1400, Apr. 2015.

M. Brambilla et al., “Sensors localization and target tracking in under-
water environment via belief propagation,” in Proc. IEEE Mil. Commun.
Conf. (MILCOM), Dec. 2021, pp. 641-646.

M. Brambilla, M. Nicoli, G. Soatti, and F. Deflorio, “Augmenting
vehicle localization by cooperative sensing of the driving environment:
Insight on data association in urban traffic scenarios,” IEEE Trans. Intell.
Transp. Syst., vol. 21, no. 4, pp. 1646-1663, Apr. 2020.

P. Sharma, A.-A. Saucan, D. J. Bucci, and P. K. Varshney, “Decentral-
ized Gaussian filters for cooperative self-localization and multi-target
tracking,” IEEE Trans. Signal Process., vol. 67, no. 22, pp. 5896-5911,
Nov. 2019.

S. Stankovic, N. Ilic, and M. S. Stankovic, “Adaptive consensus-based
distributed system for multisensor multitarget tracking,” IEEE Trans.
Aerosp. Electron. Syst., vol. 58, no. 3, pp. 2164-2179, Dec. 2022.

R. Olfati-Saber, J. A. Fax, and R. M. Murray, “Consensus and coopera-
tion in networked multi-agent systems,” Proc. IEEE, vol. 95, no. 1, pp.
215-233, Mar. 2007.

G. Papa, R. Repp, E. Meyer, P. Braca, and F. Hlawatsch, “Distributed
Bernoulli filtering using likelihood consensus,” IEEE Trans. Signal Inf.
Process. Netw., vol. 5, no. 2, pp. 218-233, Jun. 2019.

F. Meyer, O. Hlinka, H. Wymeersch, E. Riegler, and F. Hlawatsch,
“Distributed localization and tracking of mobile networks including
noncooperative objects,” IEEE Trans. Signal Inf. Process. Netw., vol.
2, no. 1, pp. 57-71, Dec. 2016.

H. Winner, S. Hakuli, F. Lotz, and C. Singer, Handbook of Driver
Assistance Systems. Amsterdam, The Netherlands: Springer International
Publishing, 2014.

D. Gruyer, V. Magnier, K. Hamdi, L. Claussmann, O. Orfila, and
A. Rakotonirainy, “Perception, information processing and modeling:
Critical stages for autonomous driving applications,” Annu. Rev. Contr.,
vol. 44, pp. 323-341, Oct. 2017.

F. Kschischang, B. Frey, and H.-A. Loeliger, “Factor graphs and the
sum-product algorithm,” IEEE Trans. Inf. Theory, vol. 47, no. 2, pp.
498-519, Feb. 2001.

T. E. Fortmann, Y. Bar-Shalom, and M. Scheffe, “Multi-target tracking
using joint probabilistic data association,” in Proc. 19th IEEE Conf.
Decis. Contr. Symp. Adaptive Processes, Dec. 1980, pp. 807-812.

D. Musicki and R. Evans, “Linear joint integrated probabilistic data
association - LIIPDA,” in Proc. 41st IEEE Conf. Decis. Contr., Dec.
2002, vol. 3, pp. 2415-2420.

D. Reid, “An algorithm for tracking multiple targets,” IEEE Trans.
Autom. Control, vol. AC-24, no. 6, pp. 843-854, Dec. 1979.

R. Mahler, “‘Statistics 102’ for multisource-multitarget detection and
tracking,” IEEE J. Sel. Topics Signal Process., vol. 7, no. 3, pp. 376—
389, Jun. 2013.

M. Kalandros and L. Pao, “Multisensor covariance control strategies
for reducing bias effects in interacting target scenarios,” IEEE Trans.
Aerosp. Electron. Syst., vol. 41, no. 1, pp. 153-173, Jan. 2005.



Chapter 4. Graph-aware Learning

TEDESCHINI et al.: COOPERATIVE LIDAR SENSING FOR PEDESTRIAN DETECTION: DATA ASSOCIATION BASED ON MPNNs

[51]

[52]

[53]

[54]

[55]

[56]

[571

[58]

[59]

[60]

[61]

[62]

[63]

[64]

[65]

[66]

[67]

[68]

[69]

[70]

[71]

[72]

(73]

[74]

[751

D. Musicki and B. La Scala, “Multi-target tracking in clutter without
measurement assignment,” I[EEE Trans. Aerosp. Electron. Syst., vol. 44,
no. 3, pp. 877-896, Jul. 2008.

S. Nagappa and D. E. Clark, “On the ordering of the sensors in the
iterated-corrector probability hypothesis density (PHD) filter,” in Proc.
Signal Process., Sens. Fusion, Target Recognit. XX, 1. Kadar, Ed.,
Bellingham, WA, USA: SPIE, May 2011, vol. 8050, pp. 275-280.

R. Mahler, “Approximate multisensor CPHD and PHD filters,” in Proc.
13th Int. Conf. Inf. Fusion, Jul. 2010, pp. 1-8.

M. Jiang, W. Yi, R. Hoseinnezhad, and L. Kong, “Distributed multi-
sensor fusion using generalized multi-Bernoulli densities,” in Proc. 19th
Int. Conf. Inf. Fusion (FUSION), Jul. 2016, pp. 1332-1339.

A.-A. Saucan, M. J. Coates, and M. Rabbat, “A multisensor multi-
Bernoulli filter,” IEEE Trans. Signal Process., vol. 65, no. 20, pp. 5495—
5509, Oct. 2017.

L. Gao, G. Battistelli, and L. Chisci, “Event-triggered distributed mul-
titarget tracking,” IEEE Trans. Signal Inf. Process. Netw., vol. 5, no. 3,
pp- 570-584, Sep. 2019.

M. Frohle, C. Lindberg, K. Granstrom, and H. Wymeersch, “Multisensor
poisson multi-Bernoulli filter for joint target-sensor state tracking,” IEEE
Trans. Intell. Veh., vol. 4, no. 4, pp. 609-621, Dec. 2019.

S. He, H.-S. Shin, and A. Tsourdos, “Distributed joint probabilistic
data association filter with hybrid fusion strategy,” IEEE Trans. Instrum.
Meas., vol. 69, no. 1, pp. 286-300, Jan. 2020.

A. K. Gostar et al., “Centralized cooperative sensor fusion for dynamic
sensor network with limited field-of-view via labeled multi-Bernoulli
filter,” IEEE Trans. Signal Process., vol. 69, pp. 878-891, Dec. 2021.
A. Perera, C. Srinivas, A. Hoogs, G. Brooksby, and W. Hu, “Multi-
object tracking through simultaneous long occlusions and split-merge
conditions,” in Proc. IEEE Comput. Soc. Conf. Comput. Vision Pattern
Recognit. (CVPR), Jul. 2006, vol. 1, pp. 666-673.

C. Huang, B. Wu, and R. Nevatia, “Robust object tracking by hierar-
chical association of detection responses,” in Proc. Eur. Conf. Comput.
Vision., Marseille, France: Springer, Oct. 2008, pp. 788-801.

L. Zhang, Y. Li, and R. Nevatia, “Global data association for multi-
object tracking using network flows,” in Proc. IEEE Conf. Comput.
Vision Pattern Recognit., Aug. 2008, pp. 1-8.

J. Berclaz, F. Fleuret, E. Turetken, and P. Fua, “Multiple object tracking
using k-shortest paths optimization,” /EEE Trans. Pattern Anal. Mach.
Intell., vol. 33, no. 9, pp. 1806-1819, Feb. 2011.

B. Wu and R. Nevatia, “Detection and tracking of multiple, partially
occluded humans by Bayesian combination of edgelet based part detec-
tors,” Int. J. Comput. Vision, vol. 75, no. 2, pp. 247-266, Aug. 2007.
G. Shu, A. Dehghan, O. Oreifej, E. Hand, and M. Shah, “Part-based
multiple-person tracking with partial occlusion handling,” in Proc. IEEE
Conf. Comput. Vision Pattern Recognit., Jul. 2012, pp. 1815-1821.

F. Scarselli, M. Gori, A. C. Tsoi, M. Hagenbuchner, and G. Monfardini,
“Computational capabilities of graph neural networks,” IEEE Trans.
Neural Netw., vol. 20, no. 1, pp. 81-102, Jan. 2009.

F. Scarselli, M. Gori, A. C. Tsoi, M. Hagenbuchner, and G. Monfardini,
“The graph neural network model,” IEEE Trans. Neural Netw., vol. 20,
no. 1, pp. 61-80, Dec. 2009.

V. Garcia Satorras and M. Welling, “Neural enhanced belief propaga-
tion on factor graphs,” in Proc. 24th Int. Conf. Artif. Intell. Statist.,
A. Banerjee and K. Fukumizu, Eds., San Diego, CA, USA: PMLR,
Apr. 2021, vol. 130, pp. 685-693.

M. Liang and F. Meyer, “Neural enhanced belief propagation for co-
operative localization,” in Proc. IEEE Statist. Signal Process. Workshop
(SSP), Aug. 2021, pp. 326-330.

J. Zhou et al., “Graph neural networks: A review of methods and
applications,” AI Open, vol. 1, pp. 57-81, Sep. 2020.

K. Yoon et al., “Inference in probabilistic graphical models by graph
neural networks,” in Proc. 53rd Asilomar Conf. Signals, Syst., Comput.
Pacific Grove, CA, USA: IEEE, Nov. 2019, pp. 868-875.

G. Braso and L. Leal-Taixe, “Learning a neural solver for multiple object
tracking,” in Proc. IEEE/CVF Conf. Comput. Vision Pattern Recognit.,
Jun. 2020, pp. 6246-6256.

L. Barbieri, B. C. Tedeschini, M. Brambilla, and M. Nicoli, “Implicit
vehicle positioning with cooperative lidar sensing,” in Proc. IEEE Int.
Conf. Acoust., Speech Signal Process. (ICASSP), Jun. 2023, pp. 1-5.
Y. Zhang et al., “ByteTrack: Multi-object tracking by associating every
detection box,” in Proc. Eur. Conf. Comput. Vision., Tel Aviv, Israel:
Springer, 2022, Oct. pp. 1-21.

B. C. Tedeschini, M. Brambilla, L. Barbieri, and M. Nicoli, “Addressing
data association by message passing over graph neural networks,” in
Proc. 25th Int. Conf. Inf. Fusion (FUSION), Jul. 2022, pp. 1-7.

[76]

[771

[78]

[791

[80]

[81]

[82]

[83]

[84]

[85]

[86]

[87]

[88]

[89]

[90]

[91]

[92]

3041

A. Dosovitskiy, G. Ros, F. Codevilla, A. Lopez, and V. Koltun,
“CARLA: An open urban driving simulator,” in Proc. Conf. Robot
Learn., Mountain View, CA, USA: PMLR, Nov. 2017, pp. 1-16.

A. H. Lang, S. Vora, H. Caesar, L. Zhou, J. Yang, and O. Beijbom,
“Pointpillars: Fast encoders for object detection from point clouds,” in
Proc. IEEE/CVF Conf. Comput. Vision Pattern Recognit. (CVPR), Jun.
2019, pp. 12689-12697.

H. Su et al., “SPLATNet: Sparse lattice networks for point cloud
processing,” in Proc. IEEE Conf. Comput. Vision Pattern Recognit.
(CVPR), Jun. 2018, pp. 2530-2539.

Z. Yang, Y. Sun, S. Liu, and J. Jia, “3DSSD: Point-based 3D single
stage object detector,” in Proc. IEEE/CVF Conf. Comput. Vision Pattern
Recognit. (CVPR), Jun. 2020, pp. 11037-11045.

M. Liang and F. Meyer, “Neural enhanced belief propagation for
multiobject tracking,” Dec. 2022, arXiv:2212.08340.

J. Gilmer, S. S. Schoenholz, P. F. Riley, O. Vinyals, and G. E. Dahl,
“Neural message passing for quantum chemistry,” in Proc. Int. Conf.
Mach. Learn. Sydney, Australia: PMLR, Aug. 2017, pp. 1263-1272.
P. Battaglia et al., “Relational inductive biases, deep learning, and graph
networks,” Oct. 2018, arXiv:1806.01261.

P. Battaglia et al., “Interaction networks for learning about objects,
relations and physics,” in Proc. Adv. Neural Inf. Process. Syst. (NIPS
Conf.), Oct. 2016, vol. 29, pp. 4502-4510.

D. K. Duvenaud et al., “Convolutional networks on graphs for learning
molecular fingerprints,” in Proc. Adv. Neural Inf. Process. Syst. (NIPS
Conf.), Dec. 2015, vol. 28, pp. 2224-2232.

S. Sukhbaatar, A. Szlam, and R. Fergus, “Learning multiagent commu-
nication with backpropagation,” in Proc. Adv. Neural Inf. Process. Syst.
(NIPS Conf.), Oct. 2016, vol. 29, pp. 2244-2252.

A. Vaswani et al., “Attention is all you need,” in Proc. Adv. Neural Inf.
Process. Syst. (NIPS Conf.), Dec. 2017, vol. 30, pp. 5998-6008.

Y. Li, R. Yu, C. Shahabi, and Y. Liu, “Diffusion convolutional re-
current neural network: Data-driven traffic forecasting,” Feb. 2017,
arXiv:1707.01926.

Z. Cui, K. Henrickson, R. Ke, and Y. Wang, “Traffic graph convolutional
recurrent neural network: A deep learning framework for network-scale
traffic learning and forecasting,” IEEE Trans. Intell. Transp. Syst., vol.
21, no. 11, pp. 4883-4894, Nov. 2020.

Y. Wang, Y. Sun, Z. Liu, S. E. Sarma, M. M. Bronstein, and
J. M. Solomon, “Dynamic graph CNN for learning on point clouds,”
ACM Trans. Graph., vol. 38, no. 5, pp. 1-12, Oct. 2019.

E. Arnold, S. Mozaffari, and M. Dianati, “Fast and robust registration
of partially overlapping point clouds,” IEEE Robot. Autom. Lett., vol. 7,
no. 2, pp. 1502-1509, Apr. 2022.

D. P. Kingma and J. Ba, “Adam: A method for stochastic optimization,”
Jan. 2017, arXiv:1412.6980.

S. Luo and W. Hu, “Score-based point cloud denoising,” in Proc.
IEEE/CVF Conf. Comput. Vision Pattern Recognit., Oct. 2021, pp. 4583—
4592.

Bernardo Camajori Tedeschini (Graduate Student
Member, IEEE) received the B.Sc. (Hons.) in com-
puter science and M.Sc. (Hons.) degrees in telecom-
munications engineering from the Politecnico di
Milano, Italy, in 2019 and 2021, respectively. From
November 2021, he started as a Ph.D. fellow in
information technology with the Dipartimento di
Elettronica, Informazione e Bioingegneria (DEIB),
Politecnico di Milano. He is currently a Visiting
Researcher with the Laboratory for Information &
Decision Systems at the Massachusetts Institute of

Technology (MIT), Cambridge, MA, USA. His research interests include
federated learning, machine learning, and localization methods. He was a
recipient of the Ph.D. grant from the ministry of the Italian government
Ministero dell’Istruzione, dell’Universita e della Ricerca (MIUR) and the
Roberto Rocca Doctoral Fellowship granted by MIT and Politecnico di
Milano.



Chapter 4. Graph-aware Learning

3042

Mattia Brambilla (Member, IEEE) received the
B.Sc. and M.Sc. degrees in telecommunication
engineering, and the Ph.D. degree (cum laude)
in information technology from the Politecnico di
Milano, in 2015, 2017, and 2021, respectively. He
was a Visiting Researcher with the NATO Centre for
Maritime Research and Experimentation (CMRE),
La Spezia, Italy, in 2019. In 2021, he joined as
Research Fellow with the Faculty of Dipartimento di
Elettronica, Informazione e Bioingegneria (DEIB)
at the Politecnico di Milano. His research interests
include signal processing, statistical learning, and data fusion for cooperative
localization and communication. He was the recipient of the Best Student
Paper Award at the 2018 IEEE Statistical Signal Processing Workshop.

Luca Barbieri (Member, IEEE) received the B.Sc.
and M.Sc. (cum laude) degrees in telecommu-
nication engineering and the Ph.D. degree (cum
laude) in information technology from the Po-
litecnico di Milano, in 2017, 2019, and 2023, re-
spectively. He was a Visiting Researcher with the
King’s Communications, Learning & Information
Processing (KCLIP) laboratory at King’s College
London, London, UK., in 2022. He is currently
a Research Assistant with the Dipartimento di
Elettronica, Informazione e Bioingegneria (DEIB),
Politecnico di Milano. His current research interests focus on machine learn-
ing, federated learning, and localization methods for vehicular and industrial
networks.

Gabriele Balducci received the M.Sc. degree (cum
laude) in telecommunication engineering with spe-
cialization in Signal and Data Analysis, from Po-
litecnico di Milano, in 2022. In the same year, he
concluded his path as an Alta Scuola Politecnica
student, XVII cycle. Currently, he is an employee
in R&D at Nokia Italia cultivating his passion for
Statistical Signal Processing.

IEEE TRANSACTIONS ON SIGNAL PROCESSING, VOL. 71, 2023

Monica Nicoli (Senior Member, IEEE) received the
M.Sc. (Hons.) and Ph.D. degrees in communication
engineering from the Politecnico di Milano, Milan,
Italy, in 1998 and 2002, respectively. She was a
Visiting Researcher with ENI Agip, from 1998 to
1999, and Uppsala University, in 2001. In 2002, she
joined as a Faculty Member with the Politecnico di
Milano. She is currently an Associate Professor in
telecommunications with the Department of Man-
agement, Economics and Industrial Engineering.
Her research interests include signal processing,
machine learning, and wireless communications, with emphasis on smart
mobility and Internet of Things (IoT) applications. She was a recipient of
the Marisa Bellisario Award, in 1999, and a corecipient of the best paper
awards of the IEEE Symposium on Joint Communications and Sensing, in
2021, the IEEE Statistical Signal Processing Workshop, in 2018, and the IET
Intelligent Transport Systems journal, in 2014. She is an Associate Editor of
the IEEE TRANSACTIONS ON INTELLIGENT TRANSPORTATION SYSTEMS. She
has also served as an Associate Editor for the EURASIP Journal on Wireless
Communications and Networking, from 2010 to 2017, and a Lead Guest Editor
for the Special Issue on Localization in Mobile Wireless and Sensor Networks,
in 2011.

Open Access funding provided by ‘Politecnico di Milano” within the CRUI CARE Agreement.



Chapter 4. Graph-aware Learning

1666

IEEE TRANSACTIONS ON COGNITIVE COMMUNICATIONS AND NETWORKING, VOL. 9, NO. 6, DECEMBER 2023

Message Passing Neural Network Versus Message
Passing Algorithm for Cooperative Positioning
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and Monica Nicoli

Abstract—Cooperative Positioning (CP) relies on a network
of connected agents equipped with sensing and communica-
tion technologies to improve the positioning performance of
standalone solutions. In this paper, we develop a completely
data-driven model combining Long Short-Term Memory (LSTM)
and Message Passing Neural Network (MPNN) for CP, where
agents estimate their states from inter-agent and ego-agent
measurements. The proposed LSTM-MPNN model is derived
by exploiting the analogy with the probability-based Message
Passing Algorithm (MPA), from which the graph-based struc-
ture of the problem and message passing scheme are inherited.
In our solution, the LSTM block predicts the motion of the
agents, while the MPNN elaborates the node and edge embed-
dings for an effective inference of the agents’ state. We present
numerical evidence that our approach can enhance position esti-
mation, while being at the same time an order of magnitude less
complex than typical particle-based implementations of MPA for
non-linear problems. In particular, the presented LSTM-MPNN
model can reduce the error on agents’ positioning to one third
compared to MPA-based CP, it holds a higher convergence speed
and better exploits cooperation among agents.

Index Terms—Message passing neural network, message pass-
ing algorithm, belief propagation, cooperative positioning, LSTM,
message passing.

1. INTRODUCTION
A. Contextualization and Background

IGNAL processing techniques operating over centralized
Sor distributed network architectures have been largely
studied in the past, especially for Situation Awareness (SA)
applications [1], [2], [3], [4]. The main application domains
include Internet of Things (IoT) [5], Connected Autonomous
Vehicles (CAVs) [6], [7] and Maritime Situational Awareness
(MSA) [8], [9]. These applications are critical as they require
sensors (hereafter generally referred as agents) monitoring
and perceiving their surroundings and making informed deci-
sions based on the perceived information. The key aspect
is the cooperation among agents which enables Cooperative
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Positioning (CP) techniques and enhances the perception of
the environment.

The Message Passing Algorithm (MPA), also known
as Belief Propagation (BP) or Sum-Product Algorithm
(SPA) [10], [11], is a probabilistic iterative technique which
has gained a lot of interest in the field of CP [12] given its
ability of linearly scaling with the number of agents [13].
MPA has been largely employed in a different number of SA
frameworks, mainly addressing the Multiple Object Tracking
(MOT) problem with static or mobile sensing agents [14],
[15], [16], [17], [18], [19], [20], [21], [22], [23], [24],
embedding or not the measurement to target association
problem [25], [26], [27], [28].

B. Related Works

MPA attains optimal performances in case of linear mod-
els and Gaussian processes, where the iteratively computed
marginal posterior belief converges to the exact marginal
posterior distribution. When the conditions of linearity and
Gaussianity are not met, particle-based MPA can be employed,
although this typically results in a notable increase of com-
putational and communication expenses (i.e., due to particles’
sharing and aggregation). Some works tried to improve perfor-
mances of particle-based MPA implementations by reducing
the particle degeneracy in dense and large networks [29], [30]
or by auto-tuning the parameters of time-varying system mod-
els [31]. However, they did not resolve the main issue of MPA,
which is related to the convergence of the beliefs.

Since MPA involves a repeated exchange of information
(i.e., an iterative message passing) over a graph that is rep-
resentative of the considered problem, the intrinsic cyclic
structure of graphs leads the MPA‘s outcome to be only
an approximation of the true marginal posterior distribution
as the algorithm converges to a local optimum [32], [33],
[34], [35]. Specifically, the approximation of beliefs can be
considered satisfactory if the optimization problem is locally
convex. To improve the performances, Neural Enhanced Belief
Propagation (NEBP) have been recently proposed [36], [37],
[38], [39], wherein MPA and Message Passing Neural Network
(MPNN) are combined to rectify errors caused by cycles and
model mismatch.

The MPNN [40], [41] is an extension of Neural Network
(NN) customized to work on graph structures. Indeed, in con-
ventional MPNN, a NN is present in each node and edge of
the graph, elaborating the input features through an iterative

© 2023 The Authors. This work is licensed under a Creative Commons Attribution 4.0 License.
For more information, see https://creativecommons.org/licenses/by/4.0/
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message passing scheme. The elaborated features, i.e., node
and edge embeddings, are usually taken as input to perform a
specific task, like node/edge regression or classification. Given
their similarity with the message passing in MPA, they have
been used within the NEBP framework to address the problems
of Data Association (DA) [39], CP [37] and also MOT [38],
as well as with the implicit cooperative positioning frame-
work [42]. However, NEBP approaches require performing
both iterations of MPNN and MPA, increasing the already high
computational time of particle-based methods. Furthermore, it
has been demonstrated that in cases where sufficient train-
ing data are available, MPNN exhibit superior performance
to MPA on cyclic graphs [43], while at the same time being
scalable and able to learn non-linear dependencies.

C. Contribution

In this paper, we propose an MPNN solution that can be
used as an efficient alternative of MPA in high-complexity
problems. We made a first attempt in this direction in [44]
where we employed MPNN for solving DA in sensor
networks. Here we generalize the analysis by investigating the
parallelism between MPA and MPNN, and comparing their
performances in the challenging context of dynamic CP.

Mobile CP systems rely on a dynamic model for describ-
ing the temporal evolution of the agent locations and a graph
model for modeling the inter-agent measurements. Here we
propose an NN architecture that combines a Long Short-
Term Memory (LSTM) for dynamics modeling and an MPNN
for the computation of the marginal likelihoods. The LSTM
learns the motion model of agents in time, while the iterative
update of estimates based on measurements is obtained with
the MPNN.

The main contributions of this paper are as follows:

o definition of a theoretical framework based on the anal-
ogy between MPA and MPNN, with focus on the defi-
nition of exchanged messages, iterative processing steps
and inference prediction;

e proposal of an LSTM-MPNN model which completely
replaces MPA for the task of CP. The model is trained
using a centralized approach, while it is able to perform
a completely distributed inference after deployment;

e comparison with the conventional particle-based MPA,
with particular focus on positioning performances and
generalization properties.

D. Paper Organization

This paper is organized as follows. Section II is devoted
to the description of the adopted system model. Section III
first describes the MPA for CP, giving the main steps of
the algorithm, and then defines the proposed LSTM-MPNN
model with a one-to-one parallelism with MPA. Lastly, it pro-
vides insights on distributed inference and centralized training
procedures. Section IV presents the simulation scenario and
implementation details, followed by simulation results, while
Section V draws the conclusions.

II. SYSTEM MODEL

We denote with Z,, = {1,...,I,} a set of connected
agents at timestep n. The connectivity graph between agents
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is denoted with G, = (V,,,&,), where each node ¢ € V),
corresponds to an agent, while the edge (i, j), with i # 7,
indicates the presence of a communication link from agent i
to agent j. Note that the graph is directed, i.e., edges (i, j)
and (j, i) differ, and might not necessarily be contemporary
present. Each agent i € Z,, communicates with the set \V; ,,
of its neighbors and it is described by the state x; ,,, which
includes kinematic parameters such as posiDon and velocity..
The motion model of agent i from time n — 1 to time n is
described by:

Xin = F® (Xz’mfl-,wf;fn,l)v (1)

where w( ) _, is the driving noise process that accounts for
motion uncertamty The derived state-transition probability
density function (pdf) is indicated with p(x; p[x; n—1), Which,
at time n = 0, coincides with the prior pdf p(x; ).

Each agent has access to two ty es of measurements:
a partial and noisy observation z —f #) (Xjn, W (A))

of its own state vector, and an mter agent measure-
A2A

ment z]( 73 f(AQA)(xJ nXin, W ) Vi € Nin,

where wgi) and W(A2A) are the state and inter-agent

respectively. The functions f(A>(»)
the statistics of noises

measurement noises,
and fA2A)()) jointly with

(A) (A27) 4. Keli ; (A)
w,;", and w;’ ", define the likelihood functions p(ziyn [%i.7)
and p(z]i?;\g\x%mxim), respectively. The driving processes

and measurement noises are assumed to be independent
across agent pairs (i,7) and over time n. We indicate with
Xp = {Xz‘ﬁn}fll the set of state vectors of all agents at time
n, while the two set of measurements are indicated with

(A) _ g (A) (A2A) _

2 ={2;, Yier, and 2y ={z; 5 YieT, jeN -
The overall s/e\t) of measurements at time n is
Zn :{ i, n’ 7 n }

CP aims at estimating the states of agents from all

the aggregated measurements up to time n, ie., Z.;
A2A . PO . ~
and z(l m ). The estimated state is indicated with X,.

Probabilistic Bayesian methods such as MPA, use the
A) (A24) . ~
marginal posterior pdf p(x; n\zl s 21., ) to estimate X,

e.g., through the Minimum Mean Square Error (MMSE)

MMSE A A2A
estimator x(’ ) — = [%in p(xim\zgm,zg o )) dx; , [18].
On the other hand, discriminative probabilis-
tic approaches, like Deep Learning (DL), directly

define the posterior pdf with parametric model, i.e.,

A) (A2A) (A) (A24) o d
pXZn|Z1n,Z1n ) = p(x;, 121 s ), an
try to find the parameter vector @ that maximizes

=Ex,,[p(Xin \zl " ngTLZA 0)] [45]. This is done using
AZA))}Ncrain

as input a training dataset Stain ={(xn z,L  Zn,
and minimizing the negative log-likelihood, i.e.,
0 = argming [ 1 a2\ A2 gy

— arg ming [~ log(p(x;,a[2, 2274, 6)]

A compact representation of the temporal evolution
of the system model is reported in Fig. 1, where two
different network topologies (i.e., different measurement
availability) at time n and n + 1 are illustrated.
The purpose of the figure is to highlight the temporal
sequence of CP and visualize different combinations of the
graph G,.

Xin
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Fig. 1. Illustration of the working principle of CP, with highlighted state vectors and measurement sets for two consecutive time instants. The figure highlights

the variation of the graph Gy, due to varied network topology and sets of measurements.

III. COOPERATIVE POSITIONING METHODS

In this section, we first review the MPA Bayesian solution
for CP and then we perform a one-to-one comparison with our
newly proposed LSTM-MPNN model. Lastly, a description of
the inference and training procedure is given.

A. MPA-Based CP

The agent’s marginal posterior probability
A) (A2A) ) .
p(xln|z1nﬂzln ) can be obtamed by marginaliz-

ing the joint posterior pdf p(xo,L\z (AZA) where

X0:n = {Xps } - Assuming statistical mdependence across
agents at timestep n = 0 and adopting Bayes’ rule, the joint
posterior pdf is:

(A2A
p<x0n|zln)vz1n ))O(prl(] przn’lxzn’ )

p<zi_’n/|xi,n’) H ( J_” n' ‘ j,n’vxi,n’) 2

jGN ’

i,n

Since computing the marginalization of (2) can be unfeasi-
ble or extremely complex, the MPA addresses this issue by
approximating the marginal posterior with an iterative mes-
sage passing scheme over a factor graph which factorizes the
joint posterior pdf in (2). Denoting the beliefs of agent i at
timestep 7 and message passing iteration ¢ € {1,..., T'} with

O (x; ) ~ p(xinlald zEA,fA)) the MPA-based CP

pe%forms the following operations in parallel for each agent.
1) Prediction message: The predicted state of agent i is
represented by the message:

Niﬂﬁ’(xi,n) X /p(xi,n‘xiyn—l)bgfl)_ﬂlxi,n—h 3)

where b( ) __ is the agent’s belief computed at previous
time n — 1 after T message passing steps. Note that the
beliefs are initialized at time n = 0 as b%) £ p(xip)-
Beliefs exchange: During message passing iteration
te{l,..., T}, each agent i broadcasts bif;l) and

. (t—1)
receives bj,n

2

-

from its neighbors j € N 5. At ¢t = 1,
(0)

the exchanged beliefs are b; |, = 11; 7 (%i.n).

3) Measurement messages computation: During message
passing iteration ¢t € {l,..., T}, each agent i com-
putes two measurements messages (one for each type
of measurement) as:

WO (i) 2 p (o) i ), @

t A2A A2A)
;—)>(z n O(/p zj(—>l n|X7 n> Xi,n )b; n )dX] n
Vj € Nin. (5)
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4) Beliefs update: At message passing iteration

t e {1,..., T}, the beliefs are updated as:

bl o py 2 (i) 0N i) T w8250 (xin)- (6)
JE€ENin
5) State inference: Lastly, after T message passing steps,
the state of agent i is estimated with the MMSE
estimator as:

%o =E[b{")]. ™)
Step 1) is indicated as prediction step and it is computed once
per timestep n. On the contrary, steps 2), 3) and 4) are called
update steps as they involve the measurements available at
current timestep n and they are performed for all 7 message

passing iterations per each timestep n.

For graphs with a tree structure, the MPA provides exact
approximation of the beliefs, which coincide with the true
marginal posterior pdf [10]. However, for cyclic graphs, MPA
only provides a reasonably accurate approximation of the
marginal posterior with a computational complexity that lin-
early scales with the number of agents [;, and message passing
iterations 7. Moreover, in case of non-linear motion or mea-
surement models, particle-based methods are recommended,
despite incurring in a significant increase of communication
and computational costs.

In comparison, MPNN holds the same time scalability [46],
it has fewer parameters and it is able to catch any linear or non-
linear relationship between input-output data, outperforming
BP on loopy graphs if there is a sufficient amount of train-
ing data [43]. However, MPNN does not have the knowledge
of features relation between time instants, i.e., each message
passing iteration ¢ at timestep n is completely independent
with respect to the previous timestep n — 1. To solve this
issue, we propose an LSTM-MPNN model which combines
the time-dependent capabilities of the recurrent network as
well as the flexibility and scalability of the message passing
over NNs.

B. LSTM-MPNN-Based CP

The idea behind the proposed solution is to build an equiv-
alent DL-based model of the MPA-based CP described in
Section III-A. We start describing the overall model structure,
shown in Fig. 2, and then we analyze each single model block.
The proposed architecture is composed of two main compo-
nents, an LSTM block and an MPNN block. Adopting the
same logic of the MPA at prediction step, the LSTM at time
n receives in input the output of the MPNN X; ,,_; and pre-
dicts the most likely change of feature state according to the
learned motion model of the agent. This is done by forward-
ing the hidden states of the LSTM throughout the timesteps.
Therefore, the LSTM represents the equivalent block of (3) in
the MPA. On the other hand, the MPNN block is performed
over T message passing steps, exactly as the message passing
in the MPA, and, at last iteration 7, it returns the update of fea-
ture states, i.e., 32“1 We remark that, by analogy with MPA,
we adopt the MPNN in place of a Graph Neural Network
(GNN) since the final prediction in the inference step (7) is a
direct function of only the beliefs.
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Fig. 2. Block representation of the proposed LSTM-MPNN model.

The MPNN runs on the same physical graph of the agent
network, i.e., G,. It does not create a different graph abstrac-
tion, thus it can be computed among the physically connected
agents. An MPNN considers two types of features: node
embeddings, i.e., vgf) , and edge embeddings, i.e., e;vt_)”v’n. The
embeddings, also called attributes, contain elaborated latent
information that propagates throughout G, at each message
passing step t. We can see an analogy between MPA ufdate
step and MPNN if we consider the node embeddings Vit’V)L as
() ’
\n’
as the corresponding measurement messages
between agents ,u<:)<ZA, 3A).

The proposed MPNN model is composed of NNs for three

different functions, encoding of input features (g,,(JA)(-) and

g£A2A)(<)), update of node and edge embeddings (g, (-) and

regres) )

elaborated versions of the beliefs b

dings e(t)

J—=i,n

and the edge embed-

ge(+)) and inference regression ((h(; . The encoding of
input features is used to extract the most effective repre-
. (A) (A2A .
sentation of measurements z,;,’ and Zj_5in O accomplish
the regression task, i.e., agent state estimation. The update
of the node and edge embeddings takes the role of (4), (5)
and (6), preparing the node embeddings vitn for the inference

prediction computed by the regressor g£regres).

The complete proposed LSTM-MPNN algorithm is shown
in Fig. 3 and it is computed by each agent i in parallel.
1) Prediction LSTM: The LSTM model in agent i predicts

the node embeddings vgt% at time n as:

NON ggLSTM) (

E’n Xin-1), ®)
)

where gf,LSTM is the LSTM model. At n = 0, the
inference is initialized as X; ,,—1 L2 E[p (x4,0)] Note that
the output of the LSTM coincides with the initialization
of the node embeddings at message passing iteration
t = 0. Observing the parallelism with MPA, the belief
estimate bf-/?fl is replaced by the state estimate X; 1,
while the state-transition probability pdf (X, |Xin—1)
is learned by the LSTM.

2) Measurements encoding: At each time n, before start-
ing the message passing, the agent and inter-agent
measurements are encoded as:

iy = o (27), ©)
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LSTM-MPNN algorithm for CP. (a) Graph representation of the agent network with agent states and measurements. (b) LSTM prediction at time

n and initialization of node and edge embeddings at message passing iteration ¢ = 0. (c) Exchange of node embeddings among agents. (d) Update of edge
embeddings according to (11). (e) Update of node embeddings according to (12). (f) State inference at time n after 7 message passing iteration according

to (13).

(A2A)

h]%z n -

PR, Vi€ Nigne (10)
The encoding is necessary to elaborate the input fea-
tures, it transforms the input measurements into a
hidden representation. This is important since all fea-
tures within the message passing should not belong
to the original feature space, but to the hidden
space for data privacy reasons. At message passing
iteration ¢ =( A 5 /ihe edge embeddings are initialized as:

(0)
j—=i,;n — Thj—int
3) Node embeddmgs exchange: At message passin
(t 1

iteration ¢ € {1,.

and receives v( ) from its neighbors j € N; j,. Here
the analogy Wlth MPA is straightforward if we com-
pare the beliefs exchange with the node embeddings
exchange.

, T}, each agent i broadcasts v;

4) Edge and node embeddings update: At message pass-
ing iteration ¢ € {1,..., T}, the edge embeddings are

updated as:
t t—1 A2A -1 1
;ln n = ge < ;%1)7772'}1]('*)1,13,7‘/](’?71 ) vstn ))
Vj € Nipn. (1D

Note that (11) is the analogous of (5). Subsequently, the
node embeddings are updated as:

t t—1 0 A t
v = (e ({62, ) (2

where ®(+) is called aggregation function, i.e., a function
invariant to permutations of its inputs (e.g., element-wise
summation, mean, maximum). In the node embeddings
update, exactly as in the beliefs update in (6), the initial
node embeddings vgon are used as a short-connection

from the output of the LSTM, i.e., prediction step.
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Fig. 4. Performance evaluation of the proposed LSTM-MPNN for CP. (a) Scenario with 16 moving agents. (b) RMSE of position and velocity over time

for the non-cooperative Kalman and particle filters, the cooperative MPA and the proposed LSTM-MPNN.

5) State inference: Lastly, after T message passing steps,
the regressor NN predicts the state of agent i as:

™) — g (D),

iz’,n Zii,n = 9v

The MMSE estimator in (7) is substituted here by the
node regressor g,ﬁmgm)(-) which has the objective of

extracting the state prediction from the compact node

embeddings.
An interesting fact to point out is that the dimension of
the node and edge embeddings, as well as the dimension
of the encoded measurements, can be changed according to
the problem. As an example, for the case of a state vector
described in terms of 2D position and 2D velocity, we need a
dimension of eight for the encoding of the node vector, i.e.,
corresponding to a propagation of a Gaussian belief distribu-
tion which holds only two parameters (mean and variance).
Increasing the latent feature size leads to a higher complexity
of the model which becomes able to learn more complex non-
linear dependencies. On the contrary, in particle-based BP,
each agent has to exchange a number of parameters equal to
the number of adopted particles, each of them with a dimen-
sion of the state space, which overall is order of magnitudes
higher than the dimension of the latent features in MPNN.

13)

C. Inference and Training Procedure

The proposed LSTM-MPNN model for CP, as the MPA-
based CP, is suited for distributed inference as each agent i

can rely on a local NN, i.e., gq(,LSTM)(J, gf)A)(-), ggAgA)(J

v (+), ge(+) and gqﬁregres) (+). The physical exchange of embed-
dings only happens at step 3) of the message passing algo-
rithm (iteration ¢) and each agent predicts its own state
update according to (13). However, for convergence, each
NN at each agent should retain the same parameters, as
in classical MPNN. This permits a scalable solution to a

>

non-predetermined number of edges, i.e., measurements, and
nodes, i.e., agents.

To this aim, we propose a centralized training procedure in
which the NN are firstly trained to learn the CP task and then
deployed in an agent network. To compute the training loss
and perform back-propagation, we employ the Residual Sum
of Squares (RSS) that is estimated at each timestep n and at
the end of each message passing iteration ¢ after the regressor
prediction ?52 as:

T

1
D >
n=1 i € Vn

t=1

<(1)

2
L= % x|, (4

=|

where N is the time sequence length on which the LSTM
is trained for tracking. For performance evaluation, we ana-
lyze the Root Mean Square Error (RMSE) on the position and
velocity of agents.

IV. SIMULATION EXPERIMENTS
A. Dataset

We consider a 2D scenario in which [, = 16 con-
nected agents move in an area of 200 x 200 m for 100
timesteps of 1s. The agent trajectories form a star shape
moving from the origin outwards the area (see Fig. 4a),
and the graph G, is fully connected. The state of the
agents is X;, [pEnI')}:n]T, where p;, € R2 and
Pin € R? are the 2D position and velocity, respec-
tively. The measurements are defined as z(A> (A)

i, ,n
A2A A2A .
and Z_gai,r)b =|Ipj,n — Pinll2 + wfm ) Unless otherwise

specified, a constant velocity model is used, while the

state measurements and inter-agent measurements are zero-
. L . (A

mean Gaussian dlstrlb;ted, 1.62‘, wzv’n2 ~ N2(04,CW(A)),

with Ca) = dlag(cp,w(M’(Tp,w(A)’Up,w<A)’Uf;,w<A))’ and

=ZXjn+W
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TABLE I
DETAILS ABOUT THE LAYER STRUCTURE OF LSTM AND MLP MODELS
\ LSTM |
\ Type [ Output |
Input 4x1
LSTM layer | 128 x 1
LSTM layer | 256 x 1
Maxout 128 x 1
Linear 64 x 1
Linear 16 x 1
‘ gtV I g ‘ gv I ge I gbeee)
‘ Type ‘ Output H Type ‘ Output H Type Output H Type Output H Type ‘ Output ‘
Input 4x1 Input 1x1 Input 64 x 1 Input 64 x 1 Input 16 x 1
Linear+GELU | 72 x 1 Linear+GELU 18 x1 Linear+GELU 18x1 Linear+GELU | 80 x 1 Linear+GELU 16 x1
Linear+GELU | 16 x 1 Linear+GELU 18x1 Linear+GELU | 16 x 1 Linear+GELU | 256 x 1
Linear+GELU 16 x1 Linear+GELU | 16 x 1 Linear+GELU | 128 x 1
Linear 4x1
A2A . L. . .
wAZA) N(0,02 ), with standard deviations o _(a) = The selected final architecture of our model was derived
@, * Y w(A2A) p,w

S5m, o, ) =1 m/s and o, (a2a) = 2 m.

For ]tJ)'oth MPA and MPNN, we consider 7 = 10 mes-
sage passing iterations. The proposed LSTM-MPNN model
has been trained on 10000 instances of constant velocity tra-
jectories, varying p; », € [—10,10] m/s. In order to enhance
model convergence and prevent biases, we standardized all the
samples by performing a min-max scaler so that each feature
lies in [0, 1]. This is done by having a prior knowledge on
the agent position, i.e., p; , € [~100,100] m, and velocity,
ie, Pin € [—10,10] m/s. We highlight that this is not a
strong assumption, since to cover higher areas we just need to
enlarge the maximum range of the state features. We trained
the LSTM-MPNN model for a total of 300 epochs, using a
batch size of 32 samples and randomizing the order of the
dataset at the beginning of each epoch. Here a sample refers
to an instance of trajectories composed of N = 10 timesteps,
i.e., the training sequence length of the LSTM model.

For the training and testing phases of the model, we used
PyTorch version 1.12 and Python version 3.7.11. These opera-
tions were conducted on a workstation equipped with an Intel
Xeon Silver 4210R CPU, which operates at a frequency of
2.40 GHz. The workstation was also supported by 96 GB
of RAM and a Quadro RTX 6000 GPU with 24 GB of
memory. For what concerns the optimizer, we used the Adam
optimization algorithm [47] with an initial learning rate of
0.0001, and momentum values of 0.9 and 0.999 for 81 and
[32, respectively.

B. Model and Implementation Details

The LSTM architecture has been inspired by [48], but
here we reduced its complexity such that it is constituted by
two LSTM layers and a hidden output dimension, i.e., node
embeddings, of 16. The complexity reduction is motivated by
considering that the state estimation in CP comprises two steps
(i.e., prediction and update). For the measurement encoding,
update of node and edge embeddings, and state inference,
we use Multi-Layer Perceptrons (MLPs) with linear layers
and Gaussian Error Linear Unitss (GELUs) activation func-
tions [49]. The complete LSTM and Multi-Layer Perceptrons
(MLPs) model structures are reported in Table I.

upon experimentation, including varying the number of layers
and neurons. However, the main rationale behind the general
structures is the following. First, the NN encoders gq(,A)(~) and
géAQA)(~), despite their small input sizes of 1 x 1 and 4 x 1,
are characterized by a higher computational complexity when
normalized by input size in comparison to the node and edge
embedding updates. Second, between g, (-) and g (), the latter
is more complex given its primary role at the initial step of
each iteration and the need of processing non-linear inter-agent

(A2A) . .
i Finally, the state inference regressor

is the most challenging task and thus it requires
an additional linear layer (4 in total) to effectively predict the
state.

measurements z

gf}regres) )

C. Simulation Results

1) Tracking Performances: The first test aims at assess-
ing the performances of the proposed LSTM-MPNN model
and highlighting the advantages of adopting a data-driven
solution. The comparison includes two non cooperative algo-
rithms, i.e., a Kalman Filter (KF) and a Particle Filter (PF),
which only use the agent state measurements Zi s and the
cooperative MPA described in Section III-A, which uses
the agent state measurements zgﬁ) and the inter-agent ones

](Z:ZZA Tz, and it is implemented following a particle based

approach.

For the particle-based methods, the number of particles
is set to Npp = 1000. We would like to point out that
the KF represents the optimal non-cooperative case since all
noises are Gaussian and all models, i.e., motion and agent
state measurements, are linear. On the contrary, the MPA
results to be sub-optimal given the non-linearity of inter-agent
measurements and the full connectivity of the agent graph.

The results of the comparison are reported in Fig. 4, where
we show a realization of the scenario (Fig. 4a) and the
RMSE of the position and velocity for each timestep (Fig. 4b)
(averaged over 30 simulations). Starting from non-cooperative
methods, we notice that the KF is well approximated by the
particle-based MPA and reaches a positioning error of 1.62 m
while tracking. The cooperative MPA permits to increase the
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Fig. 5. Analysis of the impact of driving noise standard deviation on the

position accuracy for MPA and LSTM-MPNN.

performances by reaching an RMSE on position of 89 cm at
convergence. Lastly, the proposed LSTM-MPNN method out-
performs all the other methods, achieving an RMSE of 21 cm
on the position. Concerning the velocities, all the methods
converge at about 0.05 m/s of RMSE. Apart from regime per-
formances, an additional important aspect to consider is the
model convergence. Indeed, the LSTM-MPNN method is able
to converge after few timesteps, while BP-based algorithms
require more time. This feature allows the LSTM-MPNN
model to fast react in case of track initialization and recov-
ery after a sudden trajectory variation as it rapidly forgets
the previous estimates, updating the state knowledge through
LSTM hidden states.

2) Generalization Capabilities: This experiment compares
the performances of MPA and LSTM-MPNN under different
validation conditions. In particular, we test different inten-
sities of driving process and state-measurement noises. The
MPA retains inside the true value of the motion and mea-
surement noises, while the LSTM-MPNN has been trained
with noise-free driving processes and measurement models.
This is done in order to prove the efficacy of the method
with a full-calibrated MPA and a completely miscalibrated
LSTM-MPNN.

In a first test, we consider a zero-mean Gaussian-distributed
driving noise, ie., w;, ~ N(04,C,w), with Cpn =
diag(ag’w(x),U;w(x),U.’w<x),0.2,w(x)). In Fig. 5, we compare
the MPA and LSTM-MPNN in terms of RMSE on position,
with o o = 0 m and varying o, L € [0,10] m/s. From
the results, we notice that when Tpw® < 0.5 m/s, the
proposed LSTM-MPNN outperforms the particle-based MPA.
On the contrary, increasing the noise intensity leads to a faster
degradation of performances with respect to the MPA. This
is justified by two main factors. Firstly, the model has been
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Fig. 6. Comparison of the impact of state-measurement noise error in terms
of RMSE of the position between MPA and LSTM-MPNN.

trained using error-free trajectories, leading it to anticipate
motion models that adhere to the distribution of the training
trajectories. Secondly, the increased noise raises the likelihood
of encountering an agent with a speed beyond the train-
ing range of [—10, 10] m/s, potentially leading to inaccurate
predictions.

In a second test, we consider a constant motion model and
a varying state-measurement noise, i.e., T wn) € [0,10] m.
This time, analyzing the results in Fig. 6, we observe that the
LSTM-MPNN achieves a lower RMSE across all considered
values of state measurement noise. This confirms the trend
that on peak performances, i.e., with same noises and within
the same area of cooperation, the proposed LSTM-MPNN
model outperforms the cooperative MPA method by reducing
the error to one third. Moreover, even with unfavorable con-
ditions, i.e., training on absence of noise, the LSTM-MPNN
model better generalizes against noisy state-measurements.

3) Impact on Different Number of Agents: For this last
assessment, we evaluate how the different number of cooper-
ative agents affects the performances of the two methods. To
this aim, in Fig. 7, we plot the RMSE on the position varying
the number of connected agents I, € [2,22]. As expected, we
observe that, for a low number of agents, the two methods tend
to converge to the RMSE achieved for the non-cooperative
case, i.e., about 1.5 m. This confirms that with a decreasing
number of agents, the LSTM-MPNN model converges to the
optimal case of single-agent KF. Increasing I,,, the coopera-
tion plays a crucial role in improving CP, especially for the
proposed LSTM-MPNN model. As a matter of fact, in LSTM-
MPNN with only 6 cooperative agents the same RMSE of 20
agents for the MPA method is achieved.

4) Computational Complexity: Given the same graph struc-
ture and same number of message passing iterations between
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in terms of RMSE of the position between MPA and LSTM-MPNN.

MPA and LSTM-MPNN models, the major difference in
computational complexity lies in the computation of the
prediction and update steps. In order to compare one-to-one
the two methods, we define with Npp and N; the num-
ber of particles in MPA and the dimension of the node and
edge embeddings, respectively. These variables drive the com-
putational complexity since they tune the trade-off between
performances and efficiency. Indeed, Npp and N are the
dimension of the messages exchanged during each message
passing step. Moreover, in MPA, Npp regulates the capabil-
ity of the model of approximating the distributions according
to the importance sampling principle. In LSTM-MPNN, N,
has the same function of Npgr in MPA, but with the funda-
mental difference that here the exchanged vector, i.e., node
embedding, does not represent an approximation of the dis-
tributions using a sampling mechanism. On the contrary, it
represents an effective combination of distribution parameters,
e.g., moments, in order to accomplish the CP task.

To this aim, in Fig. 8 we show the whole prediction time
of an instance of agent trajectories, i.e., 16 agents moving
as shown in Fig. 4a, varying Npp or N according to the
model. Note that here the time required to exchange the par-
ticles and the node embeddings are not considered. Moreover,
for a fair comparison, all agent predictions are computed on
CPU and in a sequential manner. Observing the results, we
notice that the LSTM-MPNN is very efficient for a number
of latent dimension Nj < 100, performing the whole infer-
ence in less than 1s. On the contrary, the MPA is slower
even with Npp = 100 particles. Comparing the two meth-
ods for Npp = N}, we note that, from a pure inference time
point of view, it is more convenient to adopt the LSTM-MPNN
if Npp = Nj, < 1000. However, we would like to point out
that, comparing the two methods with the previously adopted
Npp = 1000 and N}, = 16, we obtain an inference time of
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600 ms and 11 s for the LSTM-MPNN and MPA, respectively.
Thus, with the proposed method, we reach one third of the
error at 1/18 of the time.

V. CONCLUSION

This paper addressed the problem of CP by proposing an
innovative LSTM-MPNN model that can be considered as
a promising alternative to conventional probabilistic MPA.
Besides providing for the first time a one-to-one paral-
lelism with respect to MPA, we demonstrated the improved
performance of a fully DL-based model. We detailed each part
of the proposed model, starting from the need of temporal-
dependence solved using an LSTM block, up to the message
passing structure. The MPNN runs on the same physical graph
created by the network of connected agents and it is able to
perform inference in a completely distributed way. Mirroring
the MPA, the messages, i.e., node embeddings, are exchanged
between agents until convergence. Finally, as opposed to the
MMSE estimator in MPA, the state inference is carried out
through a NN at the node.

‘We validated the proposed approach in a synthetic network
of cooperative agents moving in a scenario over straight trajec-
tories. Numerical results showed that the proposed approach
is able to address the problem of CP in an efficient and effec-
tive way by outperforming particle-based MPA in a different
number of aspects. First, under peak performances point of
view, the LSTM-MPNN model reaches a lower RMSE on the
position by a factor of 3. Second, the LSTM-MPNN model
holds a much higher speed of convergence, an order of mag-
nitude lower computational complexity. As an example, in our
experiments, the dimension of the messages exchanged by the
MPNN is 16, while the number of particles exchanged by
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the BP is 1000. Moreover, the proposed model better handles
different state-measurement noises, as well as driving noises
if trained on all ranges of state feature values. Finally, the
LSTM-MPNN model better exploits the power of coopera-
tion, giving a huge improvement even with small number of
cooperating agents.

The value of cooperative positioning is foreseen to dramati-
cally grow over the next several years, especially in the context
of automated and connected mobility, where dense networks of
agents have to handle complex and dynamic environments. It
results that an effective data-driven approach is of paramount
importance to enhance positioning capabilities. Our method
makes a step toward this direction, by enabling distributed and
efficient cooperative inference. Future developments could be
implementing not only a distributed inference but also a dis-
tributed training, maintaining at the same time the agent’s local
data privacy. Moreover, applications of fully DL-based meth-
ods are foreseen for the major fields of target detection and
tracking.

CODE AVAILABILITY STATEMENT

The GitHub repository with the dataset and the Python code
for the model, training and inference is available upon request
to the corresponding author.
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CHAPTER

Federated and Split Learning

In this chapter, we present four works on distributed cooperative learning, namely D-ML
and FD-ML. The distributed algorithms are studied in a real FL platform developed in
the first paper for performing privacy-preserving brain tumor segmentation in medical
networks. The platform is based on the MQTT protocol, and it is flexible to different
models, i.e., architectures and sizes, as well as different FL algorithms, i.e., centralized
and decentralized FL. Motivated by the open issue of synchronization in FL processes,
in the second paper we propose guidelines for designing asynchronous PS orchestra-
tion under heterogeneous IoT devices. In particular, we tune the intervals between
consecutive global model updates based on sample distributions and computational
capabilities, enhancing the accuracy of the system. Then, in the third paper, we address
the problem of non-1ID data distributions in decentralized FL processes by proposing
WAC schemes applied to consensus-based FL. Specifically, we evolve the centralized
FedAdp method and introduce three distinct WAC schemes, named CFAdp, tailored for
heterogeneous client populations. Results on real IoT devices show an improvement in
both convergence and performances under both label and sample data skewness. Finally,
in the last paper, the objective was to create a new class of FD-ML algorithms for both
distributed learning and inferences under resource-constrained devices. Inspired by the
recent introduction of SFL algorithms, we propose a novel server-less SCFL framework
that combines the advantages of both SL and consensus-based FL algorithms. SCFL is
based on an innovative distributed version of MPNN, which enables privacy-preserving
and fully-decentralized learning, as well as low-model complexity for IoT devices and
parallel training and testing among agents.
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ABSTRACT Smart healthcare relies on artificial intelligence (AI) functions for learning and analysis of
patient data. Since large and diverse datasets for training of Machine Learning (ML) models can rarely
be found in individual medical centers, classical centralized Al requires moving privacy-sensitive data
from medical institutions to data centers that process the fused information. Training on data centers
thus requires higher communication resource/energy demands while violating privacy. This is considered
today as a significant bottleneck in pursuing scientific collaboration across trans-national clinical medical
research centers. Recently, federated learning (FL) has emerged as a distributed Al approach that enables
the cooperative training of ML models, without the need of sharing patient data. This paper dives into the
analysis of different FL methods and proposes a real-time distributed networking framework based on the
Message Queuing Telemetry Transport (MQTT) protocol. In particular, we design a number of solutions for
ML over networks, based on FL tools relying on a parameter server (PS) and fully decentralized paradigms
driven by consensus methods. The proposed approach is validated in the context of brain tumor segmentation,
using a modified version of the popular U-NET model with representative clinical datasets obtained from
the daily clinical workflow. The FL process is implemented on multiple physically separated machines
located in different countries and communicating over the Internet. The real-time test-bed is used to obtain
measurements of training accuracy vs. latency trade-offs, and to highlight key operational conditions that
affect the performance in real deployments.

INDEX TERMS Federated learning, learning over networks, medical imaging, healthcare networks, network
architectures, machine learning.

I. INTRODUCTION

Deep learning (DL) and Artificial Intelligence (AI) have
great potential in clinical research as a means for integrating
complex imaging data into personalized indices of diagnosis
and prognosis. Combined with the human pathologist’s
inputs, Al systems have contributed to significantly reduce
the human error rate [1]. On the other hand, the increasing
volume of data, the widespread adoption of Internet-of-
Medical-Things (IoMT) [2] and Al-enabled devices with high

The associate editor coordinating the review of this manuscript and

approving it for publication was Larbi Boubchir
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computing capabilities, have made conventional centralized
(Big-Data) learning solutions inefficient in terms of latency
and scalability due to the need of moving, often periodically,
large datasets. Besides, regulatory authorities as well as
patient organizations are proposing stringent limitations
to Al-driven data processing, to ensure that private data
are not shared or transferred to third parties, even in
anonymized format [3]. In such a dynamic context, Federated
Learning (FL) technology [4] has been emerging as a viable
solution [5]-[7]. The technology enables the distributed
training of Machine Learning (ML) models over remote
devices, namely the Medical Nodes (MNs), or clients,

This work is licensed under a Creative Commons Attribution 4.0 License. For more information, see https://creativecommons.org/licenses/by/4.0/ 8693
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without requiring the same devices to disclose their training
data, possible containing privacy sensitive information about
patients.

As shown in Figure 1, vanilla FL algorithms, such as
Federated Averaging (FA) [4], [8], allow the MNs to learn
a shared ML model under the orchestration of a Parameter
Server (PS). Typically, the PS interacts with the medical
devices through a network, i.e., using a provider or gateway,
to collect (and store) the received local models. These are
aggregated to obtain a global model that is then fed back to the
edge devices for validation and inference. Each Medical Node
(MN) thus participates in training the shared model using
its own dataset. However, in contrast to classical Centralized
Learning (CL), privacy-sensitive data are kept on the device,
while cooperation is based on local model exchange.

FL uses the data as and when they are received or
available at the MN and it thus supports flexible training
processes, such as continual and incremental learning.
First implementations of FL leveraged on a server-client
architecture [6], [7] where the PS coordinates the learning
process. On the other hand, these classical FL techniques are
often considered not always resilient against model inversion
attacks on the PS, where privacy-critical data can be recreated
using the local models stored by the PS [9], [10].

A. RELATED WORKS

Different FL implementations have emerged in the past few
years [11] targeting several application scenarios [12]-[16]
and technology enablers [17]-[19]. Focusing on the popular
brain tumor image segmentation challenge [20], first steps
towards the integration of a privacy-preserving FL system
into a medical image analysis framework are in [6], [13].
It was demonstrated that the FL model quality is comparable
to that of a model trained using CL on a data fusion
center. The dataset therein used to build and test the Al
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system is the multimodal Brain Tumor Segmentation (BraTS)
set [21]-[23]. The FL process typically utilizes the same
training pipeline designed for centralized training: current
state of the art models for 3D brain Magnetic resonance
imaging (MRI) processing are based on an auto-encoder
regularization tool [24], or the U-NET model [25], [26] with
hyperparameter structure described in [27].

The above approaches have two main limits. First, they
only used datasets prepared ad-hoc for testing; they did not
consider how real data coming from hospitals affect the
training process or how to generalize the model. Second,
they rely on a central fusion center for model aggregation
which could lead to privacy leaks. Decentralized training on
incomplete and heterogeneous image datasets (i.e., different
scan modalities) poses new challenges to FL and is the main
focus of this paper. For what concerns the algorithms, the
training process can be implemented via vanilla FL tools
that rely on the PS for distributed coordination. However,
trusted PS designs are needed [28]. As an alternative, fully
distributed learning tools have been recently proposed to
replace, or minimize the use of the PS functions, enabling
server-less training. These techniques have roots in consen-
sus [15] and distributed ledger [29] enablers, as they let the
local models be consensually shared and synchronized across
multiple MNs. They rely solely on in-network processing,
via consensus, diffusion [18], [30], [31] or gossip [32] tools.
Fully decentralized FL policies have been considered for
training on low-power devices (robots, drones) in several
industrial verticals [15], [33] such as robotics, connected
automated vehicles [14], [34] and medical diagnosis [35].
Network scalability/connectivity aspects are however not
considered or discussed.

Though FL approaches are promising, they are often
simulated on virtual frameworks [11] where (virtual) clients
act as independent threads and run on the same physical

VOLUME 10, 2022
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machine. With the exception of [12], [36], [37], pilot
demonstration of FL platforms featuring geographically
distributed devices and real-time training over the Internet
are currently overlooked. In line with the road-map towards
native (in-network) Al designs [38], in this paper we propose
a real-time platform to support network and federated
learning functions integration, validating the proposed FL
solution in a real-world deployment.

B. CONTRIBUTIONS
The paper proposes the application of decentralized FL meth-
ods in the context of cancer diagnosis, focusing in particular
on brain tumor segmentation. To demonstrate the system
in a real environment, a novel Message Queuing Telemetry
Transport (MQTT) based architecture has been developed.
The platform is employed to verify the performance of
FL over real geographical distributed MNs characterized
by non-uniform computing capabilities and heterogeneous
datasets. Both classical FL based on PS designs and fully
decentralized architectures are evaluated, discussing for each
case their impact on the MQTT publishing/subscription
operations. The proposed networking architecture and tools
are designed to optimize the FL process, weaving together
synchronous and asynchronous operations, as well as taking
into account the training time of the individual clients to avoid
performance penalties caused by slower MNs, namely the
straggler effect [11], [39]. The algorithms and MQTT real-
time network have been demonstrated by combining for the
first time, in a decentralized FL approach, public (BraTS) and
private clinical data obtained from the clinical workflow (with
no pre-filtering).

The main contributions of the paper are further summa-
rized as follows:

e Vanilla and fully decentralized FL algorithms are
integrated into a novel network architecture that adopts
the MQTT transport protocol to orchestrate the deep ML
model parameters exchange. We propose an optimized
set of information to be embedded into the MQTT
payload and to characterize the real-time learning
process on each epoch, discussing also model param-
eters compression, serialization and Quality-of-Service
(QoS) mechanisms.

« Implementing FL tools on top of the MQTT protocol
brings novel challenges that are discussed here for the
first time. In particular, 4 mechanisms for ML parameter
exchange are proposed: these account for synchronous
and asynchronous operations on the MNs and the PS,
respectively, as well as decentralized FL, where the
clients, rather than the PS, self-organize to coordinate
the FL process. For all the considered cases, the MQTT
broker is configured to support the client authentication,
authorization as well as to control the access to FL
resources (global/aggregated models, training statistics
and timing). All the proposed architectures are com-
pared to quantify the latency/model quality trade-offs for
synchronous and asynchronous FL processes.
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« Validation of the FL tools is based on a federation
of 5 MNs distributed in different institutions across
the Europe and communicating over the Internet.
Focusing on brain tumor segmentation as case study,
the experiments are conducted in real clinical settings
and with medical MRI images obtained from the
daily clinical workflow. The proposed real-time test-
bed thus provides a unique opportunity to quantify the
improvements of the FL process in terms of practical
metrics, namely the Dice Similarity Coefficient (DSC),
and on heterogeneous datasets without any pre-filtering
and not prepared for testing purposes (in contrast to
public and widely available data).

The paper is organized as follows. Section II introduces the
FL algorithms, namely vanilla and fully decentralized tools
based on consensus and analyze them with respect to medical
imaging problems and privacy considerations. Section III
discusses the proposed brain tumor segmentation tasks
and the necessary adaptations for FL system deployment.
Section IV describes the specifications of the proposed
networking architecture and MQTT protocol integrated
designs. Targeting tumor segmentation, section V highlights
a case study with an extensive database of results obtained
from public and private patient datasets. Finally, conclusions
and open issues are summarized in Section VI.

Il. FEDERATED LEARNING METHODS

The algorithms analyzed in this section range from vanilla
FL tools, such as Federated Averaging (FA), relying on the
orchestration of the PS, to fully decentralized FL, namely

Consensus-driven Federated Averaging (CFA), based on
distributed coordination. In server-based FL systems, the data
owners (i.e., the MN clients) and the global model owner (i.e.,
the PS) are the two major entities. On the other hand, in fully
decentralized tools the PS is replaced by a consensus over
the clients, namely the local model owners. For all cases, the
data are distributed among N clients rather than being kept
centrally, so each data owner i = 1,..., N, has a private
dataset D; of size S; = |D;].

A. VANILLA FL

The FL process generally aims to obtain an optimized
global model wg that minimizes a global loss function £(-)
decomposed into the sum of local losses as:

N
. 1
wG = argvrvmn L(w) = argvrvnln |:N Z} E,-(w):| , (1)

with £;(-) being the local loss function observed by client i.
Problem (1) is solved iteratively by alternating the optimiza-
tion of a local model at each client, i.e., using a gradient-
based method, with a round of communication with the PS to
obtain an updated global model. In particular, the FL process
is characterized by three main steps: fask initialization
(executed only once at beginning), local model optimization
and aggregation. The task initialization is implemented
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during the first iteration, t = O: the server determines the
target task (i.e., the application and the data requirements),
as well as the key parameters of the global model and the
training process, such as the learning rate or the number of
local epochs. The server then broadcasts the initialized global
model wg; and task to the chosen participants. In the local
model optimization phase, at iteration ¢t > 0 each participant
utilizes the local data D; and processing capacity to update
the local model parameters w;; based on the global model
wg,;. The aim of participant i is thus to minimize the local loss
function, w; , = argmin,, £;(w). This is solved via gradient
methods, such as Stochastic Gradient Descent (SGD) [40]:

Wir < Wis — nVLi(Wir; by), 2

where 7 is the learning rate while V.L;(w; ; b;) represents the
gradient of the loss function with respect to the model w; ; and
it is measured on a data mini-batch b; € D;. The optimized
local parameters w; ; are sent to the PS to be aggregated. In the
following aggregation step, the PS collects the local models
from the clients and feds back an updated version of global
model parameters for the next iteration ¢ 4 1, namely wg ;1.
Main aggregation policies are reviewed in [11, Chapter 3].
Finally the clients use the updated global model to update the
local optimization (2). The training rounds, consisting of the
above described local model optimization and aggregation
steps, are repeated until each model w; ; converges to wg, or
a desired training accuracy is obtained.

B. FEDERATED AVERAGING WITH TRUSTED PS

The main parameters to control the computational effort of FL
are: the percentage (C) of clients who take part in an update
cycle, the number (E) of local epochs executed by each client
and the mini batch b; size (B) used for each local update.
The latter one, considering the different resources that each
MN may have, can be relaxed and optimized differently in
each node. In what follows, the Federated Averaging (FA)
algorithm introduced by [41] is tuned for the medical imaging
problem.

In the local model optimization step, the client runs, for a
number of local epochs E, the Adaptive Moment Estimation
(Adam) optimizer [42], that exploits first and second order
moments to overcome local minima:

- ﬂ;’ m;
1=B] Finto
B1 and B, are two hyperparameters and the decaying averages
m; , and v; , are computed respectively as follows:

3

Wi <= Wip —1

m;, < pim;,—1 + (1 — B)VL(Wi,; b)) ()
Vin < BaVino1 + (1= BIVELi(wi i b)), (5)

where n is the timestep index of the Adam optimizer. Notice
that SGD is not recommended on complex models as it needs
careful tuning of the learning rate as the training progresses.
For image segmentation problems, i.e., tumor segmentation,
the number of local epochs E is usually kept small
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(E = 1,2), as already verified in other works [13], while
the batch size B is increased as much as possible to exploit all
the parallel computations given by the Graphics Processing
Units (GPUs).

The aggregation step at round ¢ is performed through
a weighted average according to the number of samples
Si = | Dj| of each client:

N
WG i1 = N; Z Siwip + (1 —€)wg,y, (6)
Zj:l Sj i=1
where € regulates the memory of the past models in order
to have smoothed, or less rapid, changes of the weights. The
aggregation step is a crucial part of the algorithm and affects
the performances. Studies on the adaptive weight function,
that regulates the importance of the client’s contribution in
the global model, have been performed in [19]. However,
in the context of medical imaging, this method is less effective
since the datasets in the MNs present few variations of the
brightness and/or the noise figure.

Much attention instead should be paid to the charac-
terization or customization of the models in each client.
For example, FedPer, proposed in [43] splits the layers
of the deep learning model into baseline and personalized
ones. While the basic layers are collaboratively learned
using the traditional FL technique, the personalized ones
are learned locally and not shared, i.e. opportunistically,
allowing more flexible training of multiple tasks. Adaptation
of this technique to more complex models employed for
brain tumor segmentation (Section III) should focus on
the encoder part, which is generally a pre-trained clas-
sification network like VGG [44]/ResNet [45]. On the
other hand, the decoder part could host the personalization
layers [46].

C. CONSENSUS-DRIVEN FEDERATED AVERAGING (CFA)
The FA policy discussed in Section II-B relies on the
PS orchestration and may be subject to privacy concerns,
especially if the PS infrastructure is vulnerable (e.g.,
untrusted). In these scenarios, medical sites might avoid
joining the collaborative training process to protect their
privacy-sensitive data despite the benefits introduced by
the cooperation. An alternative approach explored in the
following is the consensus-driven FA strategy, namely CFA,
that provides a solution to the FL problem (1) using a fully
distributed and adaptive approach.

In particular, the CFA consists again of an aggregation
and a local model optimization step: however, differently
from the server-based FL, both steps are implemented by
the MNs on each learning iteration. CFA is thus server-
less as the MNs can cooperate with one another without
the coordination of the PS. Rather than sending the model
updates to the PS, the medical sites can directly forward
the ML model parameters to neighboring participants,
provided that they are authenticated as members of the
pool of FL learners, and using peer-to-peer communication
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Algorithm 1 Consensus-Driven FA
1: procedure CFA(N ;)

> Run on client i

2: authentication with network broker

3 receive parameters (1, E, B) > RX from broker
4 initialize w; o < devicei

5 initialize m; o < 0

6: initialize v; o < 0

7 initialize n < 0 > Adam timestep
8 for eachroundt = 1,2, ... do > Training loop
9 receive{W r}reN;, > RX from broker
10: Dec{Wi i}kenN;, > Decipher weights
11: equation (7) > Aggregation step
12: Wi = ModelUpdate(y; ,)

13: send Enc (w,; ,) > Encrypt and TX to broker
14: end for

15: end procedure

16: procedure Mooe.Uepate(¥; ;) > Model opt. step

17: BB < mini-batches of size B

18: for each local epochj = 1,2, ..., E do

19: for batch b € B do > Local Adam
20: n<«<n+1

21: m;, < fim; 1+ (1 —BOVL ;)

22: Vin < BavVin—1 + (1 — B)V2Li (¥ )

23: Vi, < Vi, — '711_7,3?2 : J%”w

24: end for

25: end for

26: end procedure

links. The MNs implement an ad-hoc aggregation step that
incorporates into the local model adaptation the information
collected from the local neighborhoods. Such aggregation
is typically based on consensus [18], [47] or gossip
methodologies [48], [49].

The pseudo-code of the CFA can be found in Algorithm 1.
First, local model optimization (3) is performed using local
data D; over a number E of local rounds/epochs which
can be tuned depending on the MN computing and energy
requirements. The updated model is then sent to neighbors.
In the aggregation step, each MN client i implements the
average consensus policy to obtain the aggregated model ¥,
with the help of the neighbors:

= Y S (Wwea—wi), (D

Vi = Wir+
Zje/\/,v,, Sj ke,

where ¢, controls the stability of the update and N; ; contains
the neighbors of client i at round ¢. Notice that similarly as
for server-based FL, each client might either defer the model
aggregation until the neighbors complete their local model
optimization (synchronous implementation) or rather apply
the model aggregation as soon as they complete their model
optimization, regardless of neighbors status (asynchronous
implementation). These aspects are analyzed in more detail
in the next sections.
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D. COMPARATIVE ANALYSIS AND PRIVACY
CONSIDERATIONS

Vanilla FL typically assumes that the PS and the clients are
all honest, meaning that the clients are training with their own
private data in a good faith, and send true local models to
the PS. However, since the PS aggregates the models from
all clients, it is an appealing target for possible attackers and
thereby a single point of failure in the distributed platform.
So, despite the fact that FL can prevent user privacy leaks,
the parameter server is nevertheless subject to threats such
as server-side training sample reconstructions [9]. Therefore,
trusted implementations of the PS are of particular relevance
in order to be suitable for the medical imaging problem. For
example, differential privacy techniques add a noise term
to each local model in order to prevent information from
being exposed during the model exchange [50], [51]. The
problem of untrusted PS is tackled in this paper at network
layer using encrypted and authenticated communications on
each learning iteration, in exchange for larger computa-
tion/communication overhead.

Besides vanilla FL tools, fully decentralized CFA replaces
the PS with consensus and in-network processing directly
between the clients (Sect. II-C). Differently from server-
based FL, where the PS stores the local models of all
the participating clients, in CFA the clients implementing
consensus are owners of a (small) subset of the local models,
namely the ones shared by the neighborhood N ;. Thereby,
it is unlikely that a model inversion attack targeting an
individual client could reconstruct the training samples of
all the learners. Furthermore, although the CFA architectural
approach solves the untrusted PS issues, the untrusted client
problem still needs to be carefully considered. For example,
distributed ledger technologies, such as blockchain, provide
an effective approach for removing the PS, that is vulnerable
to attacks [28]. Moreover, it can be also exploited to address
the problem of untrusted clients [52], ensuring security of
local model updates obtained from authenticated clients.
The development of robust decentralized FL designs against
adversarial manipulations or data poisoning is however an
open problem [53].

Ill. BRAIN TUMOR SEGMENTATION: FL MODELS

AND METRICS

This section describes the brain tumor segmentation and
classification task. In particular, we highlight the ML
model selected for FL processing as well as relevant
loss and accuracy metrics. Tumor segmentation is one
of the fundamental tasks in medical diagnosis to support
radiologists and clinicians, and also to reduce idle times for
evaluating potential treatments. Given a set of MRI slices,
the goal of brain tumor segmentation is to extract regions of
interest that capture the tumor extent and its shape. This is
accomplished by assigning a class label for every pixel (or
voxel) in the images, indicating the presence/absence and/or
the morphology of the tumor. As an example, Fig. 2 reports
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Prediction

Ground truth

FIGURE 2. Brain tumor segmentation with 2 input layers and

4 segmentation levels: MRI typology 1 (up-left), MRI typology 2 (up-right),
ground-truth ry = [re plf_, (down-left), prediction pp, = [p¢,nlf_,
(down-right).

the two input MRI modalities on the top, while the expected
ground-truth and predicted tumor segmentation labels are
in the bottom-left and bottom-right, respectively. Achieving
accurate segmentation labels in this context requires the
definition of complex processing systems capable of handling
MRI scans with different spatial resolutions, modalities, and
levels of noise, according to the specific medical equipment
employed.

A. U-NET MODEL AND FL ADAPTATIONS

Current state-of-the-art ML systems for brain tumor segmen-
tation heavily rely on Convolutional Neural Networks (CNN)
architectures. Most notably, the U-Net model [25] has been
gaining popularity in recent years thanks to its outstanding
performances, especially for medical segmentation tasks.
The U-Net architecture is composed by two parts: the
encoder, which extracts the context from the images, and the
decoder, whose task is to determine the segmentation region.
The encoder uses several convolutional blocks, followed by
max-pooling operations, for encoding the input image into
intermediate representations at different spatial resolutions.
On the other hand, the decoder is a symmetric network,
composed by the same structural form of the encoder,
that performs upsampling and concatenation operations for
extracting the final segmentation from the input image.

In this paper, we employ the U-Net model [27] that
modifies the original one [25] and it is better suited to
the considered FL medical context. Compared to [25],
the encoder introduces dropout layers for allowing better
model generalization and prevent overfitting. Moreover,
the model has been adapted to receive input images with
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different number of channels, depending on the available
MRI modalities, while also providing up to four segmentation
levels. In total, it presents about 7.8 millions of parameters
and weights of size 30 MB.

B. DICE LOSS AND SIMILARITY METRICS

The ML model is trained using a combination of two losses,
namely the Generalized Dice Loss (GDL) [54] and the Cross
Entropy (CE). The GDL Lgpy, is a generalization of the
conventional Dice Loss that takes into account multiple class
segmentation problems, rather than binary ones. Considering
L segmentation labels and K image elements, the GDL can
be computed as:

L {4 K
Z[:l Wg)) Zn:] Pentin
14 )
Z[Z:I Wg)) Zf:] Pen+Ten

where ¢, € {0,1} and p;, € {0, 1} are respectively
the voxel values of the reference foreground segmentation
(ground truth) and the values of the predicted map for the
foreground label £ = 1, .., L (an example is given in Figure 2

with L = 4). wg) is the weight to model the contribution of
0 _

Lepr=1-2 (8)

each label, and it is defined as w),” = ﬁ Finally, the
n=1"t.n)"
CE loss L¢ is: :
K L
Lep =YY renlog(pes). Q)
n=1 (=1

Note that the formulations of (8), (9) consider the ground-
truth r¢ , and the label p, , segmentations encoded as one-hot
representations. Finally, the total loss in (1) can be computed
as:

L=xcpL+ (1 —-MLcE, (10)

with A = 0.85 and is used to update the weights of the Neural
Network (NN).

For assessing the quality of the trained models for
brain tumor segmentation, we use the Dice Similarity
Coefficient (DSC) metric [55]. Given a pair of ground-truth
T and predicted segmentation patches P, the DSC ranges
from O to 1 and it is computed as:

APNT]+1

DSC=————
[PI+1T1+1

an

where |P N T| denotes the intersection between the
predicted and ground-truth patches, while |P| and |7| are
the cardinalities of the predicted and true segmentation,
respectively. High quality models should possess a DSC value
close to 1, indicating a near-optimal match between ground-
truths and predictions. Of course, since the DSC works with
binary masks, a coefficient will be generated for each of the
segmented parts of the tumor (e.g., tumor-core and not-tumor-
core).
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IV. NETWORK ARCHITECTURE AND MQTT PROTOCOL

In this section, a network architecture is proposed to integrate
the FL tools described previously. The proposed system
adopts the MQTT transport protocol to coordinate the real-
time exchange of the U-NET model parameters through
MQTT-compliant publish and subscribe operations. We dis-
cuss the benefits of the chosen transport layer, as compared
with HTTP based representational state transfer (REST)
services, and design an optimized set of information to
be embedded into the MQTT payload, as well as model
parameters compression, serialization and Quality-of-Service
(QoS) mechanisms. The proposed architecture is validated in
Sect.V targeting the brain tumor segmentation task (Sect. III).
Nevertheless, the proposed framework is general enough for
application to distributed training of deep neural network
models.

The aggregation and local model optimization steps of
the FL process can be implemented via synchronous or
asynchronous policies: when the training process adopts the
synchronous orchestration, all the network entities (clients
and PS, if any) share the same time reference 7: therefore, the
model aggregation should wait for all the scheduled clients
to complete their local model optimization. Notice that the
aggregation steps on the PS (6) and on the client, in fully
decentralized training (7), can be adopted as they are. On the
contrary, in the asynchronous orchestration, the clients, or the
PS, aggregate the available local models without any regard
of their relative temporal alignments. More specifically,
asynchronous model aggregation (6) implemented on the PS
at time ¢ becomes

€

N

SiWit—z, + (1 — WG r—1pg, (12)
ZjN=l Sj ;
with w;;_;, being the local model from client i available
at time r — 7;, 7 # O the relative timing mismatch
with the PS, and Tpg regulating the time span between
two global model updates. Similarly, in the asynchronous
implementation of the CFA algorithm, once a medical center
finishes its local model optimization, it immediately switches
to the aggregation step, regardless of whether its neighbors
have already finished their local model optimization or not.
Therefore, each MN i will now receive from neighbors k the
last uploaded models of rounds ¢t — 1, Yk € A, namely,
from (13)

WGt =

€t

D Sk (Whrg — Wis) . (13)

Vi, =W+ =—"-—7
2N Sk Ex,

In what follows, and based on the above considerations,
we analyze in detail four different network architectures and
related MQTT orchestration mechanisms weaving together
synchronous and asynchronous operations, i.e., on the clients
and/or the PS.

A. MQTT MESSAGING AND FL PROCESS ORCHESTRATION
The choice of the MQTT protocol [56], over for example
the HTTP RESTful, was dictated by many factors, starting
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with the superior bandwidth efficiency of MQTT and
lower latency [57]. Another important aspect is the low
overhead of the protocol, designed for low-power machine-
to-machine transactions, which is crucial given the size
of the messages exchanged during the federated training
phase. The MQTT protocol is also suited for one-to-many
communications as needed i.e., during the distribution of
the global model from the PS to the MN. Finally, the
architecture can be easily extended to the Internet-of-Things
(IoT) field, i.e., on embedded devices, or smartphones,
where the implementation is practically constrained by low
computational capabilities and battery usage requirements.

1) MQTT MESSAGING

In the proposed FL architecture, both the PS and the medical
nodes/centers members of the federation act as MQTT
client devices and support publish and subscribe operations.
Devices thus share the layers of the deep learning model
by encapsulating the parameters into the MQTT standard
payload. In particular, the basic subset of information
included in the payload are:

i) the updated weights w; ; of the U-NET model trainable
layers (Sect. I1L.A),

ii) tunable parameters for monitoring the convergence,
namely: the number E of local rounds to be executed in
each client, the learning rate n to be used in the local
model optimization step, the target DSC performance
(Sect. I11.B) and the patience (to apply the early stopping
procedure),

iii) training statistics: the client identification number, the
federated round indicator and the performance metrics,
i.e., DSC in (11), obtained from the validation dataset.

2) PUBLISH-SUBSCRIBE OPERATIONS AND QoS

MQTT publishing and subscription operations are organized
into a number of topics. Considering both FA and CFA
algorithms, the main topics are the ones related to the MN
and PS exchange of the model parameters. In case the model
size exceeds the maximum dimension of the MQTT messages
(by default set to 250 MByte), the model can be automatically
decomposed in different fragments, each representing one
or multiple layers of the model, and published separately.
Other topics are related to the configuration parameters,
to the number of samples of each medical center and to
a timestamp that indicates the last time t; the k medical
center has been seen. Before being sent to the broker, all
messages are first serialized into binary objects with the
cPickle module. We chose to use this module rather than the
classic JSON serialization method because of its higher speed
and flexibility [58]. Messages are further compressed using
the zlib module, in order to occupy less space and bandwidth
(about 10% less), and are sent to the MQTT broker with
Quality of Service (QoS) 2. In particular, QoS 2 implements
a 4-way handshake mechanism that is especially effective
over communication links with poor quality, while adding a
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negligible delay (100 ms) if compared with the time required
for transferring the message payload (>1 s). Minimizing
packet losses is critical in FL. while, as also shown in [59],
QoS 2 is the most effective choice for large payload MQTT
publishing operations. For all cases, the TLS protocol is
adopted to encrypt the exchanged messages.

3) MQTT BROKER

Considering FA, the clients publish their data to a MQTT
broker that is in charge of maintaining the model parameters
and forwarding them to the PS whenever a change is detected.
Multiple copies of the messages, as well as packet losses,
are handled directly by the QoS 2 specification. The MQTT
broker service thus acts as sink node for local models
collection and it is thus maintained until the end of the
training process. According to the type of broker, the memory
size and capabilities can change: in our case, we used a single-
threaded broker but other options are also possible. On each
round, the broker accepts subscriptions from the active clients
that publish their model parameters. Considering server-
based FA, all clients also subscribe to the same broker service,
i.e., to download the updated global model. On the other hand,
for CFA, each client subscribes to its neighbors’ topics to
retrieve their last available models and publishes the updated
model on its related weights topic.

The software that implements the FL process and enables
the MQTT transactions for the client (and the PS) is available
online [60]. Once installed, it is completely self-sustaining
while all network entities maintain an idle mode state until the
training process is initiated or updated. The FL process begins
with a Command&Control (C&C) tool that uploads the main
parameters on the MQTT broker and starts the training. Once
the process is started, the PS or the clients, in case of fully
decentralized implementation, are in charge of maintaining
the training. Furthermore, new authenticated MNs that aim
to join the federation, are accepted from any geographical
location. The number of resources consumed are chosen a
priori according to the complexity of the task and the dataset,
the MN computing capabilities and to the desired training
speed. To stop the process many possibilities are accepted:
reaching a target number of federated rounds or performance,
or a direct message from the C&C tool.

B. SYNCHRONOUS AND ASYNCHRONOUS FL NETWORK
ARCHITECTURES

The development of a network architecture designed for
native FL support over the Internet needs to face two critical
challenges. First, slower clients, i.e., retaining large datasets
(high number of MRI images) or characterized by low
computational resources, experience a longer training time
and might penalize faster clients (straggler effect). Second,
global model updates issued by the PS, if used, or by
the clients, when implementing consensus, should avoid
possible deadlock situations caused by packet losses, i.e.,
links with poor quality as well as delayed model updates from
neighboring clients.
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To overcome these issues, we introduce and analyze
different network architectures that leverage distinct levels
of a/synchronicity on the client or the PS (if used),
respectively. We show that introducing temporal variations
and asynchronicity over some of the FL network entities,
namely the clients and the PS, can lead to more efficient
training in the presence of slow/heterogeneous FL learners.
In particular, for the proposed implementation, a client is
considered asynchronous if it can perform more than two
local rounds without stopping or waiting for global/local
model updates from the PS or neighboring clients. The
time span of one local round implemented on client k is
defined as Typunq(k), which is the sum of the time required
to download the weights from the MQTT broker, training
the new model (local model optimization step), encrypt,
compress and upload the weights to the broker:

Trmmd(k) = Tdownload + Ttraim'ng + Tuplnad~ (14)

Considering PS based FL, we implemented a timer that fires
every server sleep time, namely Tpg. As shown in (12), when
this happens, the PS decides whether to update the global
model or not, depending on the backlog of local models
retained by the MQTT broker. In particular, the Retain Flag
of the MQTT protocol is set to true so that the last message
sent by the MN is stored into the MQTT broker: when
the PS (or another client) subscribes to the same topic, the
broker delivers the message. In what follows we highlight
4 selected architectures: notice that three of them are based
on the PS a/synchronous orchestration, while the last one
supports the fully decentralized FL tools and the consensus
process.

1) PS SYNCH., CLIENT SYNCH. (PS-5/C-S)

The architecture, represented in Figure 3b corresponds to the
vanilla FL implementation proposed in [4], [8]: both the
PS and the clients are synchronous (S) with respect to
the training process, therefore all network elements share a
common sense of time, while the FL process is supervised
by the MQTT broker. The PS waits until all the clients
complete their model optimization steps, and monitors the
PS weights topic on the MQTT broker. Once all clients have
published their weights, the PS is unlocked and implements
the aggregation step as in (6). After the PS has published the
updated global model, the clients are unlocked and the PS
returns to wait.

2) PS SYNCH., CLIENT ASYNCH. (PS-S/C-A)

As described in Figure 3c, the PS keeps the same synchronous
behavior as in the PS-S/C-S architecture. On the other hand,
the clients adopt asynchronous (A) actions: when their model
optimization step is completed, they might continue the
training using local data unless the PS global model is
updated. In such case, they stop the local model optimization
step and replace the local weights wy ; with the updated
global model wg ;.
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FIGURE 3. FL architectures: from left to right PS-S/C-S, PS-S/C-A, PS-A/C-A and C/C-A. Red color indicates a synchronous element (client or PS) and its
implications. On the contrary the asynchronous element is depicted with green color.

3) PS ASYNCH., CLIENT ASYNCH. (PS-A/C-A)

The last type of PS-based architecture is pictured in Figure 3d.
In this case, both the PS and the clients are asynchronous (A).
On every Tps sec., the PS collects the local model weights
from the MQTT broker and updates the global model even
though not all clients have finished their model optimization
steps. The clients are also asynchronous and act similarly as
in the PS-S/C-A architecture.

4) CONSENSUS-DRIVEN (NO PS), CLIENT ASYNCH. (C/C-A)
The architecture supports the consensus-based (C) FL and
coordinate the local model exchange among the clients.
As illustrated in Figure 3d, the implemented architecture
is fully decentralized while every client is asynchronous.
The clients can communicate directly with each other
uploading and downloading the updated local model weights
from the MQTT broker through the specific topics of the
neighbors. In particular, the MQTT broker acts as a bridge
allowing the communication among interconnected MN,
i.e., possibly located in different countries, and according
to an assigned connectivity matrix. When a client has
finished its round, it downloads the weights of its neigh-
bors, updates the local model according to a specified
algorithm (i.e., the CFA described in Sect. II), and in
turn publishes the updated local model on its weights
topic.

V. CASE STUDY: DIAGNOSTIC IMAGING FOR BRAIN
TUMOR SEGMENTATION

The study and validation of the proposed architecture and FL.
tools is performed on a federation of 5 MNs distributed across
Europe. As detailed in Sect. I1I, we selected the task of binary
segmentation of brain tumors (and tumor-like pathologies)
in the axial slice-based single-channel FLAIR MR images
to concentrate our effort on the challenge of implementing a
networking and computing environment in a realistic clinical
setting. The FL process and model quality are verified first
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using the BraTS public data repository (BraTS 2018), next
we analyze a more realistic set up featuring an additional
real-world clinical data set of images not prepared ad-hoc for
testing. Such new dataset is referred to as “Athens set” and
it is used to complement the federation with additional MNs.
Finally, validation on the BraTS 2020 set is also considered.
For all setups, the model quality, here also referred to as
performance level, is measured in terms of DSC metric
defined in (11).

The approach we follow for the analysis is threefold.
First, the data pre-processing pipeline (Sect. V-A) targets the
harmonization of BraTS and Athens sets. All the proposed
FL network orchestration mechanisms, namely the PS-S/C-S,
PS-S/C-A, PS-A/C-A, C/C-A, are then compared with the
benchmark centralized ML (Sect. V-B) with respect to
the DSC metric. In particular, the parameter server sleep
time Tps is optimized for asynchronous FL, targeting the
PS-A/C-A architecture. Finally, we analyze the performance
in a practical scenario where FL is implemented on het-
erogeneous medical nodes located in Italy and Switzerland
(Sect. V-C). For these last experiments, we consider different
combinations of training and validation sets quantifying for
each case the benefits of federation.

A. DATASETS AND DATA PREPARATION

To verify the performance of the proposed FL tools and
architectures we first populated 4 MNs, located in differ-
ent countries, with shards from publicly available BraTS
2018 and BraTS 2020 datasets [21]-[23]. The division of
BraTS dataset into training and validation sets was performed
on a per-examination basis, so all slices from one examination
ended up in the same set. The number of examinations
and slices per node can be seen in Table 1. In particular,
BraTS 2018 dataset was splitted into three shards (namely
MNs 1, 2, and 3), and the new examinations from BraTS
2020 (added on top of BraTS 2018), were used for the last
client (MN 4).
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TABLE 1. Distribution of BraTS datasets across three different FL clients.

Abnorm. | Normal
Exam. T D
slices slices
Training - MN 1 (BraTS 18) 67 4421 5964
Training - MN 2 (BraTS 18) 67 4458 5927
Training - MN 3 (BraTS 18) 66 4296 5934
Training - MN 4 (BraTS 20) 59 3817 5328
Validation - MN 1 (BraTS 18) 19 1309 1636
Validation - MN 2 (BraTS 18) 19 1272 1673
Validation - MN 3 (BraTS 18) 19 1207 1738
Validation - MN 4 (BraTS 20) 25 1681 2194
[ Total [ 341 [ 22461 [ 30394 |
TABLE 2. Size and distrit of Athens’ d into training, validati
and testing sets.
Abnormal Normal
Exam. | Slices | Exam. | Slices
‘ Training - MN 5 (Athens) 21 1173 18 1005
| Validation - MN 5 (Athens) 5 233 4 186
[ Total [ 26 [ 1406 ] 22 [ 1191 |

As previously mentioned, to complement the federation
with additional nodes and training data, we considered
a new private dataset (Athens dataset) consisting of 48
MRI examinations, out of which 26 contain abnormalities,
and the rest 22 are normal, serving as negative control in
the experiments. Similarly as for BraTS, the examinations
were divided into training and validation sets on the per-
examination basis. The setup has been designed purposely to
cope with harmonized, but significantly different, data across
nodes. The new dataset is hosted in the MN labelled as 5 while
the total size of the dataset and the portions belonging to
training and validation sets are depicted in Table 2. Hardware
specifics and computing capabilities of the 5 deployed clients
are further detailed in Table 3.

1) BRATS VS. ATHENS SET

Besides the fact that images in Athens and BraTS datasets
come from different sources, they differ also in few other
critical aspects. First, Athens data consist of raw samples
as they come out of the MRI machine, without any skull-
stripping or transformations. On the other hand, BraTS
images are already pre-processed: they are all registered
to the common atlas, interpolated and subsampled to an
uniform resolution 1 mm?® in all three main axes in 3D.
Furthermore, BraTS collection contains only examinations
with abnormalities, while in the Athens dataset there are
also normal examinations (healthy patients) and a wider
range of oncological cases w.r.t. the shape, position and
typology. Finally, BraTS dataset contains only high- and
low grade gliomas (HGG and LGG), while Athens examples
feature also metastatic and smaller tumor-like lesions (see the
examples in Fig. 4).

2) DATA HARMONIZATION AND AUGMENTATION

To harmonize the BraTS and Athens inputs, so that the data
of all nodes can contribute to model training, we employed
few normalization steps in the data processing pipeline.
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FIGURE 4. Representative images from BraT$ (A) and Athens’ (B, C, D)
datasets: A) large detection with surrounding edema in the left
hemisphere from BraTS 2020; B) similar case in right symmetrical
position from Athens’ data set; C) small detection on the left semi-oval
centrum, and D) normal examination.

First, Athens images are resampled to the spatial resolution
of 1 mm?, so that the spatial dimensions are compatible
with BraTS samples. Then, the intensities of each slice
are standardized (i.e., transformed such that the mean
intensity is O with standard deviation 1). All slices are then
clipped or padded to obtain images with uniform dimensions
240 x 240 pixels. Because the BraTS dataset contains more
fine-grained segmentation labels (marking individual parts
of the tumors) compared to what we needed, we merged all
labels together to produce a whole-tumor segmentation mask.
On top of the harmonization of the input data, we employed
also a data randomization step that consists of randomized
transformations like image flipping, rotations and elastic
deformations. Input images are also altered by adding
Gaussian noise. This process helps to de-correlate the training
samples and in turn improve the robustness of the model
against overfitting. It is worth to mention that higher spatial
resolution MRIs provide critical anatomical features that help
to better detect illness and make diagnoses. Unfortunately,
High Resolution (HR) MRIs are hampered by extended
scan times and low signal-to-noise ratio (SNR), especially
when hardware capacity is restricted. Consequently, often
Low Resolution (LR) images are taken. Recent research has
shown that using CNNs and single image super-resolution
(SISR) techniques, HR images may be reconstructed from LR
ones [61].
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TABLE 3. Medical Nodes hardware and computing capabilities.

CPU

RAM GPU

Milan site 1: Desktop PC

Intel(R) Core(TM) i7-3930K @ 3.2 GHz

32 GB NVIDIA GeForce RTX 3090 with 24 GB

Milan site 2: Laptop PC i7-10750H @ 2.6 GHz | 32 GB | NVIDIA GeForce GTX 1650 Ti with 4 GB
Geneva site 1: Desktop PC1 Intel(R) Core(TM) i7-6700 @ 3.4 GHz | 32 GB NVIDIA Quadro K2200 with 4 GB
Geneva site 2: Desktop PC2 | Intel(R) Xeon(R) E5-1630 v3 @ 3.70 GHz | 32 GB NVIDIA GeForce RTX 3090 with 24 GB
Geneva site 3: Desktop PC3 | Intel(R) Xeon(R) E5-1630 v3 @ 3.70 GHz | 32 GB NVIDIA GeForce RTX 3090 with 24 GB

B. ASSESSMENT OF NETWORK ARCHITECTURES

In the following initial tests, we deployed 4 clients co-located
with the Milan site 1 (hardware specifics are detailed in
Table 3). Three clients use training data from the BraTS
2018 while the remaining one uses the Athens dataset.
In addition, the FL model quality is validated with both
Athens and BraTS validation sets and assessed using the
DSC metric (11). This is obtained by averaging the DSC
metric over the full validation dataset in each MN. For real-
time evaluation of the FL process, the hardware platform
hosting each client has been adapted to use 4 GB of GPU
memory and about 3.5/4 GB of RAM. To optimize memory
usage, we adopted the TFRecord binary format and only a
suited number of training samples were kept in memory:
about 1000 training slices for shuffling reasons. Regarding
the training parameters, we set the number E of local epochs
to 1, for the reasons described in Section II-B, and the
batch size B to 16. The learning rate of the Adam optimizer
was set to 1074, while the B1 and B, hyperparameters are
fixed respectively to 0.9 and 0.999. The validation phase is
performed by each MN on its validation set after receiving
the global model by the PS. This validation step provides for
amore accurate tracking of model quality improvements over
time.

In Figure 5 we compare the DSC of PS-S/C-A and the
PS-A/C-A architectures at different clock times and by
varying the server sleep time 7pgs. The optimal choice of the
sleep time depends on the minimum/maximum local round
time between each client, defined as:

Tmax
Tvin = mkil’] Trouna (k). (15)

m]?-X Tround (k)

As highlighted in the corresponding scenarios, setting
Tps < Tuyy improves the training time of the PS-A/C-A
architecture: in particular, it reaches a target DSC of
0.85 while saving the 20% of the training time compared
with the synchronous PS-S/C-A option. On the contrary,
performance drops are observed when Tps >= Ty,
specifically regarding the final DSC that worsens from
0.878 to 0.865. For what concerns the PS-S/C-A architecture,
setting Tps <= 2 Tpyax (blue area), gives the worst
performance. This result can be due to the fact that in the PS-
S/C-A architecture, the clients perform too many local rounds
before the aggregation step and this can lead to a bias in the
training process. Finally, for the same reason, we can observe
that increasing too much T'pg (red line) is detrimental and not
useful.
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FIGURE 5. Comparison between PS-S/C-A (blue areas) and PS-A/C-A (red
areas) architectures for varying Tps. The plots report the observed DSC at
different clock times. Highlighted scores of 0.878, 0.865 and 0.85 produce
different prediction images (as analyzed in Figure 6).

MRI Ground Truth  Prediction

. k

(a)

0.865
(b)
(c)

.

FIGURE 6. Qualitative representation of performance at convergence in
Figure 5. From top to bottom, the predicted images reached a DSC metric
of respectively 0.878, 0.865 and 0.85. These values correspond to
prediction by, respectively, PS-A/C-A with Tpg < Ty (image a), PS-A/C-A
with Tpg >= Ty (image b) and PS-S/C-A (image c). Red circle highlights
the main detection difference in the upper part of the tumor.

Besides performances as measured by DSC and training
time, in Figure 6 we analyze the tumor segmentation quality
by visual inspection and considering the final DSC reached
by the FL architectures PS-S/C-A and PS-A/C-A after
4 . 10* seconds of training. Although the DSC metric is
above 0.85 for all cases, the trained models in Figure 6a
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FIGURE 7. Comparison among all architectures. The centralized ML
benchmark is highlighted with a thick solid black line, while the fully
decentralized FL architecture (C/C-A) is in dashed line. The three
server-based FL architectures are in blue lines with different markers.

and 6b are able to detect the upper part of the tumor
as they achieve a DSC of 0.878 and 0.865, respectively.
On the other hand, the model in Figure 6¢ cannot, since the
corresponding DSC is only 0.85. This example is critical
to understand how even a small increase on DSC can
significantly improve the predicted image, as well as the
segmentation precision/quality.

Considering the same settings described previously,
in Figure 7 we investigated the differences among all
the proposed FL architectures when compared with the
benchmark centralized ML case. The C/C-A architecture
replaces the PS in exchange for slower convergence time
compared with server-based FL policies (i.e., PS-A/C-A).
However, it reaches comparable dice whole metric above
0.85. The performance of the PS-S/C-A scheme is worse
than the fully decentralized C/C-A: the heterogeneity of
the datasets suggests the use of an asynchronous PS with
Tps < 2 Tyax. Compared with synchronous FL, the asyn-
chronous PS-A/C-A architecture, with Tpg < Tpyyn, Obtains
the best tradeoff between performances and training time.

C. IMPACT OF HETEROGENEOUS NODES AND

VARYING DATA SETS

In this section we target practical setups where the MNs are
located in different countries. Nodes are also equipped with
varying computing capabilities, according to Table 3, and
communicating over the Internet. The goal is to highlight the
robustness of the FL process in handling both data and client
heterogeneity. The proposed setups also verify how trained
models via FL can be updated and transferred to newcomer
MNs bringing new data to the process. In what follows,
we adopted the PS-A/C-A architecture by keeping the same
server sleep time Tps = 127 seconds, as optimized in the
previous section. The local round time of the clients varies
depending on the physical machine, namely the hardware and
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TABLE 4. Its of the I-ti experi ts with the PS-A/C-A
FL architecture and Tpg = 127 s. MN are described in Tables 1 and 2, sites
(s.) in Milan (M.) and Geneva (G.) and corresponding hardware are in
Table 3. For each of the three experiments (Tables a-b-c), we describe in
the upper sub-table the different compositions of the MNs according to
their physical sites and the round time 7,,,,,4. The lower sub-table
reports Ty4x and Ty, values along with the time required to achieve a
DSC of 0.85 and the DSC reached after 5 - 104 s.

(a)
Test 1 MNI1 MN2 MN3 MN5
Hardware M.s. 1 M.s.1 | M.s. 1 | G.s. 1
Troundls] 441 441 441 332
Ty axls] 441
Tarin(s] 332
Time [s] to DSC 0.85 12000
DSC after 5 - 107 s 0.878-0.880

(b)
Test 2 MN1 MN2 MN3 MNS5
Hardware M.s. 1 M.s.1 | M.s.2 | G.s. 1
Ty oundls] 127 127 747 332
Taraxl(s] 747
TyminNIs] 127
Time [s] to DSC 0.85 7000
DSC after 5 - 10% s 0.866-0.870

[©]
Test 3 MNI MN2 MN3 MN5
Hardware M.s. 1 G.s.2 | Gs.3 | G.s. 1
Troundls] 80 72 70 359
Traxls] 359
TminNIs] 70
Time [s] to DSC 0.85 6000
DSC after 5 - 10% s 0.8707-0.8715

the computing capability. We also used the same number of
clients and dataset distributions.

As described in Tables 4a-4b-4c, we performed 3 tests
using MNs 1, 2, 3 and 5 in different sites. A visual repre-
sentation of test number 3 (Table 4c¢) indicating the specific
MNss locations and corresponding dataset distributions can be
found in Figure 8. Each MN is characterized by a different
time round Tyy,nq, While the corresponding Tyax and Tay
(15) values are reported for simplicity. For each test, we also
reported the time required to achieve a target DSC of 0.85,
and the DSC reached after a training period of 5- 10* seconds
(corresponding to about 800 rounds). Considering the time
required to reach a DSC of 0.85, we can notice that having
a low Tyy leads to higher performances especially in the
first part of the training process. This is due to the fact that
the MN's with large computing capability can perform several
local rounds between two global model updates, thus refining
the local model. On the other hand, the higher DSC reached
after a period of 5 - 10* seconds is achieved only by test 1
(Table 4a) that has the optimal server sleep time: Tps < Ty -

In the last experiment, we analyzed a further setup where
the MN labelled as 4 in Table 1 joins the federation.
In particular, the new node contains examples drawn from
the BraTS 2020 set and is located in the Milan site 1
(Table 3). The purpose of these tests is to verify the robustness
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ion of Test 3 of Table 4. The MNs (i.e., the datasets) are also described in Tables 1.

™

ging from BraT$ 2018, BraTS 2020 and the new Athens dataset.

Cross-markers indicate, for each case, the training sets and the corresp

lid ples on which the DSC (second-last is ¢

The dimension of the total MRI training datasets is reported in the last column in terms of number of slices (of size 115 KB). Max and min values of
validation DSC for each dataset are highlighted in green and red, respectively. Notice that the MN 1-2-3 (Table 1) are grouped together in BraTS 18 for

brevity.
Training Validation

# MNs BraTS 18 | BraTS20 | Athens BraTS 18 | BraTS20 | Athens DSC # MRI slices
1 1 X X 0.72-0.76 2178
2 1 X X 0.860-0.870 31000 one dataset
3 1 X X 0.874-0.878 9145
4 4 X X X 0.730-0.750 33178
5 4 X X X 0.872-0.876 33178
6 4 X X X 0.877-0.879 40145 two datasets
7 4 X X X 0.881-0.883 40145
8 2 X X X 0.878-0.882 11323
9 2 X X X 0.740-0.760 11323
10 5 X X X X 42323
11 5 X X X X 42323 }three datasets
12 5 X X X X 0.730-0.750 42323

of FL, in terms of DSC, for varying combinations of
training and validation sets chosen from the BraTS 2018,
the BraTS 2020 and the Athens data previously described.
In Table 5, we compared the observed DSC after 800 FL
rounds (corresponding to approx. 5-10* seconds) considering
all possible combinations of training and validation sets,
as indicated by the corresponding markers. In particular, the
first three cases (rows 1, 2 and 3) correspond to single node
training where the MN uses only its local data for learning
(namely BraTS 18, BraTS 20 or Athens), without joining
the federation. The following six cases (rows from 4 to 9)
highlight the training performance observed when 2 to 4 MNs
share their model parameters in the federation. Finally, the
last three cases (rows 10, 11 and 12) show the performance of
a federation of 5 MNs using all the available datasets (42323
MRI slices) and different validation examples. We can notice
that in general, if a MN joins a federation (of 2 to 5 MNs),
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the DSC increases as expected. Although improvements are
numerically small, they provide a significant increase of the
predicted image segmentation resolution, as closer to the
ground-truth (see also the examples of Figure 6). With respect
to single node training, the DSC increases on average by 1%
considering a federation of 4 MN, and scales up to 1.6%
when all the training sets are considered (5 MNs). Notice
that further improvements are expected by replacing the
current U-NET model with more complex options [24], [26],
as well as increasing the number of deployed MNs,
in exchange for larger training time. Looking now at the
training datasets, we can observe that the major performance
improvements occur when the MNs retaining BraTS data join
a federation with other MNs holding training samples with
similar characteristics (BraTS 2018 or 2020): see cases 2,
6 and 3, 7. Interestingly, a MN that joins the federation
and brings samples from the Athens set provides further
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improvements, estimated as 0.6% on average, see cases 0,
10, and 7, 11. This last observation is noteworthy because
even with all the differences described in Section V-A and
with the fewer examples/slices of Athens dataset, the increase
of DSC is significant. FL performance improvements with
increasing dataset size, i.e., from one to three datasets as
in cases 2, 10 and 3, 11, can reach up to 1.7%, while the
benefits of joining the federation are evident. From a different
perspective, excluding MNs from the federation, even though
they exhibit straggler-like behaviors, is not recommended
since the global model might lose its ability to generalize, i.e.,
being less adaptive to new data. Finally, it is worth noticing
that the DSC on the Athens validation dataset seems to be
little influenced by the MNs holding the BraTS sets (cases 1,
4,9 and 12). A cause of this could be the fewer validation
slices or the different initial resolution of the Athens dataset.

V1. CONCLUSION: OPEN CHALLENGES AND

FUTURE ACTIVITIES

The paper proposed federated and decentralized learning
tools to support smart healthcare networks and medical
diagnosis. An example of implementation was given in the
context of brain tumor segmentation. Parameter server (PS)
based federated learning (FL) and fully decentralized FL
tools relying upon average consensus have been implemented
on top of the MQTT transport protocol, while different
network architectures and related designs were proposed
to exploit synchronous and/or asynchronous coordination
among the clients and the PS, when used. In particular,
leveraging distinct levels of asynchronicity on the clients
was found as a more efficient option in the presence of
heterogeneous nodes and data, as letting the medical nodes
to fully explore their local examples before publishing their
updates. Asynchronous consensus is also a good-compromise
between resource utilization and performances. The proposed
architectures were extensively tested on medical data com-
posed of heterogeneous datasets from public and private
sources, demonstrating first of all the advantage of the FL
system on the centralized training, and furthermore, the main
benefits of the MQTT protocol when it comes to reliability,
bandwidth efficiency and scalability.

The applications of FL for healthcare and automatic
diagnosis are expected to quickly mature in the coming
years targeting robust, scalable and privacy-preserving health
services. In particular, distributed learning is expected to
realize larger-scale and collaborative healthcare systems
possibly opening to fully decentralized diagnosis operations,
as opposed to centralized analytics on data centers. Besides
the promising opportunities highlighted by the paper, future
developments of FL are expected to address the robustness of
classical and decentralized tools against adversarial manipu-
lations and data poisoning. In addition, the trained models
typically observed in medical applications have very large
size, ranging from 30 and up to 150 MB [62] per medical node
and learning round: when the FL process is implemented over
wireless channels, the communication bottleneck should be
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carefully addressed, possibly via quantization, compression
and model updates sparsification. As highlighted in the case
study, excluding slow medical nodes (stragglers) from the
federation is also not recommended in healthcare networks
as these might be fundamental to improve model general-
ization. Trade-off solutions should be therefore investigated.
A properly designed FL system can obtain performances
meeting the needs of healthcare professionals. Nevertheless,
a quantitative evaluation of trustworthiness metrics is also of
fundamental importance to ensure the robustness of the FL.
platform.
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A Traffic Model Based Approach to Parameter Server
Design in Federated Learning Processes

Bernardo Camajori Tedeschini, Graduate Student Member, IEEE, Stefano Savazzi~, Member, IEEE,
and Monica Nicoli™, Senior Member, IEEE

Abstract— This letter proposes a model to describe the data
traffic generated by a Federated Learning (FL) process in
a wireless network with asynchronous Parameter Server (PS)
orchestration and heterogeneous clients. The model accounts for
the local update processes implemented by individual clients
and it is used to enforce requirements on the PS design,
namely to regulate the interval among consecutive global model
updates. PS requirements are validated on realistic pools of
resource-constrained wireless edge devices, typically found in
Internet-of-Things (IoT) setups. Numerical results show that
the proposed policy is effective when devices have unbalanced

Clients (data producer + learner) Model composition

Ty

resources, namely, different sample distributions and computa-
tional capabilities. It permits an accuracy gain of up to 15-17%
on average with respect to typical asynchronous PS designs.

Index Terms— Federated learning over networks, traffic mod-
elling, edge devices, computing.

I. INTRODUCTION

EDERATED Learning (FL) enables resource-constrained

edge devices to cooperate over a network for training a
shared Machine Learning (ML) model. It protects data owner-
ship by ensuring that the observations used for training never
leave the device responsible for its production. As depicted in
Fig. 1, FL alternates the computation at each device of local
model parameters, i.e., the weights of deep neural network
layers, with the communication to a Parameter Server (PS)
that fuses the local models and returns a global model [1].
Different FL implementations [2] and enablers [3] emerged in
the past few years. Most applications call for geographically
distributed [4] and heterogeneous clients with different tempo-
ral alignments. In many cases, an asynchronous orchestration
of the FL process is also a prerequisite, especially in next
generation networks.

Current state-of-the-art on asynchronous FL strategies
mainly have the following limitations. First, in vanilla algo-
rithms, the PS updates the global model as soon as a local
model is received [5], with no regard to client-specific resource
constraints. This can lead, for example, to biased updates from
faster clients. Secondly, the update at the clients is not opti-
mized as the number of local epochs is usually fixed and not
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Fig. 1. FL system with heterogeneous and asynchronous clients. Optimized

T'ps takes into account the local model update completion time of the clients.
Top-right corner: model composition for the experiments.

tuned according to the type of traffic or the quantity/quality of
the data [6]. The letter proposes a moment-matching approxi-
mation to represent the traffic generated by clients engaged in
an asynchronous FL process. The model is validated through
a real FL prototype consisting of physically separated clients
implementing distributed training over a wireless network,
using the Message Queuing Telemetry Transport (MQTT) pro-
tocol. Besides adapting and formalizing the moment matching
technique to the context of FL, the letter provides the necessary
requirements on the time interval among consecutive global
model updates, namely the server response time 7Tpg. This is
used by the PS to decide whether to update the global model
or not, depending on the backlog of local models retained by
the clients. The proposed requirements account for the traffic
type, the local data size, quality, and the channel impairments
affecting the FL local round time.

The letter is organized as follows. Sect. II introduces the
proposed traffic model for asynchronous FL. The model uses
the moment-matching approximation and permits to categorize
the traffic of each client using the dispersion index (D) metric.
Requirements in Sect. IIT exploit the proposed model to define
operational points that regulate the clients and the PS behavior,
while Sec. IV describes a practical policy for Tpg selection
that fulfills the proposed requirements. The policy is validated
through a real-time FL platform prototype.

This work is licensed under a Creative Commons Attribution 4.0 License. For more information, see https://creativecommons.org/licenses/by/4.0/
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II. FL DATA TRAFFIC MODEL

We consider a FL system composed of one PS and a set of
K clients K = {1,..., K}, each with its own private dataset
Sy, of size Sy, = |Sk|. As depicted in Fig. 1, the aim of the
FL process is to obtain a global ML model, of size G, that
minimizes a loss function wg = argming, £(w) with £ =
+ Ziil Lr(w,Sk) and L being the local costs measured
by clients using the data batches Sj. The FL process requires
the clients to produce local models through optimization,
typically via supervised and gradient-based methods. Each
client k performs M (k) local epochs before exchanging the
local model with the PS, which is in charge of the global
model update.

In asynchronous FL, the PS produces a new instance of the
global model wg ¢ at time ¢t = nTpg,n=1,...,Npp, [4]:

K
€
wa, = (1— €t)WG,r,7TpS+K7L E SeWit—T,, (1)
Zl:l Stz

where wy, 7, represents the k-th local model available at
time t —T}, Ty > 0 is the time interval required by the client k&
to produce an updated local model, while Tpg regulates the
time span between two global model updates. n < Npp, is the
index of the federated rounds. Finally, €; controls the stability
of the update. Considering that clients may have different
computing capabilities and datasets, the associated network
traffic can vary significantly depending on T}. A client-specific
characterization is thus proposed to model the local model
update process and identify the corresponding traffic pattern.

For the exchange of the NN model parameters among
the clients and the PS, we propose to employ the MQTT
protocol [7] as it enables a real-time exchange of the model
parameters and allows the monitoring of the client training
time required for T’pg tuning. The time required by a client k&
to implement a local round can be broken down into the
time span to download the weights (Tyown), train the new
model for M(k) epochs using local data batches (Ziuin),
encrypt, compress and upload the weights, i.e., to the MQTT
broker, (Typ):

Tk = Tdown(k) + ]\/[(k) . Ttrain(k) + Tup(k)- (2)

These quantities can be computed locally by each client,
through standard time measurement functions, and permit
to separate the contribution of computing capabilities (Zirin)
from possible channel disturbances affecting uplink (UL) and
downlink (DL) communications (Tup, Town)-

Based on the above assumption, we introduce a model to
approximate the probability density function pr, (7)) of the
traffic pattern generated by each client k. A moment-matching
approximation is employed which divides the process into
three categories: Bernoulli, Poisson, and Pascal [8]. We clas-
sify the traffic into one of these categories by matching the
first two moments defined respectively as:

A(k) = En[Tx],
o?(k) = B, [(Th. — A(k)?, n€{1,...,Nrz}. (3

1775

The Dispersion Index (D), also called Variance to Mean Ratio
(VMR), is:
2

) = T
According to the moment-matching technique, we can obtain
a Poisson traffic by setting D(k) = 1, ie., by imposing
a regular traffic pattern. On the contrary, burst-traffic, i.e.,
Pascal, and smooth traffic, i.e., Bernoulli, are obtained with
D(k) > 1 and D(k) < 1, respectively. Based on the above
metrics, in the following, we give upper and lower bounds on
the characteristics of the PS, especially regarding the Tpg.

Vk e K. 4)

I1I. MINIMAL REQUIREMENTS ON CLIENTS AND Tpg

The choice of the server response time 7pg is underpinned
by the local model update process running on each client,
therefore by the number M (k) of epochs that directly reflects
on the dispersion index D(k) in (4). Low values of M (k)
correspond to frequent contributions of the clients to the
global model, at the expense of an increased communication
overhead, and possibly non-informative local model updates.
Conversely, large M (k) forces the client to implement many
local epochs and possibly produce a biased local model
(penalized by overfitting).

Optimal M (k) should be bounded as My (k) < M(k) <
My (k). The lower bound My (k) sets the minimum M (k)
such that the client local model can improve the FL process
while satisfying the communication overhead constraints. The
upper bound My (k) is the maximum M (k) before the client
starts overfitting. Note also that My (k) is limited by UL
and DL maximal communication efficiency nas 4 x [bit/sec/Hz]
dedicated to the link between the PS and the clients, with band-
width B. Being Tr;, = NprTpgs the FL training duration,
it is:

Trr

Tk‘)G <nmaxBTrr. (5)

This leads to the following:

M) =, | (i) T (1)) |.

(6)

Note that My (k) depends mainly on the size of training data
and the local model, since more data (or small sized models)
require more local epochs for overfitting. For client &, and
Wi, being the local model observed at local epoch m €
{1,...,M(k)}, My(k) is assigned as:

1 ( G
Tirain(k) \Narax B

My (k) = argmin ,Ck(wk,m,S,zal), )

where Li,(Wg 1, S;4) is the validation loss computed by
client & on the validation dataset S} at epoch m.

As shown in the next section, the choice of M (k) affects
Tps and can be used to set practical bounds on global model
updates. On one hand, small M (k) such that M (k) < M (k)
might result in Tps > A(k) thus exceeding the constraint
on the spectral efficiency, with negligible effect on the FL
process and accuracy. On the other hand, performing sporadic
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Fig. 2. In orange, red and green the probability density function

pr, (Tk) of a client with hardware ARM-Cortex-A57 SoC, GPU: 128-core
Maxwell (Jetson Nano model, i), ARM-Cortex-A72 SoC (Raspberry pi4,
ii), ARMv8-Cortex-AS53 SoC (Raspberry pi3, iii), respectively. With dotted
black line we represent the log-normal distribution that fits the real probability
density function of Tj. M (k) is set to 2 and the model size S is 51 KB.

global model updates, namely M (k) > My (k), might produce
biased local models when Tps < A(k). These could nega-
tively contribute to the FL process by either slowing down
convergence, reducing the accuracy [9] or possibly preventing
the device to complete the local round [10].

IV. PS DESIGN PRINCIPLES AND VALIDATION

This section proposes a policy to regulate the PS response
time Tps based on the knowledge of the client dispersion
index D(k), the dataset Sj size and possible conditions
on local overfitting. The proposed policy is validated in
two scenarios where clients are characterized by different
traffic patterns, namely varying computing capabilities, and
non Independent and Identical Distributed (non-IID) datasets.
Validation is based on a FL platform prototype.

A. FL Network Platform and Traffic Modelling

Fig. 2 provides a validation of the proposed client-specific
traffic modelling approach based on moment matching.
We consider a realistic pool of resource-constrained devices
equipped with: i) CPU ARM-Cortex-A57 and GPU 128-core
Maxwell (Jetson Nano model [11], orange), ii) CPU ARM-
Cortex-A72 SoC (Raspberry pi4, red) and iii) CPU ARMvS-
Cortex-A53 SoC (Raspberrypi3, green). For each client,
we collected measurements of local round times 7}, to obtain
the sample probability functions pr, (T). Notice that each
client is connected via WLAN to a router which forwards
the MQTT packets to the PS. The traffic parameters 7}, and
D(k), are computed directly by clients at the end of each
local round and then sent through a dedicated connection to
the PS. The measured statistics pr, (7)) are thus reliable and
realistic as they are independent from the PS hardware or
from the FL processing. As evident from Fig. 2, the local
round time distributions are well approximated by log-normal
(dashed lines) with mean and standard deviation of 1/0.07,
3.4/0.2 and 10/0.3 for clients i), ii) and iii), respectively.

The goal of the following tests is to analyze the impact
of client heterogeneity on PS response time 7ps. Based on
experiments in Fig. 2, we simulate different execution times
of the local rounds according to the log-normal model.

IEEE COMMUNICATIONS LETTERS, VOL. 27, NO. 7, JULY 2023

Algorithm 1 T'pg Policy

1: procedure POLICY(S{in, Syal)

2 Initialize wy o, M (k) < 1

3 Train local model using S{n
4 Compute D(k) with (4)

5 Compute M7, (k) with (6), My (k) with (7)

6: Compute performance metric: P = P(wy, MU(;C),S,?‘])
7

8

9

10:

> Run on client &k
> Epoch 0

M*(k) < max(F[D(k), P], M1 (k))

Ty < Taown(k) + M* (k) Tiain (k) +Tup (k)
: Return Thg(k) < A*(k) = E,[T}]
end procedure

B. Client-Specific Policy for the PS Response Time

The choice of the PS response time 7Tps must take into
account both the traffic model of Sec. II and the requirements
of Sec. III. The optimal server time T5g corresponds to a
value M*(k) bounded by M, (k) and My (k). The main idea,
shown in Algorithm 1, is that each client computes its own
optimal M*(k):

M* (k) = max(F[D(k), P], Mr,(k)), ®)

where F is a policy function. Function F takes as input the
local accuracy P and the traffic type D(k). It can be written
analytically as:

FID(k), Pl = Qr(yP) — C - D(k), ©

where Qr(vP) = {m: P(Wim,S}™) =P} is the num-
ber of epochs that corresponds to a validation accuracy of
~vP, and P(.) is the cross-entropy accuracy function. P =
P(wk,A,IU(k),SZ*‘l) is obtained at local epoch My (k), C > 0is
a constant (see Sec. IV-C) and 0 < < 1 is a hyper-parameter.
Optimal M*(k) is bounded as M*(k) > My (k) from (),
and M*(k) < My (k) which follows from (9), since C- D(k)
is a positive term and Q < My (k) as vP < P.

By replacing M*(k) in (2), each client derives the PS time
Thg(k) = A*(k) using the device-specific parameters My (k),
My, (k) and D(k), as well as the training S and validation
datasets S%a‘, respectively, as inputs. The device returns the
T} (k) value to the PS which makes a final decision for Tpg.
The traffic statistics, the upper and lower bounds, My, (k) and
M7, (k), are obtained independently by each client during an
initial training stage using M (k) = 1. The log-normal model
parameters (3) are computed by means of consecutive time
measurements 7}, that account for global model download,
local training and model upload steps as in (2). After the
training stage, we obtain the performance metric P and apply
the policy function F in (8) using P and VMR D(k).

Fig. 3 shows an example of local training, with loss and
validation accuracy P for varying local epochs. Notice that
few epochs are typically sufficient to improve the local model
without incurring in overfitting. Cross-entropy function P
in FL also follows a negative exponential behavior, namely
Pra—e " form< My, while for such case v = 0.5 is
found as reasonable (see Sec. IV-C). With the proposed policy
we avoid the overfitting region, transferring at the same time
a great portion of local information. The term C'- D(k) in (9)
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Fig. 3. Example of validation accuracy (blue) and loss (red) during local
model training on a client. My (k) and M* (k) values are highlighted together
with accuracy P and vP (v = 0.5) respectively. Solid and dotted lines are
obtained with 100% and 10% of the training dataset (of size Si). Note that
overfitting is expected, as the local training process uses few training samples.
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accounts for the traffic variance. Intuitively, a high variance,
as a result of a client with varying computing resources,
might increase the probability of observing high local training
intervals (slow client). For such scenario, choosing a low value
of M(k) allows the PS to process the client local model
updates more often and compensate for this effect.

The PS collects the optimal Tjg(k) computed by
Algorithm 1 and derives the response time to be used for all
clients. Considering the previous analysis, this is obtained as:

Tpg = m]jnTjSS(k), (10)
with the requirements on the efficiency already satisfied by
Thg(k) since My (k) < M*(k) < My(k),Vk.

In the following, we explore two scenarios in detail. In the
first one, the clients are homogeneous as featuring the same
VMR D(k), M*(k) and Tiin(k). In the second scenario, the
clients are heterogeneous and organized into two clusters (Cq
and Cs). Clients in each cluster £ € C; have similar computing
power/capabilities, namely A(k) = A;, 02(k) = 0? and VMR
D(k) = D;, Yk € C; corresponding to the same processing
unit, and TPU, if any. Accuracy improvements obtained by
following the policy (10) are assessed in both cases.

C. Experimental Assessment

For the experiments, we consider the CIFAR10 [12] dataset
using the full validation data and a local training set of
Sk = 500 images for each of the i = 9 clients. Policy vali-
dation is based on a real-time FL platform prototype featuring
physically separated clients (here Jetson Nano devices). The
approach adopted for modelling the client heterogeneity is
twofold. First, we used an additive delay whose log-normal
distribution fits the observed completion times in Fig. 2.
Second, the training data is non-IID distributed. To sim-
plify the analysis, the data size is the same for all clients
(as typical in FL). The prototype consists of devices connected
via WLAN to the PS, thus permits to quantify the impact

TABLE 1
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HOMOGENEOUS CLIENTS AND NON-IID DATA. OPTIMAL 15 AND
M* (k) FOR VARYING A(k), D(k), n/narax (%), AND

CORRESPONDING ACCURACY IMPROVEMENT (%)

W.R.T. VANILLA ASYNCHRONOUS FL

A(k)/D(k) | Tpg | n/mmax(%] | M*(k) | [%]
2/0.03 12 34 6.00 | 7.1
= 10/0.0064 59 17 590 | 07
3 20/0.0033 136 7 6.80 12.5
£ 30/0.0021 90 11 300 | 60
@ 40/0.0016 6 168 0.15 | 3.0
80/0.0008 6 168 007 | 18

(a)
2/4.45 9 112 450 [ 10.6
- 10/0.89 n 24 420 | 96
g 20/0.44 84 12 720 | 11.3
8 30/0.29 76 13 253 | 35
&~ 40/0.22 52 19 130 | 1.7
80/0.11 49 20 0.60 | 0.6

(b)
2/20.53 3 337 150 | 79
10/4.10 5 67 150 | 63
5 2072.05 28 36 140 | 33
K 30/1.36 43 21 160 | 138
40/T.02 66 15 1.65 | 07
80/0.51 | 132 7 1.65 | 25

()

of communication impairments. The adopted FL algorithm is
FedAvg [9] while Adam [13] is used as local optimizer with
default hyper-parameters. The ML model is described in Fig. 1
and consists of 10° parameters with size G = 2.53 MB. Loss
and performance metrics are the categorical cross-entropy and
categorical accuracy, respectively. For each considered case,
the validation accuracy is evaluated after T, = 800 seconds.
Considering the communication with the PS, the bandwidth is
B = 40 MHz while the max. efficiency dedicated to FL is set
to nyax = 0.05 bit/sec/Hz. MQTT publishing uses Quality
of Service (QoS) level 2 as this permits re-transmissions in
exchange for larger Ty, (k) and Tyown (k).

As previously described, the FL process starts with a client
local training to find My (k) and subsequently M*(k) and
T}g(k) according to Algorithm 1, with v = 0.5. C' = 0.2
adapts the VMR D(k) contribution in (9) to the considered
traffic types. Fig. 3 shows the validation loss/accuracy versus
the local epochs that are used to retrieve My (k) and M*(k)
from (7) and (9). For clients with training data size Sy, the
optimal M*(k) is 6 epochs. Setting now the training size
to 10%, we observe shifts in the overfitting region (around
My (k)) according to the bias-variance of the model: now
M*(k) = 4.

In Table I we consider at first homogeneous clients, i.e.,
clients with the same computing power and traffic distribution,
but with non-IID data (80% of the local samples are drawn
from the same class, chosen randomly). Traffic parameters are
set to vary within the set A(k) € [2,80] s and o2(k) €
[0.001,100]. To evaluate the proposed policy, we choose
Tps € [1,400] s and obtain the empirical optimal Tpg for
each type of traffic. Notice that for the proposed example,
setting narax = 0.05, a client with A(k) < 80 s would require
M7, (k) = 1. Table I summarizes the results for all experiments
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TABLE II

CLIENTS ORGANIZED IN TWO CLUSTERS (C; AND C2) AND NON-IID
DATA (SEE TABLE I). THE RATIO n/nprax (%) REFERS TO
THE WORST CLUSTER CASE, LE., LOWER M* (k)

Ai/Di | Tpg | n/nmax%] | M*(k) | [%]
g; 100008 | 53 18 081 1 74
é g; w000 | 2 40 02 ] 150
2| G | aoooots | 1 7 o2l 6o
Cs | 5000008 6 168 o0 o
(a)
| oot | ¥ 27| 35| 14a
g & | soon | 50 Yool s
£ g; 4358:3 7 144 (3):?3 33
éi 8(1);8:21? 4 253 3:8(5) 26.4
(b)
g; ez | 59 sl
E g; %I/ég o 12 (2);212 38
£ g; 12162/?:(1); 4 253 (2):(1)8 212
(g; 000,54 3 337 a0 | 220
()

grouped based on the traffic type (Bernoulli, Poisson, Pascal),
mainly determined by the value of o(k). For each experiment,
we highlight the traffic parameters A(k), D(k) (obtained
for M(k) = 1), the resulting optimal T}, the correspond-
ing M*(k) and the fraction (%) of utilized bandwidth w.r.t
N ax - Last column quantifies the accuracy improvement w.r.t.
a vanilla asynchronous strategy where the PS updates the
global model as soon as a local model is available.
Considering the Bernoulli distribution (Table I.a) and
D(k) ~ 0, the optimal values of Tps and M (k), obtained
empirically, are in-line with the model (9), that gives
M*(k) = 6 for v = 0.5 and C' = 0.2. On the other hand, when
A(k) > 20, namely the clients being all very slow, it is more
convenient to keep the Tpg as low as possible, rather than
following the policy (waiting the end of the optimized round).
Increasing D(k), namely using Poisson and Pascal traffic, this
behaviour is less evident as the optimal M*(k) (4 and 1,
respectively) is now in line with the policy and maintained
for all A(k). To summarize, the policy is effective for the pre-
diction of the optimal values of M* (k) and can be used to tune
the T ¢ when A(k) < Tpy, (see cases highlighted in green).
Table II analyzes a more general case where the clients
belong to clusters C; and Cy and have different local learning
completion times. Cluster Cy contains much slower clients
compared with C;: the example is thus useful to verify
the proposed policy for Tpg and whether the PS should
specifically follow any cluster C;, or not. To achieve that,
we vary A(k) = A;=1,2 of both clusters within the set [1,80] s,
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Tps € [1,400] s and o2, , € [0.001,100] s2. Cluster C;
contains 5 clients while the remaining 4 clients belong to Cs.
The results highlighted in blue show that the optimized Tpg
should be set to follow the optimal number of local rounds
M*(k) of the faster clients. For example, this can be seen in
the extreme case of (4; = 1, Ay = 80) where the cluster Cy
almost does not affect the choice of T . For all the considered
cases, the use of an underestimated value of M *(k) should be
preferred to prevent overfitted local models. In other words,
it is more beneficial to update more often the global model
following the faster clients, k € Cy, as opposed to wait for the
slower clients, k € Co, to complete their round. To conclude,
we observe that designing Tps based on the knowledge of
the client-specific traffic is able to outperform asynchronous
FL strategies. Optimization of Tpg is particularly critical for
the case of two clusters. Observed accuracy gain increases
from 5.1% (single cluster), to 15-17% on average.

V. CONCLUSION

The letter proposed a stochastic traffic model to describe
the clients’ behavior in FL processes. The model is based
on the moment-matching approximation and it is verified
with practical resource-constrained devices communicating
with a Parameter Server (PS) using MQTT transport. Traffic
characterization is used to develop a policy for the selection
of the PS response time 7pg in asynchronous FL. The
policy satisfies spectral efficiency constraints and avoids FL
overfitting impairments. Results obtained in real setups show
that an accuracy increase of up to 15-17% is possible when
clients exhibit different local model completion times.
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Weighted Average Consensus Algorithms in
Distributed and Federated Learning
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Abstract—The exponential growth of the Internet of Things
(IoT) has created an essential demand for Distributed Machine
Learning (DML) systems. In this context, Federated Learning
(FL) allows IoT devices to collaboratively train models while
maintaining data ownership and privacy. Despite the evident
advantages, FL faces practical challenges such as client selection
and adaptation to heterogeneous data distributions. Recently,
consensus-driven algorithms have been proposed to enable
efficient and scalable FL without a central coordinating entity.
Weighted Average Consensus (WAC) tools, primarily used
in distributed signal processing, fail to address FL-specific
challenges. The paper proposes a new family of server-less FL
algorithms optimized to exploit WAC techniques. In particular,
we propose an evolution of the centralized Federated Adaptive
Weighting (FedAdp) method and present three distinct WAC
schemes specifically designed for non-Independent and Identical
Distributed (IID) data. Each scheme has a unique aggregation
part that optimizes the weights of the clients’ local models. The
performances are evaluated in a real-world IoT system, analyzing
their convergence properties in the context of heterogeneous
client populations. Results show that the proposed algorithms
outperform vanilla consensus FL up to 56% of accuracy and
they are resilient to both label and sample data skewness.

Index Terms—FL over networks, weighted average consensus,
non-independent and identical distributed, edge computing.

I. INTRODUCTION

HE rapid growth of the Internet of Things (IoT) and

the diffusion of devices with increasing computational
capabilities created a significant need for Distributed Machine
Learning (DML) [1]. Federated Learning (FL) is a DML
approach that allows devices to collaboratively train models
while keeping their data local, thus preserving privacy and
security [2]-[5]. In vanilla FL framework, a central entity,
i.e., Parameter Server (PS), coordinates the learning process
among the participating devices, or clients, by aggregating
their locally computed model updates. This technique is
particularly relevant in 5G/6G networks [6]-[8], where devices
can efficiently communicate and share data, enabling a wide
range of applications such as autonomous driving, smart cities,
and advanced healthcare services [9]-[12].
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While FL offers undoubted advantages, it also faces several
challenges that must be addressed to ensure robustness,
efficiency, and security across various application domains
[13]-[15]. These challenges include client-selection [16]-[20],
which involves determining the optimal set of clients to
participate in the training process; energy consumption [21]-
[24], as IoT devices often have limited battery life, calling for
the design of energy-efficient FL algorithms; and incentive
mechanisms [25], which foster cooperation among clients by
rewarding them for their contributions. Additionally, Over-
The-Air (OTA) computations and communications [26]—[28]
require efficient techniques for data transmission and model
aggregation while minimizing latency and bandwidth.

Alongside the aforementioned issues, security remains
a major concern in FL [29]-[31], as the system is
vulnerable to various attacks such as data poisoning and
model manipulation. Another aspect to consider is online
learning [32]-[34], which necessitates algorithms capable
of adapting to dynamic and evolving data distributions.
Furthermore, achieving fast-convergence [35], [36] and
time-efficient asynchronous FL [37]-[40] is crucial for
practical implementation, particularly in scenarios with limited
connectivity or highly dynamic environments. Addressing
these various aspects is essential for unlocking the full
potential of FL and ensuring the successful deployment of
FL-based systems across a wide range of applications.

A. Related Works

One of the main concerns in FL is the non-Independent and
Identical Distributed (IID) data distribution among clients [41].
Indeed, in case of data heterogeneity, traditional methods like
Federated Averaging (FedAvg), which rely on local Stochastic
Gradient Descent (SGD), may struggle to achieve convergence
when the participating devices execute an excessive number of
local updates or have skewed data distributions. To overcome
this limitation, adaptive learning rate strategies [42]-[44] and
smart clustering or pooling techniques [45]-[47] has been
introduced in the last years.

Of particular interest are the works of FedProx [48] and its
variants [36], [49] which employ an inexact proximal point
update for local optimization, i.e., penalizing the deviation
of the local model from the PS global one. While FedProx
is performed individually by each client, other algorithms
focused on developing ad-hoc PS aggregation weighting to
regulate the impact of each local model in the global update.
An example can be found in [50] where the authors developed
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Fig. 1. Comparison of PS and consensus-based architecture in a network with
four clients. The aggregation weights ay, s, and oy s, , are computed and
applied in the first case by the PS and in the second case by each individual
client (node 4 in the figure).

a Federated Adaptive Weighting (FedAdp) algorithm which
employs PS aggregation weights based on the inner product
between local gradients and the global gradient. Indeed, this
metric can be used as a dis/similarity measure to estimate the
contribution of the local model. Intuitively, the more the local
and global gradients are orthogonal, the less the local model
will positively contribute to the global aggregation.

Recently, a distributed version of FL, known as consensus-
based FL [51]-[54], has been proposed to address some of the
challenges associated with PS-based FL, i.e., with centralized
approaches [55]. As depicted in Fig. 1, differently from PS-
based FL, in consensus-FL, clients collaboratively train models
while also reaching a consensus on the model updates without
a central coordinating entity, which leads to a more efficient
and scalable learning. These techniques have evolved from
conventional distributed maximum likelihood estimation based
on consensus [56], where individual nodes depend exclusively
on their local data and the information shared via connections
with nearby nodes to update their local approximations. In
the simplest version of consensus, i.e., Averaged Consensus
(AC) [57], the model parameters are updated in a synchronized
fashion and with constant or absence of weighting aggregation.
Similar to AC, consensus-FL faces challenges such as

asynchronous and fast convergence [58], [59], as well as
reducing the carbon footprint [60]. To address these issues,
consensus-FL algorithms, such as Gossip FL [61], Consensus-
driven Federated Averaging (CFA) [62], [63], and dynamic
layer selection [64], [65], have been proposed.

In distributed estimation, smarter Weighted AC (WAC) has
been proposed [66] to extend the continuous-time approach
[67] to a general discrete-time vector-parameter estimation
problem. Recently, attempts have been made to apply WAC
algorithms to FL under non-IID data distributions and
network dynamics. For example, in [68], the authors used
simulated clients with label-skewness (each client possessing
data from only one or a few classes) but did not explore
sample-skewness scenarios or conduct experiments involving
real devices. Similarly, in [69], the focus was on label-
skewness with simulations on time-varying topologies, but
again, sample-skewness and real-world network dynamics
were not considered. Moreover, these approaches typically
employ conventional CFA algorithms, where the weighting is
based solely on the number of samples in the local datasets.
Such methods do not account for real network dynamics and
do not exploit the learning contribution of each node when
determining the appropriate weights for model aggregation.
Given the relevance of applications like massive-IoT networks
[53], vehicular communications [70], and industrial networks
[71], where non-IID data distribution and network dynamics
are common, the adoption of WAC in FL systems to handle
these challenges is clearly a research direction to explore.

B. Contribution

The design of adaptive weighting algorithms for PS-
based FL has been extensively studied in the literature and
main challenges can be considered well understood. On the
other hand, transferring algorithms optimized for conventional
FL architectures to a fully decentralized platform (with no
physical PS server) is challenging and partially addressed.
The current literature shows a lack of consensus-based
algorithms specifically designed for non-IID frameworks,
since solutions developed for centralized FL contexts can
not be directly applied to fully-distributed setups. To move
a step forward in this direction, this paper proposes WAC
algorithms designed for decentralized FL setups and under
heterogeneous client populations assumptions. The proposed
solutions extend popular FL techniques, such as FedAdp,
broadening their scope of applicability in distributed contexts,
where the adaptive aggregation of model parameters and
the optimization strategy are performed client-side without a
coordinating PS-part.

In summary, the main contributions are as follows.

« We make a comparative analysis on PS and consensus-
based FL, highlighting the key similarities and
differences, and investigating the main schemes for
centralized weighted FL;

e« We propose three different solutions for achieving
weighted FL in decentralized network architectures,
which mainly differ for the aggregation part according
to the local contribution of the neighbors (based on a
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virtual PS, on a selected client or on the local retained
model). To the best of our knowledge, this is the first
attempt to extend conventional WAC techniques to fully-
decentralized FL with consensus;

« We analyze the convergence properties and evaluate
the FL performance on a real platform consisting
of heterogeneous IoT devices. The heterogeneity is
taken into account by introducing asymmetries in both
samples and label distributions, namely sample and label
skewness, and assessed through different models and
datasets complexities.

C. Paper Organization

The structure of this paper is as follows. Section II provides
an overview of PS and consensus-based FL, together with a
description of FL for non-IID local distributions. In Section
III, we describe the weighted consensus algorithms, i.e., WAC
for FL, detailing the main steps and convergence properties
of the proposed algorithms. Section IV presents details about
the dataset and FL platform, both simulated and with real
IoT devices, followed by a discussion of the numerical results
obtained with different non-IID data characterizations. Finally,
Section V concludes the paper.

II. SYSTEM MODEL

In this section, we first describe the vanilla PS-based
FL tools and the consensus-based solutions for server-less
architectures. Next, we discuss the main existing categories
of FL algorithms for non-IID data.

A. From PS-based to Server-less FL Driven by Consensus

In the framework of FL, we consider a network that includes
one PS and a collection of K clients denoted as K =
{1,..., K}. For notation purposes, throughout the paper, we
will indicate with subscripts 7 and k the indices for the clients
and neighbors, respectively. Each client possesses its own
distinct dataset D; with a size D; = |D;|. The ultimate loss of
the FL procedure is to achieve a global Deep Learning (DL)
model that minimizes a loss function wps = argmin,, £(w),
where L(w) = % Zfil %ﬁi(w, D;), L; represents
the local cost determined by ‘client 7 utilizing the data batches
D;. An iterative process, involving a local model optimization
step followed by an aggregation step executed on the PS, is
used to obtain the global model.

At time (i.e., federated round) t = 1,..., Ng,asetS; C K
of clients is chosen to carry out the training procedure. Clients
are required to generate local models via optimization in the
FL process, typically employing supervised and gradient-based
techniques, e.g., Adam optimizer [72], with mini-batch B of
size B and learning rate 7). Each client ¢ € S; performs E local
epochs prior to exchanging the local model with the PS, which
is responsible for updating the global model. In the vanilla FL
using PS, i.e., FedAvg, the aggregation step is conducted using
a weighted average based on the number of samples D; from
each client:

Wps,t = Z ;.5 Wit (D

1€SE

where wps ; is the PS global model, w; ; is the local model
of client i and o; s, = % are the mixing weights.

Decentralized FL architectures do not employ the PS but
rather share their local model(s) repeatedly over Device-
to-Device (D2D) links so as to reach a consensus on a
global model (consensus-based FL): the clients form a graph
G = (W, &), where each node i € V), corresponds to
a client/learner, while the edge (i,j) € &, with i # j,
signifies the presence of a communication link from client
i to client j. The consensus-based algorithm, referred to as
CFA, operates as follows. At round ¢, each client i € S;
performs a local model optimization step and then exchanges
the model parameters with its neighbors N ;. Subsequently,
an aggregation step is executed, similar to the PS [53]:

Y= Wit t+e Z ap N, (Wt — W), )
kEN ¢

where 1, , represents the aggregated model, ¢ is the
consensus step-size which modulates the memory of previous
models and az v, , = #ﬁ,ﬂk' are the mixing weights
related to client &, based on the number of samples retained in
each client. While the weights ay, A, , enable CFA to partially
cope with sample unbalances, they do not fully capture the
information gain of each local model in case of different data
qualities or other types of non-IID data imbalances. Note that
the aggregated model 1), , represents an estimate of the global
model as seen by client i and its neighborhood ; ;. However,
as opposed to (1), here the aggregated model is obtained by
taking into account the error between the local model and the
neighbor ones. It is worth noting that the algorithm operates
in the same manner if clients exchange gradients of the local
model update instead of model parameters.

B. FL for non-1ID

The importance of IID sampling in training data lies in
the fact that it ensures the stochastic gradient is an unbiased
estimate of the full gradient. FedAvg and CFA are known
to be effective when data distribution across different nodes
is the same as for the centrally collected data. However, in
practice, data distribution across local nodes is typically non-
IID, resulting in local losses £;(wps ) to be closely related
to data distribution D; and local updates to gravitate towards
the optima of its local loss £;(wps ) rather than the global
loss L(wps,;). The inconsistency between local models w; ;
and the global model wps ; accumulates during local training,
necessitating more communication rounds for convergence.
Consequently, multiple local updates during local training can
potentially harm convergence and even cause divergence in
the presence of non-IID data [3].

When it comes to design PS-based FL algorithms for
non-IID data, two major categories can be distinguished:
either based on the local model optimization (e.g., adding
a penalizing loss term) or either based on the global
model aggregation step (e.g., weighting the local model
contributions). Examples of the first category include FedProx
[48], Distributed Approximate NEwton (DANE) [73], and
Federated Curvature (FedCurv) [74]. FedProx uses parameter
stiffness, i.e., an isotropic penalty term in the local loss, to
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avoid diverging from the global model. DANE builds upon
FedProx by adding a gradient correction term to accelerate
convergence, while FedCurv exploits the Fisher information
matrix to protect parameters that are important to each task.

The second category of algorithms, on which we focus
on, leaves unaltered the local model optimization step, while
targeting the optimal aggregation weights that the PS should
employ. FedAdp [50] is one of the most relevant works in
this direction which aims at designing the aggregation weights
@;s,, such that ZiES‘ @;.s, = 1, in order to increase the
convergence rate especially in non-IID settings. The main idea
is that the greater the difference between the global gradient
(i.e., of the global model) and the local gradients of each client,
the higher is the weight that should be assigned to the local
update. To this aim, the PS, after receiving the local updates,
computes the global gradient starting from the gradient descent
update:

Wps,t = Wps,t—1 — ) VL(Wps,t) 3)
with
VL(Wpst) = Z a;,5,VLi(Wps,t), 4
€S,

and VL;(wps:) = —An" represents the approximated local
gradients of client 7, with A; = w;; — Wps ;1. A measure
of the distance between the gradients can be obtained, as
proposed in [50], by using the instantaneous angle 6; ;:

VL(wes,)T - VL (Wps 1)

0+ = arccos ) ®
' VL (wes IV Li(Wes. )|
where || - || represents the 12 norm. Furthermore, for numerical
stability purposes, a smoothed angle 6; ; is used:
~ 6; t=1
e =19, ~ L ©)
T0ip—1+ 300 t> 1
Finally, the aggregation weights are obtained as:
dis =y aisel "), ™

€St

where f(0;0) = ag(l — e "*“""") is a variant of the
Gompertz function [75] and ag is an hyper-parameter. We
highlight that ag regulates the sensitivity with respect to
the smoothed angle between the gradients. The higher ag,
the more sensitive the output is to the smoothed angle,
potentially increasing the difference in contributions from the
participating clients.

III. WEIGHTED CONSENSUS ALGORITHMS

In this section, we first describe the proposed weighted
consensus algorithm, specifically designed to handle
heterogeneous clients. Next, based on the analysis of [50],
we discuss the convergence properties which exploit the
weighted consensus scheme.

In fully decentralized scenarios where the PS is not
available, each client member of the federation must depend on
the local updates from its neighbors to compute the aggregated
model: the goal is to determine the optimal aggregation
weights a; s, to be used in the aggregation step. Following
the FedAdp paradigm, the main challenge is to identify the
equivalent global model on which the similarity metrics should

be calculated. We propose that each client hosts virtual PS
functions, where ), , in (2) can be now interpreted as an
instance of the PS global model which is observed by the
local client 7 using the available neighbors. In what follows, we
refer to this solution as Consensus-driven FedAdp virtual PS
(CFAdp-vPS). An alternative approach that will be explored in
the next sections, involves selecting one specific neighbor local
model as the reference instance (i.e., reference model) of the
global model, and computing the various gradient distances
concerning it. In the subsequent sections, we provide a
detailed description of the two versions of weighted consensus
algorithms, emphasizing their key characteristic steps.

A. CFAdp with Virtual PS

The first CFAdp algorithm is the dual version of the
vanilla PS-based FedAdp method adapted to implement linear
distributed average consensus among peer clients. The method
is described in Algorithm 1. Here, each client i, after receiving
the neighbors local models wy ; Vk € /\/i,t, computes the
aggregated gradient as:

VL(;,) = Z o5, VL (i 1), ®
kES:
- are the approximated local gradients
of client k and Ay = wy; — 1, ;1. Note that (8) is the
analogous of (4) where the global model wps; is substituted
with its local representation 1), ,. Here, the aggregated
gradients serve as an approximation of the gradients gathered
and combined by a PS, connected with the neighbors /\[Lt
and the node ¢ itself. The instantaneous angles are computed
similarly to (5) in lines 13 of Algorithm 1:
Vﬁ(l/’q‘,,t)-r VL (wi,t) ©)
VL NIV Li (2 I
where the global gradients are substituted with the aggregated
gradients, i.e., VL(1; ) with respect to the aggregated model
9, , in client . The instantaneous angle directly relates to the
amount of information that can be injected from client & into
the learning system. Note that client 7 has no advantage with
respect to all the other clients and that its model contribution
can be made negligible according to the angles. Consequently,
the new aggregated model is estimated with:

where VLi(; ;) = — 5

O,s, = arccos

Yir =Y ks, Wi, (10)
keS:
where the mixing weights oy, s, are obtained in line 16 as:
~ Dy of Or,s,)
G5, = he Vkes,. (1)

Zk’est Dk,ef(ekf,st)
The mixing weights in (11) are obtained similarly to a softmax
function, but with the usage of the Gompertz function. This
function enables a slow and gradual variation of the weights
for big angles, ensuring that major differences between clients
do not lead to abrupt changes in the aggregation weights.
As the angles decrease, the function allows for a more
significant adjustment in the weights, enabling clients with
similar, i.e., smaller angles, to have a more substantial impact
on the consensus. Finally, the local model optimization step
is performed starting from %, , as in CFA.
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Algorithm 1 Consensus-driven FedAdp virtual PS:

Algorithm 2 Consensus-driven FedAdp with Client Selection:

1. procedure CFADP-VPS(VN; ;, ai.s,) > Run on client ¢

2: authentication with network broker
3: receive parameters (F, B) > RX from broker
4: initialize w; o < device1
5 for each round t = 1,2, ... do > Training loop
6: receive{wy ; }ren, > RX from broker
7: Dec{wy s }ren:, > Decipher weights
8: VLi(th; ) = =55 VEES,
9: VL@ 1) = D pes, ak,s%VKk('l/’i,t)
. _ VL(’/’q,r,) 'VLk(V’a,t)
10: Or5. = arceos 1oz STV L, T
ke St
~ Ok.s, t=1
11: gk,S = o t
¢ {ttlek,stl —+ %Gk,st t>1
B Vk e S,
o~ —ag(@ —1)
12: f(Ors,) =ac(l—e™* STy ke S,
~ Fr,s,)
13: Gps, = — 22 VEeS,
Swes, Due’ st
14: P = Zkest Ak, S5, Wkt
15: Wip1 =¥, —nVLi(Y;,) > Model update
16: send Enc(w;.+1) > Encrypt and TX to broker
17: end for

18: end procedure

We want to point out that the CFAdp algorithm considers
both the volume of data and the contribution of each node
in the neighborhood (i.e., the correlation between the local
and aggregated gradients obtained from neighbors) when
determining the appropriate weights for model aggregation.
As described in Sec. III-C, this allows to infer an upperbound
to the rate at which the overall FL loss may decline, under
specific assumptions on loss function.

B. CFAdp with Client Selection

As clarified in the analysis of Sect IV, in some cases,
computing the aggregated gradients as in (8) may not be
the best way to combine the local gradients observed in
the neighborhood. For example, this might happen when a
neighbor’s local model gives a limited or negative contribution
to the FL process. The proposed algorithm, referred to as
CFAdp with Client Selection (CFAdp-CS), allows every client
to proactively select the best neighbor model which is used to
represent the new aggregated model, namely, a new reference
1, , for the next round ¢.

The comprehensive pseudo-code is outlined in Algorithm
2, and it works in the following way. After receiving the
neighbor models, each client ¢ computes the instantaneous
and smoothed angles, and Gompertz function for each couple
of neighbors, obtaining the matrices Oy, r,¢, Ok, k¢ and
f(gkhk%g)vkl,kﬁ € St, k1 # ko, respectively. In particular,
the instantaneous angles are estimated as:

VL, (¢i,t>T VL, (¢i,t>
IV Ly (i, IV L (95,01
This permits the evaluation of the similarities between clients’
updates, holding a method to select the best reference clients

Ok, kst = arccos (12)

1: procedure CFADP-CS(N; ¢, €;) > Run on client 4
authentication with network broker
receive parameters (F, B)
initialize w; o < device1

2

3 > RX from broker
4

5 for each round t = 1,2, ... do

6

7

8

> Training loop
> RX from broker
> Decipher weights

receive{wy ; }ken, ,
DeC{Wk,t}keNi,tA
VLY, ,) = -5

n

Vk € S;
VL ($i0)" VLR (P44)

o Ok ot = BICCOS o7 0 STV T (3, T
1, ko € St k1 # k2
= [ t=1
10: Oky kot = Py
2Ry -1 1
0k kost—1 4 10k ko > 1

Vki, ko € St, k1 # k2
e GOk ky e =)
Vk1, ko € St k1 # k2

12: kj = argmax;, Zldes,,k’#k F(Okrt)
Dye? ip)

11: f(akhkht) = Ozc,(l —e

13: &k,k* = =~ vk € Nk*

! Tien, Dye’ Oy t

t
14: Vit =Wi; + €D pen,. Ohk; (Whe — W)
t

15: Witt1 =P, —nVLi(Y;,) > Model update
16: send Enc(w;41) > Encrypt and TX to broker
17: end for

18: end procedure

with respect to the current update. Then, the reference
neighbor model is selected as:
S fOrwa)

k€S k' #k
The reference neighbor in (13) is chosen by taking among
the summations of the Gompertz functions since this helps
in identifying the client whose local model is most similar
to the majority of the neighboring models, thus maximizing
the potential contribution to the consensus. The aggregation
weights are computed excluding the reference client as:

Dkef(gk.k:‘)

Zk’eNk; Dk,ef(gk’.k:‘)
As opposed to (10), the aggregated model is now obtained
using the selected client &} as reference and implementing an
exponential moving average:
Vi =Wit € Z Qg k; (Wk,t - Wk;‘) )
ke/\/k;

k; = argmax (13)

k

Vk€Nir.  (14)

Qg by =

as)

where ¢; modulates the memory of previous models. The
benefit of this approach is that, in a fully-connected network,
all clients will select the same reference client during each
federated round, leading to a more stable and seamless
convergence. This is especially advantageous when one client
possesses a highly representative model, as it can serve as
a reference to accelerate the convergence process. Notice
that (15) can be rewritten as (10) as shown in Appendix A.
Therefore, CFAdp-CS can be interpreted as a special case
of CFAdp-vPS for which the same convergence properties as
described in Sec. III-C hold.
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As a last remark, note that through Algorithm 2 it is
always possible to force each client i to choose its own
local model ¢ as the reference, so that kf = <¢,Vt, and
regardless of the reliability of the local data and update. This
particular degenerate case, referred to as CFAdp Egocentric
(CFAdp-Ego), will further analyzed in Sect. IV. In this case,
the model aggregation (15) reduces to:

Vi =Wiit e Z Qpyi (Wet — Wig) -

keEN; +

In the egocentric approach, each client uses its own local
model as the reference. In other words, the instantaneous
angles in (12) are computed between the local gradients VL;
and the neighbors’ gradients V L. If the local model is highly
biased, such as in the scenario depicted in Figure 6 with 1 IID
client and 9 non-IID clients, relying on a biased local reference
can hinder optimal aggregation.

The three proposed strategies, namely CFAdp-vPS,
CFAdp-CS and CFAdp-Ego, are visually represented in Fig. 2
to highlight their mutual differences. In Fig. 2(a), representing
CFAdp-vPS, the reference clients (highlighted in red) are
all the available ones in the subset S;, as described in (8).
Therefore, each client acts as a virtual PS, which collects and
updates the model independently from its index.

In Fig. 2(b), illustrating CFAdp-CS, the reference client
changes at each round according to the model with the highest
contribution, as determined by (13). Note that the selected
client is the same for all clients in the network during that
round, leading to a more stable and seamless convergence.

Finally, in Fig. 2(c), we show the CFAdp-Ego, where each
client adopts its local model as the reference. This means
that the aggregation is centered around each client’s own
model, and the similarities are computed between the local
gradients and those of the neighbors. As previously discussed,
if the local model is highly biased, its dependence can lead
to suboptimal aggregation and affect the convergence of the
algorithm.

16)

C. Convergence Analysis

‘We now analyze the theoretical convergence of the proposed
CFAdp algorithm by adopting typical FL assumptions [36],
[41], [48], [50], [52].

Assumption 1. ~-Lipschitz smoothness.

Considering a generic client i member of the federation,
we let Liy(v;,) Yk € S, be ~-Lipschitz smooth i.e.,
HVL‘k(Q/’i,t) - VEkW’i,tJrq)H < ”/H‘/’z‘,t _'l/’i,t+q” for any

two parameter vectors W, 1, \; 1. ..

Based on Assumption 1, the local
representation of the global objective, defined as
VL, ) = Y res, @5, VLE(1; ;). can also be assumed as
7-Lipschitz smooth since 3, s ar.s, = 1 for each subset
St.

Assumption 2. Bounded Local Dissimilarity.

For any client i, the dissimilarity between local loss of client k
and the local representation of the global objective at v, , is
bounded by A and B, i.e., A|VL@; )| < IVLL(; )| <
BIVL(;,)ll.

(a)

(b)

(©)

Fig. 2. Three Consensus-driven Federated Adaptive Weighting (CFAdp)
strategies, where reference models and neighbors are highlighted in red and
green, respectively. From top to bottom: CFAdp with virtual PS (CFAdp-vPS),
with client selection (CFAdp-CS) and egocentric (CFAdp-Ego).

Notice that when all the local data samples are the
same, it is A = B = 1, therefore the local dissimilarity
|A — B| in Assumption 2 might be an indicator of the data
heterogeneity among clients, under the assumption of same
training configuration.

Assumption 3. Stationarity.
For any client i, we assume that the subsets Sy and N; Vi €
S, are stationary over time.

In the context of PS-based FL, the same assumptions have
been made in several works [17], [36], [48], [52], [76]-
[80] to ensure stability and successful convergence of the
learning process across distributed datasets. Smoothness [76]—
[78] is a safeguard to ensure that the learning process is
stable, meaning small changes in the model parameters don’t
result in large variations in learning loss, while the bounded
dissimilarity [17], [79] ensures that learning can be effectively
coordinated across different clients to converge towards a
useful model that generalizes across all participating nodes.

Finally, by assuming stationary neighbors (as done in [80]),
the client selection policy remains consistent over time, which
is crucial for establishing the convergence guarantees of
the WAC strategy. This practical assumption acknowledges
that not all nodes participate in every round due to factors
like network connectivity issues or device availability, but
maintains that the selection of participating clients does not
change drastically over time, thus providing a stable and
predictable learning environment. However, the algorithm
remains operational even in non-stationary environments. In
scenarios where the network topology changes, the algorithm
can still work effectively if the client selection policy adheres
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to a consistent random and uniform mechanism. This ensures
ergodicity, meaning every client has a fair chance of being
selected over time, regardless of dynamic network changes.

It is important to note that the consensus-based FL
inherently complements the mesh network structure, where
each node not only captures and disseminates its own data, but
also serves as a relay for other nodes. In the case of a mesh
network, even if the mobility of the clients is partially present,
the consensus-based FL model would still work effectively,
assuming that the set of neighboring clients remains stationary.
This essentially implies that even if a subset of clients changes
its position or connection, as long as the overall structure of
the neighboring set of clients remains consistent over time, the
learning process can proceed uninterrupted.

Theorem 1. With loss function Ly(1p,,) satisfying
Assumptions 1-2-3 and supposing v, , is not a stationary
solution, the expected decrease in the global loss function
on client i-th and between two consecutive consensus rounds
satisfies,
L(i111) < L(Y;,)
s VLW VL (Wi)

- kES:
VL IV Lr ()l

B A?
- 2y S iveesle],

D) an

where the expectation By, refers to the weighting strategy of
the client k € S; for global model aggregation.

The proof of Theorem 1 builds upon [50] while to guarantee
paper self-consistency, it is discussed in Appendix B. Theorem
1 provides a bound on how rapid the decrease of the FL loss
can be expected on the generic client . It is straightforward
to verify that the convergence upper bound of decentralized
FL tool after Np. consensus rounds is given by

L% ) < L(Wi1)

Nrw VL@ i) - VL)
- WZ]E’“ES‘ [(HVC(U% L)H”vﬁk(w”)l‘

_ @)4\%(%)\?]

Based on Theorem 1, we have the following remarks.

(18)

Remark 1. The decrease of FL loss on the client i and
between two consecutive learning rounds shows the same
dependencies as in the FedAdp algorithm [50] mcludmg

VL) VLR (Pi)
the bound gap [A, B). The correlation \ZZCAm [\7oxcm |
between the local gradient and the representation of the global
gradient, obtained from the received neighbor models, is a

local metric to measure their alignment level.

Remark 2. Similarly as for PS-based FedAdp, increasing
Eyes,[-] in each global round improves the convergence of
decentralized FL. Contributions of each individual neighbor
can be measured quantitatively through the correlation

VL)V Lk ()
VL, :)HHV[«IL(#’ 5y between the local gradient V Ly (1, )

and the local representation of the global gradient VL(Y;,)
obtained from the neighbors, and assign larger weights to
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Fig. 3. Jetson Nano,

Real FL-platform composed of IoT devices, i.e.,
connected via WLAN to a workstation.

the nodes with higher contribution to enlarge the expected
decrease of FL loss in each global round.

IV. SIMULATION EXPERIMENTS

In this section, we first describe the real-world FL network
platform, and then clarify the main networking characteristics
and tools that underpin the CFAdp-CS, CFAdp-vPS and
CFAdp-Ego consensus processes. Finally, we present the
results on convergence properties and performances with
highly skewed non-1ID data distributions.

A. FL Networking Characteristics and Platform

In order to validate the three proposed CFAdp strategies,
we adopted both simulated and real fully-distributed clients
connected via Wireless Local Area Network (WLAN)
and communicating, i.e., exchanging neural network model
parameters, through the broker-based Message Queuing
Telemetry Transport (MQTT) protocol [81]. The simulated
network of clients was implemented in a workstation featuring
an Intel(R) Xeon(R) Silver 4210R CPU operating at 2.40
GHz, 96 GB of RAM, and a Quadro RTX 6000 24 GB
GPU. This allowed us to have more flexibility in defining the
computational capabilities and the number of clients. On the
contrary, the real-FL platform prototype was composed of 6
Jetson Nano devices [82] equipped with CPU ARM-Cortex-
A57 and GPU 128-core Maxwell. The laboratory comprising
the IoT devices and the workstation is shown in Fig. 3.

Communications among the clients in the consensus scheme
are managed by an MQTT broker, which receives and
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forwards model updates. Specifically, each client subscribes
to the topics related to the model parameters of its
neighbors. Upon completing a local training round, a client
pushes its updated local model to its designated topic, e.g.,
/fl_session_ID/client_ID, and pulls the updated
models from its neighbors. This pulling operation can be
performed asynchronously and automatically, allowing the
clients to continuously listen for new updates on their
neighbors’ topics. The MQTT protocol ensures reliable
communication by handling possible packet losses and
retransmissions, guaranteeing exactly-once packet delivery
through Quality-of-Service (QoS) level 2. Notice that, as
observed during the experimental tests, a high QoS level might
introduce transmission delays. The development of strategies
to mitigate them has not been considered in this paper, as our
primary objective is to design a WAC learning strategy tailored
for non-1ID local data. Despite the observed delays in the tests,
the use of MQTT transport combined with the proposed WAC
strategies demonstrated robustness and resilience. For more
insights into the potential effects of transmission delays on
FL optimization procedures in the presence of a PS, we refer
to our previous work [40].

B. FL Dataset and Implementation

Regarding the datasets, we employed a simple dataset
widely used for classification tasks, i.e., the Modified National
Institute of Standards and Technology (MNIST) [83] dataset
using the full validation data, and a more complex scenario
with Canadian Institute For Advanced Research (CIFAR)-
100 dataset [84]. The corresponding adopted DL models are
a Convolutional Neural Network (CNN) (LeNet architecture
[85]) and a Convolutional Vision Transformers (CVT) model
[86]. For training procedures, we considered the Adam
optimization algorithm [72] with an initial learning rate of
0.0001 and momentum values of m; = 0.9 and mo = 0.999.
To choose the hyper-parameter oG, we tested the values in the
range [1,10] and we reported the results in Fig. 4. Note that
increasing o improved the accuracy up to a certain point,
beyond which the performance gains saturated. We found
that ag = 4 provided a good trade-off between sensitivity
to the smoothed angles and preserving the distinguishability
of contributions from nodes with smaller angle differences.
Therefore, for the experiments, we assigned ag equal to 4.
The consensus step-size ¢; was set to 0.3. Finally, we adopted
a number of local epochs £ = 1 and a maximum number of
federated rounds Ng, = 100.

In order to accurately regulate the degree of non-IIDness
between clients, we considered two cases. First case adopts a
Dirichlet distribution to assign the number of local samples,
namely the quantity skew. For the second case, the Dirichlet
density is used to regulate the label distributions, or label skew
[41], [87], [88]. In particular, for non-IID sample distributions,
the same percentage of labels is retained on each client, while
the number of samples in client i is D; = pES)D, where D is
the total number of training samples and p® = [p{¥]X
Dir(B8®) are the random samples of a Dirichlet distribution
with concentration parameters B(S) . Here, for simplicity, we
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Fig. 4. Tuning of the Gompertz function hyper-parameter og.

consider B = [;BL-(S)]fil = [B®]K,. On the contrary, for
non-IID label distributions, the same quantity of samples is
kept on each client, while the distribution of labels across
clients follows the Dirichlet distribution. In particular, for a
client ¢, the proportion of label ¢ in the local dataset is pgi),
where p*) = [p{)]2_, ~ Dir(3") and & = [B{V)7_, =
(B,

C. Convergence Analysis

In this first assessment, we aim at verifying the convergence
capabilities of the proposed algorithms within a specific client,
e.g., © = 10, whose local data distribution is much different
from those of its neighbors. This is done in order to compare
the different methods (i.e., CFAdp methods and non-adaptive
baseline strategy CFA) in the worst-case scenario where non-
IID clients usually struggle to converge. To this aim, we
simulated a network of K = 10 clients in two scenarios:
(a) 9 clients out of 10 hold a uniform distribution of labels,
while a single client holds a non-IID label distributions with
BL = 0.2, and (b) only 1 client out of 10 holds a IID label
distribution. For an example showing how labels are assigned,
we refer to Fig. 5, where we represent the histogram of the
labels for each client. Note that the client ¢ = 10 under
consideration has a very imbalanced distribution of labels, e.g.,
in Fig. 5(a) digits 7 and 8 are missing.

In Fig. 6, we show the average validation accuracy
computed by ¢ = 10 for each federated round and varying the
consensus algorithm, including both scenarios (a) and (b). This
is done to establish lower and upper bounds for each consensus
algorithm’s performance in the presence of non-1ID local data.
Further intermediate non-IID cases are tested in Sec. IV-D. The
confidence bounds are obtained using the standard deviation as
uncertainties. Additionally, we have included the centralized
(i.e., PS-based) FedAdp algorithm in our comparisons as an
upper bound to the consensus CFAdp versions. This inclusion
allows us to benchmark the performance of our proposed
algorithms against the best possible scenario in a centralized
setting. A common behaviour in the two scenarios is that with
CFA, due to the highly imbalanced distribution, the client
struggles to converge and presents drops of performances
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Fig. 5. Examples of label distributions in a federation of 10 clients. (a) Clients
1-9 retain a uniform distribution of labels (i.e., colors 0-9), while client 10
holds an imbalanced distribution. (b) Only client 1 has IID local distribution.

caused by local overfitting. On the contrary, adopting a FL
WAC strategy as CFAdp-Ego, we notice a much higher speed
of convergence and stability on the training. However, given
the fact that the reference local model is highly biased towards
the skewed distribution, the performances are inferior to the
CFAdp-CS which automatically selects the best neighbors’
model as reference. Focusing on scenario (b), with CFAdp-CS
we also avoid using the unbalanced models as references and
outperform even the CFAdp-vPS. On the contrary, whenever
the vast majority of clients have IID distributions as in scenario
(a), it is more convenient to adopt the CFAdp-vPS since it
represents the equivalent PS-based version.

To further analyze the convergence of the proposed
algorithms, in Fig. 7, we represent the aggregation weights
in client ¢ 10 and scenario (a) at different training
epochs for every neighbor k, ie., aks,, Qki» Qkk; and
ay,s, for CFA, CFAdp-Ego, CFAdp-CS and CFAdp-vPS,
respectively. Notice that the baseline strategy maintains all
the weights ay.s, ﬁ 1/K 0.1 since
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Fig. 6. Validation accuracy in a non-IID client varying the number of training
FL rounds, for different consensus algorithms (i.e., baseline CFA and proposed
CFAdp-Ego, CFAdp-CS and CFAdp-vPS). Two scenarios are represented: (a)
9 IID - 1 non-IID, (b) 1 IID - 9 non-IID clients.

all clients retain the same number of samples. On the
contrary, the WAC strategies modulate the weights in order to
compensate the unbalance between label distributions. Here
the consensus step-size ¢; is fixed to 0.3 for all epochs
in order not to alter the convergence of the aggregation
weights. Between the WAC strategies, we can see that the
CFAdp-Ego presents periodical changes of weights values
due to tendency on overfitting. Moreover, the convergence
times are much slower if compared with CFAdp-CS and
CFAdp-vPS. Indeed, selecting the best neighbor dramatically
smooths the convergence process and ultimately leads to a
faster approximation towards the CFAdp-vPS solution.

D. Quantity and Label Skweness

In this section we evaluate two different datasets, i.e.,
MNIST and CIFAR100, using two DL models, i.e., CNN and
CVT, respectively, tested on both simulated and real devices.

In this first experiment, we assess the performances of
the proposed methods when the number of samples in each
client varies significantly according to a Dirichlet distribution
described in Sec. IV-B. This is important in order to measure
the capabilities of coping with important or negligible local
updates, as well as with generalized or overfitted models.
To this aim, we simulated three different FL scenarios with
K = {3,10,30} clients and we plot in Fig. 8 the mean and
standard deviations of the reached validation accuracy after 20
rounds, varying 3 € [0.01, 1].

From the results, we note that the observed tendency in the
previous experiments is found again among all () values, i.e.,
the simple weight aggregation strategy of CFA, based solely
on the number of samples, struggles with very imbalanced
distributions. Starting with the three-client scenario, we notice
that if the distributions are the same among all clients,
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Fig. 7. Average aggregation weights after 5 different runs of CFA, CFAdp-Ego (a), CFAdp-CS (b) and CFAdp-vPS (c), at varying training federated rounds.
We refer to (16), (14) and (11) for the aggregation weights ay,,;, ak',kf and @y, s, of CFAdp-Ego, CFAdp-CS and CFAdp-vPS, respectively. The baseline

non-adaptive CFA has all the weights o, s, = 1/K = 0.1.

ie., high 8, the proposed CFAdp strategies reach the
same level of accuracy. This is intuitive since whenever all
models bring the same contributions, there is not advantage
in choosing a specific one. Still, the WAC, with adaptive
aggregation weights, outperforms the conventional CFA from
7 to 56%. With a higher number of clients, the convergence
time increases and the differences between the proposed WAC
strategies become more distinct.

In the last assessment, we employ the real FL-prototype
composed of 6 IoT devices where each client experiences
non-IID label distribution with () varying in [0.05,100].
Different from before, here we employ the much more
complex CVT model and CIFARI00 dataset. In Fig. 9, we
report the validation accuracy reached after Ng, = 100
federated round, for each consensus algorithm. Note that
with different 8(") and bigger models, the CFAdp-CS and
CFAdp-vPS have almost the same performances. This is due
to the fact that an increase in the number of model parameters,
coupled with the use of a larger number of classes (100),
worsens the overfitting of local models. Ultimately, it results
in an equivalent choice between using all clients or the best-
one as a reference. On the contrary, CFAdp-Ego, reduces the
maximum achievable performance since it always relies on
the local model which used as a reference for all the rounds.
Finally, the CFA struggles to achieve 80% of accuracy.

V. CONCLUSION

This paper addressed the challenges associated with non-
IID data distribution in fully-distributed, server-less networked
learning systems by introducing a new family of algorithms
with roots in WAC tools and adapted for FL processes, namely
Consensus-driven FedAdp (CFAdp). Evolved from WAC
schemes, the proposed tools have been optimized and adapted
specifically for FL, each one employing a unique strategy
for calculating the global model. Specifically, we developed
three CFAdp algorithms, named CFAdp-Ego, CFAdp-CS, and
CFAdp-vPS, where the reference local model is within the
client itself, within the best selected neighbor and across
all clients, respectively. They are then evaluated in terms of
their convergence properties and resilience against non-IID

data distribution. The evaluation included both simulated and
real experiments using a FL platform implemented over a
WLAN network, testing with varying model complexities, i.e.,
CNN and CVT, and datasets, i.e., MNIST and CIFARI100.
Specifically, the tests aimed to simulate complexity and
data heterogeneity typically encountered in IoT deployments,
including various degrees of sample and label skewness
modelled with Dirichlet distributions.

The derived key takeaways are the following. The weighted
consensus schemes, i.e., CFAdp, outperform the vanilla
tools, such as CFA, up to 56% thanks to the dynamic
adjustment of the aggregation weights, disregarding negative
client contributions. Whenever the federation of clients has
IID or non-IID local distributions, meaning that each client
has the same level of non-IID (quantity or label skewness), the
CFAdp-vPS, which represents the equivalent PS-based version,
achieves the best performances in terms of convergence time
and asymptotic accuracy. Conversely, whenever one or few
clients retain very high-quality and evenly distributed data, the
CFAdp-CS permits to take advantage of the good local model
contribution by taking the best client as a global reference.
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APPENDIX
A. CFAdp-CS vs CFAdp-vPS: Client Selection Process
In this section we discuss Algorithm 2 which implements
CFAdp by selecting a client as opposed to Algorithm 1
that implements weighting average. Algorithm 2 averaging
operation in (15) can be rewritten as follows:

Y= <1 —€ Z 5k1k;>wk; + Z €t Ok iy Wt

keNkz« keth
(AD
Compared with Algorithm 2 the consensus weights o, s, are
thus modified as follows:

_ Yohen,, (L —€crry) k=K

Wk N = Ok .

g €t Ol ke; k # k.

In Sect. IV we provide a numerical comparison between

CFAdp weights oy, s, and CFAdp-CS ones ay, 1 as obtained
during FL training.

(A2)

B. CFAdp-vPS: Proof of Theorem 1
From the ~-Lipschitz smoothness of £(1); ;) in Assumption
1 and Taylor expansion, we have:

L 441) SLOP; ) + VL )T (i1 — Vi)
y
+ 5l = Wil (A3)
The last two terms on the right-hand side of the above
inequality are bounded respectively as:
o Bounding ||¥; ;,,—; ;||*: By the definition of the global
aggregation for 1, ;,,, we have:
||'¢’z:,t+1 - wi,t” = Eges, [HWz}Hl - wulH (Ad)
By following SGD optimization, for each term within the
expectation in the right hand side of A4, we have:
Witt1 =P — VLY, ). (A5)
Therefore,

H¢i,t+1 - ¢i,t|

? = (Eres, [IWits1 — il
= 7* (Exes [ VL (5,011)°
< Bres [IVLe(¥i) 7], (A6)
where inequality holds because of Cauchy-Schwarz
inequality.

o Bounding VL(,; )T - (¥, 11 — ;,): Again, by the
definition of the global aggregation for %, ,,, and AS
we have:

VL(l/’i,t)T : (¢i.t+1 - U’i,t) =

= —nBres, [VL( )" VLe(,)]. (A7)
The expectation term in A7 can be further rewritten as
shown in [50] with the following substitutions: wps ;
becomes 1, , and the expectation is defined over all
clients k € S;.
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ABSTRACT Distributed Machine Learning (D-ML), such as Federated Learning (FL) and Split Learning
(SL), aims at resolving the limitations of Centralized Machine Learning (C-ML) by enhancing scalability
and efficiency. D-ML relies on the client-Parameter Server (PS) paradigm, in which clients collaboratively
train ML models while keeping their data locally, reducing the need for central data storage and preserving
data privacy. In this paper, we propose a new fully-distributed method, named Split Consensus Federated
Learning (SCFL), which combines the characteristics of FL and SL into a network of clients that cooperate
in learning a shared model. Inspired by the iterative approach of Message Passing Neural Networks (MPNN),
the proposed SCFL framework allows to decentralize the training and inference tasks of the neural networks
at the clients, preserving the privacy of locally stored data. The proposed SCFL framework removes the
need for a coordinating central entity, i.e., the PS, resulting into a fully-decentralized solution where both
the training and inference procedures are distributed over the clients. We present three different strategies for
SCFL implementation and we validate them in a cooperative positioning use case where clients use D-ML
for network localization. Results show that the proposed SCFL method is able to combine the computational
power (and data) of all clients to train local models which closely approximate the global C-ML solution at
convergence.

INDEX TERMS Split consensus federated learning, split learning, federated learning, message passing
neural network, consensus, cooperative positioning.

I. INTRODUCTION

In recent years, Machine Learning (ML) has contaminated
several fields, including healthcare [1], [2], finance [3], [4],
and transportation [5], [6]. Most of the applications rely
on a Centralized Machine Learning (C-ML) architecture
where data collection and processing from multiple clients
is performed at a single central server, which raises concerns
about data privacy and security. Furthermore, with the rapid
increase in volume and complexity of data available at
different locations and machines, C-ML may face difficulties

The associate editor coordinating the review of this manuscript and

approving it for publication was Jolanta Mizera-Pietraszko

in terms of scalability and efficiency. Consequently, there
is a growing demand for alternative methodologies that can
efficiently address the complexity and security issues while
retaining the benefits of conventional ML techniques.
Distributed Machine Learning (D-ML) [7], [8] has
emerged as a viable solution for avoiding data aggregation
at a single central entity. A popular D-ML mechanism is
Federated Learning (FL) [9], [10], which allows spatially
distributed clients to collaboratively train a global ML
model without the need of sharing their raw data. In FL,
each client keeps a local copy of the model, e.g., a Deep
Learning (DL) model, and trains it using local data, while
a coordinating Parameter Server (PS) aggregates the locally

© 2024 The Authors. This work is licensed under a Creative Commons Attribution 4.0 License.
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trained models to produce a global model shared among
all clients. This approach not only preserves data privacy
by keeping data within local boundaries but also enhances
computational efficiency and scalability in various distributed
environments [11], [12], [13], [14], [15], [16]. As a drawback,
the PS-based structure still relies on a central coordinating
entity for the aggregation of models, potentially leading
to a single point of failure and increased communication
overhead.

An alternative to FL is Split Learning (SL) [17], a
D-ML approach that has been recently designed to address
the challenges of resource-constrained setups, such as
Internet of Things (IoT) networks where clients may have
limited computing capabilities and energy resources. In SL,
the model training and validation processes are divided
between the clients and a PS, each having only a partial
access/visibility to/of a specific portion of the model [18].
This characteristic ensures both model and data privacy
while improving communication efficiency and convergence
speed compared to FL [19]. Specifically, the Neural Network
(NN) to be trained is split into two sub-networks at a
specific layer, named split or cut layer, and the upper
and lower layers are assigned to the clients and the PS,
respectively. Clients perform forward propagation and send
the output, called smashed data, to the PS, which com-
putes the final output. Gradients are then back-propagated,
with the PS sending the cut layer’s gradient back to the
clients. This process is repeated until new training data is
obtained.

A conceptual comparison of the two D-ML methods is
reported in Figure 1, in which we present the FL (Figure 1a)
and SL (Figure 1b) frameworks, indicating their main steps
indexed in chronological order. Specifically, the steps for
FL are: 0) local model optimization, 1) aggregation, 2)
broadcast of the updated global model; while the steps for
SL are: 0) client forward pass and exchange of smashed
data, 1) PS forward pass and back-propagation, 2) exchange
of PS gradients, 3) client back-propagation, 4) client model
exchange with next neighbors.

Although SL has received significant research attention,
a number of open problems are still to be addressed,
such as leakage reduction [20], [21], [22], [23], [24], non-
Independent and Identical Distributed (IID) data distribution
among clients [25], [26], [27], and communication costs.
Tackling these challenges is crucial for unlocking the full
potential of SL for D-ML applications.

A. RELATED WORKS

In this section, we discuss how the limitations of FL and SL
have been addressed so far in the literature and our proposal
to solve remaining open problems.

Vanilla FL architectures present two main drawbacks
related to centralization at the PS and limited computational
capabilities of clients. Decentralization has been proposed by
replacing the PS with a consensus procedure that performs
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FIGURE 1. Schematic example of (a) FL and (b) SL in a network of two
clients and a PS. The client model parameters and gradients are indicated
with w; and V.C;(w;), respectively. On the contrary, the global or PS
model parameters and gradients are indicated with w,¢ and V.o (wp),
respectively. The weighted average of the FL is indicated with a thick bar.
Finally, the forward pass is indicated with F(-), back-propagation is
indicated with the model gradients inside a self-loop, and dashed lines

P the next ti

P

model fusion through iterative inter-client exchanges of
model parameters. First works in this direction are repre-
sented by fully-distributed gossip FL [28] and Consensus-
driven Federated Averaging (CFA) [29], [30]. In gossip
FL, local updates are propagated in a peer-to-peer manner
where each client shares its own local model update to
the immediate neighbors. CFA extends gossip approaches
to include average consensus by exploiting all or a subset
of neighbors at each round. Regarding FL with resource-
constrained devices, state-of-the-art approaches mainly focus
on optimized versions of SL that split the computations
between clients and PS, usually located in the cloud [31],
[32], [33]. However, SL does not exploit parallelization
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of training and validation procedures and still relies on a
centralized architecture with a PS.

More specifically, in SL, clients interact with the PS
sequentially, causing other clients’ resources to remain idle
during the relay-based training process. This results in
increased training overhead and latency, especially when
a large number of devices are involved in the learning
process. To solve this issue, some authors proposed to impose
differences in the training order and adjust the data size inside
the nodes [34]. A full parallelization has been introduced with
the Split Federated Learning (SFL) framework by the pioneer
works in [35], [36], and [37]. SFL integrates the primary
benefit of FL, i.e., parallel processing among distributed
clients, with the core advantage of SL, i.e., partitioning
the network into client-side and server-side sub-networks
throughout training. Unlike SL, SFL enables all clients to
carry out computations concurrently while engaging with
both a split PS and a federated PS. Contrary to SL, SFL allows
all clients to interact with the federated PS and the split PS
simultaneously while doing calculations.

A further problem of SL relies on the mandatory usage of
a PS whose main operation is to distribute the computational
complexity of model training and inference. However,
in massive IoT networks, a PS may not be available or
may be prohibitive from a communication point of view.
A first step in this direction is taken by the works [38], [39]
which introduce a split version of Recurrent Neural Networks
(RNNSs) with a continuous exchange of smashed data among
clients. However, these architectures still rely on a PS, thus
lacking from a full decentralization.

B. ADDRESSING FL AND SL OPEN PROBLEMS
Unavailability of a fully-distributed methodology for both
training and inference is a major issue for adoption of FL and
SL in resource-constrained networks of devices, and it is thus
the topic we aim to address in this work.

For the design of a completely decentralized architecture,
we proposed the following. We first observe that in SL,
the key aspect is that clients alone are not able to perform
a complete inference (and back-propagation) of the whole
model, as the model is split between clients and PS to lower
the computational complexity of each node. Therefore, for
distributed SL, we conceive to train an overall model whose
intermediate outputs, i.e., smashed data, are computed and
exchanged between clients. A DL framework which satisfies
the aforementioned characteristics can be found in Graph
Neural Network (GNN) [40], more specifically in the variant
of Message Passing Neural Network (MPNN) [41]. Indeed,
in MPNN, the final inference is the result of sequential
intermediate outputs, obtained with a message passing
procedure [42], [43]. However, in vanilla MPNN, both the
training and inference procedures are centralized since the
exchange of node and edge embeddings happens in the same
physical machine. Moreover, the built computational graph
permits to back-propagate gradients in a unique and parallel
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way such that at the end each nodes will have the same NN
parameters. In this paper, we propose to exploit the MPNN
methodology to fill the literature gap and design a new fully
decentralized SL architecture for distributed inference and
training, as outlined in the following section.

C. CONTRIBUTION

In this work, we propose to incorporate the message passing
scheme inside the MPNN as a sequence of smashed data
exchanged among clients, i.e., the nodes of the graph.
According to this scheme, at each timestep the clients do
not complete the inference of the whole model, but they
just perform one iteration of the message passing at a time.
Thus, the complete model is composed of many small models
retained by individual clients. The information available at
each client does not explicitly describe the available data, as it
is a hidden representation incorporated by the so-called node
and edge embeddings of the MPNN. This aspect ensures data
privacy, just as in vanilla SL, since each client holds private
labels or outputs. To accelerate the entire training process,
similarly to SFL, a consensus scheme is executed after
the message passing iterations. Depending on the number
of operations within the message passing iteration and by
the type of consensus scheme, i.e., full model exchange or
gradient average, we can distinguish between three main
training procedures, namely, 3-Steps Strategy (3SS), 2-Steps
Strategy (2SS) and Distributed-MPNN (D-MPNN). We refer
to this new fully-distributed framework as Split Consensus
Federated Learning (SCFL).

To summarize, the main contributions of the paper are the
following:

« A comprehensive review and comparative analysis of
FL, SL and SFL, with focus on the iterative processing
steps for training;

The design of a fully-decentralized SFL architecture,
namely SCFL, which exploits the above analysis and
extends the centralized MPNN to perform distributed
training and inference procedures between physically
separated clients;

The proposal and validation of three decentralized
training procedures for SCFL which can be effectively
adopted in fully-distributed agent networks.

Compared to FL, SL, and SFL, the key distinctive
advantages of the proposed SCFL method are the following:

o The introduction of a SL paradigm within the FL

framework, enabling complex DL models to be trained
on distributed resource-constrained devices through
an efficient message-passing mechanism inspired by
MPNN. This approach reduces the model bias and
enhances the model’s ability to accurately capture
underlying data patterns.
The scalability with respect to the number of nodes,
allowing SCFL to be trained and scaled over complex
network topologies without procedural alterations. This
property is crucial for applications in dynamic network
environments with large number of connected devices.
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TABLE 1. Comparison of SL, FL, SFL and the proposed SCFL method.

SL FL SFL SCFL (proposed)

Privacy-preserving  Yes Yes  Yes Yes
Fully-distributed No  Yes No Yes
Parallel train/test ~ No  Yes  Yes Yes
Low complexity Yes No Yes Yes

o The unique capability of training DL models on
physically separated clients, where the inference of each
client is dependent on its neighbors. This feature is
particularly beneficial for tasks requiring collaborative
information sharing, such as cooperative positioning in
networks of agents.

o The preservation of privacy, the fully-decentralized
architecture, and the low complexity training, which
are fundamental for deployment in privacy-sensitive,
resource-constrained environments.

A summary of the main differences between the proposed
SCFL method and SL, FL and SFL is provided in Table 1.

The proposed SCFL solution is suitable for operating
conditions where distributed cooperative training is the only
viable option, and it is here validated for the illustrative use
case of Cooperative Positioning (CP) in agent networks [44],
[45], [46], [47], [48]. Examples of possible domains of
application are within the fields of vehicular networks [49],
[501], [51], [52], IoT [53], [54], maritime surveillance [55],
[56] and drones [57], [58].

D. PAPER ORGANIZATION

This paper is organized as follows. Section II presents the
distributed machine learning context, comprised of FL and
SL. Section III first introduces the proposed SCFL framework
and its relationship with the MPNNs, and then it presents
the distributed training and inference strategies, as well as
the innovation aspects of SCFL that allow to overcome the
limitations of current FL architectures. Section IV discusses
the CP use case of SCFL and its main experimental results.
Lastly, Section V draws the conclusions.

Il. FUNDAMENTALS OF DISTRIBUTED ML

This section is designed to provide the reader the basic
understandings of D-ML, concentrating on architectural
and algorithmic aspects. The contents of this section are
indeed functional to contextualize and introduce the core
principles of the proposed SCFL method, described later
in Section III, as well as to highlight the differences with
respect to our solution. To this extent, we first describe the
framework of FL, specifically focusing on consensus-based
algorithms. Then, we describe the vanilla SL framework and
the related parallelized SFL version with PS. The focus on
such state-of-the-art notions is required since the proposed
SCFL paradigm inherits both the FL and SL features
and extends them to accommodate for a fully-distributed
scheme.
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A. FEDERATED LEARNING

In the context of FL, we consider a network which includes
one PS and a set of I clients denoted as Z = {1, ..., I}. Each
client has its own dataset S; of size S; = |S;|. The objective
of the FL procedure is to obtain a global DL model defined
by the parameters w by minimizing:

Wpg = argmin L£(W), (1)
w

where the loss function £(w) is given by:
1 d
£ow) = ; ;cxw, S @

with £, representing the loss determined by client i utilizing
the local data batches S;. To obtain the global model wps,
an iterative process is carried out with each iteration involving
a local model optimization step performed by the client and
followed by an aggregation step executed on the PS.

Clients generate local models typically employing super-
vised and gradient-based optimization techniques, e.g.,
Stochastic Gradient Descent (SGD) or Adam optimizers [59],
with mini-batch B of size B and learning rate 5. Each client i
carries out E local epochs prior to exchanging the local model
with the PS, which is responsible for updating the global
model.

In vanilla FL, i.e., Federated Averaging (FedAvg), the
aggregation step during federated round n = 1,...,N is
conducted at the PS using a weighted average accounting for
the number of samples S; from each client as:

. I
Wospt = oo DS Win (1= Wps, (3
Zj:l ) i=1
where w; , are the local model parameters and € modulates
the memory of previous models.

On the contrary, when no PS is available, the consensus-
based FL regime applies. In this framework, a network of
clients constitutes a graph G = (V, &), where each node
i € V represents a client, while the edge (i,j) € €&,
with i # j, indicates the presence of a communication link
from client i to client j. Observe that edges (i, ) and (j, i)
are distinct, i.e., (i,j) # (j, i), and they may not necessarily
exist concurrently. From the graph G, we define the set of
neighbors of client i as M ={j € V|G,j) € &}and
N =N, U {i}.

The consensus-based algorithm, called CFA, works in the
following way. At round n, each client i, after performing
a local model optimization step, exchanges the model
parameters w, , with its neighbors N; and subsequently
performs an aggregation step, similarly to the PS [29],
as:

W) @

€
Vin=Vint << Z Sy (Wj' n =
ZJE,/\/;. Sj JeN,

where ¥, , is the aggregated model. This aggregation step is
needed to let the local model converge to a consensus global
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Algorithm 1 Consensus-Driven Federated Averaging

Algorithm 2 Split Learning

1: procedure CFA(VN;, €, n) > Run on client i

2 initialize W o < client i

3 for eachroundn=1,...,N do > Training loop
4: broadcast W,

5 receive {wj’ wlje N,

6 eq. (4)

7 w; , = ModelUpdate(y; ,,)

8: end for

9: end procedure

10: procedure ModelUpdate(y; )
1 compute F(¥; ) '

12: compute VL, (¥; )

13: Vin < Vin— nVLi,n(l[’i,n)
14: end procedure

> Model opt. step
> Forward-pass
> Backward-pass
> Local SGD

model. The complete pseudo-code for CFA algorithm is
reported in Algorithm 1, where the local model optimization
step has been represented as a single-batch model update. For
simplicity of notation, we do not consider n-dependence on
hyper-parameters and graph structure. Note that the algorithm
works in the same way if the clients send the gradients of
the local model update, instead of exchanging the model
parameters.

B. SPLIT LEARNING

In the simplest SL framework, the model parameters w are
split into two parts (one for the PS and for the clients),
ie., Wps 1 and W, Note that, here, differently from FL,
the model structures of Wps and w;, are distinct. Thus,
to complete inference and back-propagation procedures,
an exchange of smashed data and gradients must be carried
out between PS and clients. The pseudo-code for SL
algorithm is given in Algorithm 2, reporting for simplicity
only the synchronization of the learning process in peer-
to-peer mode [17]. At the end of the training, SL permits
to achieve identical results to a traditional (i.e., centralized)
training procedure, where all layers are available at the same
entity, since it involves the same steps and processes (forward
propagation and back-propagating gradients), just applied in
a different order.

A drawback of the SL procedure is that it must be
executed sequentially by each client. To address this issue,
SFL algorithms remove the constraint on the sequentiality of
inter-client model exchange, performing forward propagation
of the client-side model in parallel. The PS processes the
forward propagation and back-propagation on its server-
side model using each client’s transformed data separately,
allowing a high degree of parallelism. After sending the
gradients back to the respective clients for their own back-
propagation, a step of FedAvg is performed by the PS and by
the clients through an additional PS for the federated part, i.e.,
FPS [35]. We refer to Figure 2 for a representation of the SFL.
workflow.
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1: procedure SL(n)

2 initialize W0 Viel
3 for eachroundn=1,...,N do > Training loop
4 forclienti=1,...,71do > Run on client i
5 compute F(w; ) > Client Forward-pass
6 send F(w,; ) to PS
7 receive
VACPS,n(WPS,n) = PSUPdate(F(Wi’,l))
8: w; , = ClientUpdate(w; ,)
9: send w;  to clienti+ 1
10: end for
11: end for

12: end procedure

13: procedure ClientUpdate(w; ,)
14: compute Vﬁiqn(wi.n)

15: W, < W, — VL, (W)

16: end procedure
17: procedure PSUpdate(F(w; ,))

> Model opt. step
> Client Backward-pass
> Local SGD

> Model opt. step

18: compute F(Wpg ,) > PS Forward-pass
19: compute VLpg »(Wps ) > PS Backward-pass
20: Wps , < Wps, — nVﬁpsYn(wPS_n) > Local SGD

21: end procedure

Ill. DESIGN OF SPLIT CONSENSUS FEDERATED
LEARNING
In D-ML frameworks where the PS is absent, the distribution
among clients of training and inference tasks becomes
challenging, especially for training. Indeed, the absence of
a PS prevents the direct coordination and consolidation of
local models into a global version. We here overcome such
limitations by proposing the SCFL approach.

SCFL differs from vanilla FL as it does not require
a PS coordinating the clients and aggregating the local
models for the convergence to a global version (exactly as
in distributed consensus-FL). The final goal of SCFL is
still to achieve the same global model in each client at the
end of training, but it is achieved with direct Device-to-
Device (D2D) communications. The fundamental difference
from consensus-FL is that, in SCFL, the clients need to
perform in a distributed way both training and inference
procedure. Indeed, they cannot complete a whole inference
autonomously for model complexity reasons, as in PS-based
SL. On the other hand, SCFL differs from PS-based SL as it
does not exist a PS-version of the model structure, since each
client is fundamentally equivalent to the others.

The main assumptions that we make for the design of SCFL
are the following:

Al) Asin SL, FL and SFL, each client has the same model
structure;

A2) Asin SL, FL and SFL, each client needs the forwarding
procedure result, i.e., smashed data, of its neighbors
to complete the inference. Thus, it results that both
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3. VLo(ws)

FIGURE 2. SFL framework with vanilla architecture composed of a split
PS, i.e., SPS, and a federated PS, i.e., FPS. For ease of notation, step 2) is
represented in the same way for both the clients.

training and prediction have to be performed in a fully-
distributed way;

Each client has the ability of exchanging different types
of messages that span from direct model parameters or
gradients, up to smashed data. In any case, the body of
the messages must not disclose any private information
about the local retained data inside the clients.

A3

=

These assumptions do not limit the usage or applicability
of SCFL, they rather give a performance advantage in
cooperative contexts, e.g., CP, where the exchange of
smashed data dramatically improves the performances. This
claim is analyzed in Section IV-C3, where we compare the
proposed solution with the CFA approach.

The above assumptions highlight a similarity with the
vanilla MPNNs approach, where nodes are represented by
distributed clients. Indeed, the inference message passing
procedure of MPNNs can be seen as multiple forwards
passes between clients which exchange smashed data, i.e.,
intermediate outputs of a bigger model. In the same manner,
back-propagation is computed by taking into account all
the predictions during message passing. However, while in
vanilla MPNNs the forward and backward passes are com-
puted within the same computational graph (i.e., centralized
procedure), for performing distributed operations, especially
training, we need to carefully design the strategy to follow.
We thereby propose to exploit this synergy by first revising
the centralized MPNN (Section III-A) and then designing an
extension to a distributed framework by incorporating the
MPNN into the proposed SCFL approach. This allows to
combine the benefits of both SL and FL. The distributed
features of the proposed SCFL solution are detailed for
both inference (Section III-B) and training (Section III-C)
procedures.
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A. REVIEW OF CENTRALIZED MPNN

NN operating on graphs have been investigated only in the
recent years, initially as GNNs [40], [41], and subsequently
expanded to include variations such as MPNNs [60].
Their goal is to train, in a centralized way, a function
that disseminates information throughout a graph G. The
information is diffused by message passing using node and
edge latent features, called embeddings, and denoted as vftfl
and e;ii’n, respectively, where ¢ is the message passing
iteration index. For the encoding of the embeddings, a NN is
placed at each node and edge of the graph. The NN at the node
is denoted by g,(-), while the one at the edge is represented
by ge(-). Then, according to the specific task, e.g., regression
or classification, an additional global NN is present.

Let us consider the node regression task with a specific
NN at the node gE,r cgres) (+). Given that g,(-), g(vregres)(-) and
g.(+) maintain the same parameters, across each node and
each edge respectively, they can be centrally trained on small-
scale graphs before being utilized in large-scale problems.
The final node prediction is performed independently by
each node after 7 message passing iterations in which node
and edge embeddings are updated through the NN models
according to the specific message passing structure.

We here recall the centralized vanilla MPNN inference and
training procedure. The inference procedure starts with the
node and edge embedding initialization, i.e., VE,O; , Vjey,
and e](-(ziyn, Vj € Nl through a feature extraction mech-
anism, e.g., an encoding NN. Then, at message passing
iterationt = 1,..., T, eachnodei € V sends the following
message to its neighbors N/;:

KON g (v(’*” V=D e(’*”) L VieN., O

j—in in > Vjn O Yj—in
with

) _ (=1 (1)
Vi,n =& (vi,n ’ q)({ejﬁi,n}j € M)) ’ (6)
where ®(-) is called aggregation function and it can be chosen
among whatever function which is invariant to permutations
of its inputs, e.g., element-wise summation. After 7 message
passing iterations, the prediction is performed as:

~ T < T
Vi =30 = & (7)), )

where ¥;, is the estimate of the true target variable
yin. Since the exchange of messages is centralized, the
inference and forward-pass procedure can be performed in
parallel considering all the edge and node embeddings as
samples of a batch that is given as input to the edge and
node NNs, respectively. Hence, what is carried out is the
training, in this case, of only three distinct and individual
NNs that will subsequently be distributed across various
network topologies. In order to compute the training loss
and perform back-propagation, the Residual Sum of Squares
(RSS) estimated at each epoch n and at the end of each

message passing iteration ¢ after the regressor prediction ?f?l
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FIGURE 3. Distribute inference procedure. a) node embedding exchange. b) edge and node embedding update. c) prediction.

is considered. It is defined as:

—-Y,n ®)

val n=1t=1ieV

In centralized MPNN, a key (limiting) aspect is that each
node cannot proceed with the next message passing without
the output of its neighbors at previous message passing
iteration. In the proposed SCFL framework, we overcome
such limitation by considering each node as an independent
and physically separated client that needs the neighbors
smashed data, i.e., node embeddings, to proceed with the
inference and, ultimately, perform prediction. The proposal
is detailed in the next section.

B. DESIGN OF DISTRIBUTED INFERENCE IN SCFL

In the proposed SCFL framework, each physically separated
client has to carefully choose the type of information
to be exchanged with its neighbors, avoiding unfeasible
communication costs. Therefore, we design an equivalent
distributed inference procedure where clients exchange node
embeddings v() ,» 1€, smashed data, to their neighbors.
Here, as in CFA the set of neighbors is built starting
from the communication links between agents, which may
vary according to the environment. However, in this work,
we focus on the proposal of a new distributed architecture,
rather than focusing on tackling specific non-IID distributions
among agents.

The inference starts with the initialization by each
individual client i of the node embeddings vl(.f),z, Vi eV,
and incoming edge embeddings, e ]((l)» o Vi€ M Note
that this initialization can be performed with whatever local
NN which is not required to retain the same parameters
across all clients. Then, for 7 message passing iterations, the
following steps are performed by each client:

1) Node embeddings exchange: at message passing itera-

tion t = 1 , T, each client i broadcasts Vj N ) and

receives v ) from its neighbors j € N,. Note that,
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as in SL, the messages exchanged (smashed data) do not
disclose private information.

2) Edge and node embeddings update: at message passing
iterationt = 1, ..., T, the edge embeddings are updated
as:

o _ (1—1)
ej—)i,n =& (V ’

(1)
jn >V

in

b

* Yi—>in

), VieN. ()

Subsequently, the node embeddings are updated as:

O t—1) (1)
_gv(( (D({]—nn}!EN))

l n
We would like to point out here that (9) and (10) can be
modified accordingly to the type of task, input features
or particular requirements, without altering the inference
structure.
State inference: lastly, after T message passing steps,
each client i predicts the estimate:

s _<M _ (regres) (VS,T,,)) ) (11)

Yin =Yi Ln
A graphical representation of the steps is reported in Figure 3.

10)

3

=~

C. DESIGN OF DISTRIBUTED TRAINING IN SCFL

To design the fully-distributed training procedure peculiar of
SCFL, we first observe that the distributed inference relies on
the fact that each client needs the same parameters for g,(-),
g(V'Eg“’S)(.) and g,(-), as in centralized MPNN. To enforce this
behaviour, we propose three distributed training procedures
which are derived from SL and consensus-FL. In particular,
SL is adopted for performing a complete distributed inference
and back-propagation, while consensus-FL is exploited for
convergence to a unique, globally aggregated model. This
is especially pertinent, as convergence to a global model
has been demonstrated to be attainable with as few as two
neighbors, affirming the efficiency of the process [29]. Given
the fact that the SL is implemented with a message passing
procedure, we can choose the number and type of operations
within each message passing iteration. This results in three
distinct procedures that we denote as 3SS, 2SS and D-MPNN.
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Algorithm 3 3-Steps Strategy

Algorithm 4 2-Steps Strategy

1: procedure 3SS(V;, ) > Run on client i

2: initialize w; , <= clienti
3: for eachroundn=1,...,N do > Training loop
4: for each message passingiterr = 1,..., T do
5: compute F¢ )(wi, ) > Forward-pass
6: broadcast F( )(wi,n)
7: receive {F(’)(wj,,,)}jej\/‘_
8: compute VLE,[;(WL ) > Backward-pass
9: broadcast Vﬁgfi(wi,n)
10: receive {Vﬁ_l(le(wj,,,)}jej\/’_
—(t) (1)
1: V‘Ci.r1(wi,n)<_2j’e./\/,-»(«sfvcj’,n/Zje/\/I-*S/
—(r
12: W, < W, —nVL (w; ) > Local SGD
13: end for
14: end for

15: end procedure

For the sake of notation consistency, we adhere to the notation
used in Figure 2, i.e., representing the NN models g,(-),
gE,r egres)(~) and g, (-) of client i as w; and the exchange of node
embedding vft,)l as F(w)).

In the following, we describe the three proposed SCFL
distributed training strategies, i.e., 3SS, 2SS and D-MPNN,
highlighting their distinct features for the distributed training
of a single epoch. Note that each of them requires 7 message
passing iterations and a consensus-FL step.

1) 35S

It is constituted by three operations within each message
passing iterations, i.e., forward-step, a gradient exchange, and
a consensus-FL step, which closely resembles SFL in terms
of logical steps. The distinction with respect to SFL is that,
due to the absence of a PS, each client already holds all the
gradients from its neighbors, without needing an additional
exchange of model parameters. Consequently, during the
consensus-FL step, the back-propagation is computed using
a weighted average of all received gradients, similar to what
occurs in CFA with gradient exchange. A graphical repre-
sentation of the 3SS distributed training strategy for SCFL
is given in Figure 4a, while its pseudo-code is highlighted in
Algorithm 3.

2) 2SS

It consists of two steps to be performed for 7 iterations,
i.e., a forward-step and a back-propagation step, which are
independently computed by each client after the exchange
of smashed data. If 2SS is halted after the second step,
each client would have distinct model parameters since it
retains different private local data for computing the loss
function. It follows that, to ensure convergence to a single
global model, i.e., identical parameters for g, (-), giregres)(),
and g,(-) across all devices, a final step of CFA with model
exchange is performed at the end of each training epoch.
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1: procedure 2SS(V;, ) > Run on client i

2 initialize w; , <= clienti

3 for eachroundn =1, ..., N do > Training loop
4 for each message passingiterr =1,..., T do

5 compute F¢ )(wi' ) > Forward-pass
6: broadcast F (’)(wi.n)

7 receive {F(’)(wj,,,)}jej\/[

8 compute VLE?I(WI. ) > Backward-pass
9: W, < W, — "VEE.tz(Wi,n) > Local SGD
10: end for
11: broadcast w; ,
12: receive {Wj,n}_feM

13: Win < 27N, ST Wyl 2ojeN;, S
14: end for

15: end procedure

Algorithm 5 Distributed-MPNN Strategy
1: procedure D-MPNN(V,, n)
initialize W0 < clienti
for eachroundn=1,...,N do > Training loop
for each message passingiterr = 1,...,T do
compute FO(w, ) > Forward-pass

2

3

4

5 in
6: broadcast F( )(wiﬂ)
7

8

9

> Run on client i

receive {F(t)(Wj,,,)}jeN[
end for
: compute VL, (W, )
10: Win < Win— nvzi,n(wi,n)
11: broadcast w; ,
12: receive (W, , e,
13: Win < /,GM*Sj'wj’-”/zjeM* Sj
14 end for
15: end procedure

> Backward-pass
> Local SGD

A graphical representation of the 2SS distributed training
strategy for SCFL is given in Figure 4b, while its pseudo-code
is highlighted in Algorithm 4.

3) D-MPNN

This strategy resembles a centralized MPNN training, with
the key innovative aspect that it is constituted by fully-
distributed steps. This is because first it performs T steps
of forward propagation, thus following (5), (6) and (7), and
then back-propagation is computed. The key difference here
is that after T forward propagations, an individual client back-
propagation and a consensus-FL step are executed. Since
these last two steps precisely represent the CFA algorithm,
we are assured that, under specific conditions, the solution
converges to the centralized MPNN outcome, i.e., adopting
the centralized loss in (8). A graphical representation of
the D-MPNN distributed training strategy for SCFL is
given in Figure 4, while its pseudo-code is highlighted in
Algorithm 5.
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D. INNOVATION ASPECTS OF SCFL OVERCOMING
LIMITATIONS OF CURRENT FL ARCHITECTURES

The proposed SCFL framework has different peculiar aspects
that overcome the limitations of existing FL approaches.
First, it embodies the SL paradigm which permits to train
complex DL models within resource-constrained devices by
exploiting a message passing procedure derived from MPNN.
As a result, the overall bias of the whole derived model is
reduced compared to individual client models, consequently
enhancing its ability to more accurately identify the true
underlying patterns within the data. Second, given the MPNN
properties of scalability with the number of nodes, the SCFL
framework can be trained on whatever number of clients and,
more importantly, can be tested and scaled over complex
network topologies without altering the procedure. Lastly,
the proposed SCFL is the only method that permits to
train DL models in physically separated clients where the
inference procedure of each client is strictly dependent on
the inference of its neighbors. This fully-distributed training
features is of remarkable importance in scenarios where the
information retained by the neighbors is necessary for the
accomplishment of a task, such as CP which is examined in
next section.

IV. SIMULATION EXPERIMENTS

In this section, we first describe a practical application for
the SCFL framework, which consists in a fully-distributed
procedure for CP in a set of connected agents (e.g., vehicles).
Then, we detail the simulated scenario and we present a set
of numerical results.

A. USE CASE: COOPERATIVE POSITIONING

We consider a cooperative localization scenario where a set
of mobile agents aim to estimate their positions (or state)
based on ego-agent location measurements, e.g., noisy agent
position, and inter-agent measurements, e.g., agent pairwise-
distances. Agents cannot rely on a central coordinator (i.e.,
the PS), only on data exchange with neighbors.

The state of agent i at time n is denoted as y;,.
Note that here, since we consider a dynamic scenario
where the agents move during training and inference,
the index n denotes both the time-step and the epoch
index. Thus, the network graph becomes n-dependent as
G, = V,,&,). We define with zgﬁ) :f(A) (yi’n, wfﬁ,)) and

20 = A (Yj,,,v Yin ng:ZA) ), vj e N the state and

(A2A)

]—)l n l n’
inter-agent measurement, respectively. w and w;
the state and inter-agent measurement n01ses respcctlvely,
while f(A)(~) and f(AZA)(~) are two non-linear functions.
We emphasize that the measurements do not depend on
the message passing index ¢. This follows the assumption
that each agent has only one measurement per time-step 7,
and the time interval between two sub-sequent time-steps is
significantly larger than the one between message passing
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iterations. We refer to Figure 5 for a visual representation of
the CP scenario with four agents.
To address this specific CP task, we adopt the following
models. For node and edge initialization, we adopt three NN,
(LSTM) (A) (A2A)
ie., gy (), gv '(-) and g, (+), whose parameters and
gradients are never shared across agents since they are unique
and specific for each agent. A Long Short-Term Memory
(LSTM) NN is required to introduce n-dependence relations
between time-consecutive state-predictions. At message
passing iteration t = 0, the initialization and measurement
encoding is as follows:

0
Vi = 8@, ). (12)
(A) _ A (A
i = (40)). (3)
A2A A2A .
m =g (AN) . VieN, a4

At n = 0, the inference is initialized as /y\i,nq £ E[p(yivo)],
where p(y; ) is the prior knowledge of the agent position.
On the contrary, the edge and node embedding update are
computed according to:

28 ( (D Zh(.Az,A) v(.lfl), vgrjl)), Vjie N,

]~>ln’ \j—i,n’ "j,n Ln’
1s)

(1) =1) SO0 _ (A) e

tn_gv(tn ’Vi,n’ tn’q)({j—nn}jg-/\f )) (16)

Finally, after T message passing steps, the state prediction is
performed as in (11).

e_]*)l,n =8

B. SIMULATION SCENARIO

We consider a 2D localization scenario where I, =
16 connected agents move within a 200 m x 200m area for
100 timesteps sampled at 1 s. The agent trajectories create
a spiral shape pattern, starting from the origin and moving
towards the area’s limits as a spiral (see Figure 6). The
graph G, is fully-connected, i.e., each agent is connected
to all the others. The agent’s state is y; , [pl npl n]T
where p,;, € R? and p;, € R? represent the 2D position
and Veloc1ty, respectlvely The measurements are defined
as ) =y, , + w5 and 28 = Ip; , — p, I + W
We model the agent kinematics with a constant velocity
motion model, unless stated otherwise, while the state
measurements and inter-agent measurements follow zero-
mean Gaussian distributions, i.e., wl(../?l) ~ N (04, CW(A)),
with Cya = d1ag( O i) ;WW’U;.W(A)’

(AZA) ~N (O o A2A)) with standard deviations o, ) =
5 m Op W) = 1 m/s, and o2 =2 m.

The network of agents is trained on 1,000 instances
of constant velocity linear trajectories, with p;, €
[—10, 10] m/s, where each instance is composed of /,, =
16 connected agents. To enhance model convergence and
prevent biases, we standardized all samples by applying a
min-max scaler, ensuring each feature falls within the [0, 1]
range. This is done with prior knowledge of agent position,

2
o , and
p,w(A))
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(a) SCFL - distributed training (b) SCFL - distributed
3SS 2SS
FIGURE 4. Visualization of SCFL distributed training procedure according to th

highlights the flow of infor i.e., the ial order of operations to b
that in all the SCFL strategies, the PS is missing, being the traini

ie, p;, € [-100,100]m, and velocity, i.e., [')i_n IS
[—10, fO] m/s. We trained both the centralized and distributed
models for a total of 100 epochs, using a batch size
of 32 samples and randomizing the dataset order at the
beginning of each epoch. Here, a sample refers to a trajectory
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(c¢) SCFL - distributed training
D-MPNN

ree types of strategies. a) 3SS; b) 2SS and c¢) D-MPNN. The right arrow
e performed for updating the model p during training. Note

training

g achieved in a fully-distributed manner.

instance composed of N = 10 timesteps, i.e., the training
length sequence of the LSTM model.

The LSTM has been modified from [61], employing
only two layers and a hidden output dimension, or node
embeddings, of 16. The NNs of the MPNN model are
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FIGURE 5. CP task with four agents, represented by circles. The

p ted as black dotted arrows, while trajectory
paths are indicated with colored solid arrows. For ease of notation,
we omit the epoch index n.

Multi-Layer Perceptrons (MLPs) with two hidden layers and
a neuron count of [80, 16] with Gaussian Error Linear Units
(GELU) activation functions. The number of message passing
steps is 7 = 10. Lastly, we consider dimension of 16 for edge
embeddings, state, and inter-agent measurements.

For model training and testing, we used PyTorch version
1.12 and Python version 3.7.11, while simulations were exe-
cuted on a workstation featuring an Intel(R) Xeon(R) Silver
4210R CPU operating at 2.40 GHz, 96 GB of RAM, and a
Quadro RTX 6000 24 GB GPU. Regarding the optimizer,
we employed the Adam optimization algorithm [59] with
an initial learning rate of 0.0001 and momentum values of
0.9 and 0.999 for B and B, respectively.

C. NUMERICAL RESULTS

1) TRAINING

In a first assessment, we compare the performances of the
three proposed SCFL strategies (i.e., 3SS, 2SS and D-MPNN)
with respect to a centralized MPNN solution where all clients,
i.e., nodes of the graph, lie in a single machine. In Figure 7
we show the Root Mean Square Error (RMSE) of the position
and velocity estimates evaluated on the validation dataset for
each epoch of the training (Figure 7a) and corresponding wall
clock time (Figure 7b).

Observing the results, we note that at corresponding
epoch, the best performances are reached by the distributed
D-MPNN and the centralized solution, followed by 2SS
and 3SS implementations. This result suggests that the
cooperative forwarding pass of the training should be
performed for all message passing iterations in the first stage
of the training (see Figure 4c). In contrast, increasing the
number of operations in message passing, as in 3SS and 2SS,
leads to worse performances. We believe that this is due to the
fact that performing all forwarding iterations at the beginning
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FIGURE 6. Example of spiral scenario comp
represented by different colors.

d of 16 cooperating agents

allows client models to fully exploit the potential of message
passing operations, without interrupting the flow of refined
information within the node and edge embeddings.

An interesting observation is that the proposed SCFL
method with D-MPNN outperforms also the centralized
solution. To explain this behavior, we note in Figure 7b
that the centralized solution completes training in much less
time, and its RMSE is similar to the one of D-MPNN,
only with less machine time spent on training. Therefore,
we assert that the centralized solution and distributed
D-MPNN exhibit practically the same performance with the
same computational resources. The reason why D-MPNN
converges faster in terms of epochs is that step 2 of D-MPNN,
which involves gradient computation and back-propagation,
is performed individually by each client, thereby increasing
the computations linearly with the number of clients. In fully-
distributed networks of agents, this feature can lead a
significant advantage in speeding up the training process.

2) CONVERGENCE
This experiment aims at verifying the convergence of the
three proposed fully-distributed SCFL strategies with respect
to centralized training. In other words, the objective is to
assess whether or not the distributed training among clients
is equivalent or very well approximated to the centralized
architecture in terms of client local model parameters.
To this aim, we studied how much the distributions of
80, giregres)(d and g,(-) vary between the centralized and
distributed strategies.

In Figure 8 we show the Kullback-Leibler (KL) divergence
of the model parameter distributions with respect to the
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FIGURE 7. Comparison of the three proposed SCFL strategies with respect to a centralized solution. a) RMSE of position and velocity on the validation
set for each training epoch. b) RMSE of position and velocity on the validation set with respect to the wall clock time of the training.

centralized model parameters for each epoch of training.
We start noticing that, in 3SS (Figure 8a), the KL divergence
seems somehow to diverge from the centralized solution for
all the three local models. This confirms that performing
many operations in a single message passing iteration, i.e.,
aforward-step, a gradient exchange, and a consensus-FL step,
is not beneficial as it does not fully exploit the message
passing elaboration of latent features. On the contrary,
in 2SS (Figure 8b), we observe a neutral behavior with local
parameter distributions that tend to hold the same distance
with respect to the centralized solution. This is due to the fact
that steps 1 and 2 (see Figure 4b) lead to a more biased local
model, since each client adopts its private data to compute the
gradients and perform back-propagation, while step 3 drives
to a common global model which resembles the centralized
solution exactly as in FL. Finally, D-MPNN (Figure 8c),
which holds the best performances, clearly converges to the
centralized approach, as the logical steps of the distributed
algorithm match the classical MPNN training.

3) BASELINE COMPARISON
In this assessment, we compare the proposed D-MPNN
method with the current state-of-the-art D-ML algorithm,
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i.e., CFA, both in terms of performances and communication
efficiency. Since in CFA there is no exchange of smashed
data, we train the same NNs present in D-MPNN without
the message passing procedure. We can consider the CFA
as a contraction of D-MPNN, where the T iterations are
performed within each agent and where the cooperation is
only present in the last step of weights exchange.

In Figure 9 we show the validation results of D-MPNN
ad CFA varying the number of training epochs. We also
connect the points in the two curves that correspond to
the same training time, allowing to evaluate the trade-off
between performances and training efficiency. From the
results, we notice that the D-MPNN outperforms CFA at
every epoch, both in terms of convergence speed and achieved
RMSE. This is mainly due to the message passing procedure,
which permits to further elaborate the input measurements
by exploiting the neighbors smashed data. Despite the longer
epoch duration due to the message passing, we observe that,
at the same time instant, the D-MPNN constantly achieves
better performances. This demonstrates that the message
passing procedure can indeed reduce the biases of the simpler
independent models within the agents, in the same way as in
conventional centralized MPNN.
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FIGURE 9. Comparison of the proposed SCFL D-MPNN method with
respect to the CFA algorithm in terms of RMSE. The points related to the
same training time are connected by dashed lines.

V. CONCLUSION

This paper addressed the problem of distributed inference and
model training in a network of physically separated clients.
We started by reviewing the parallelism between PS-based
FL, SL and SFL methods which is used as a starting point
for the design of a fully-distributed consensus-based SL,
named SCFL. In this framework, clients have to forward
the smashed data to their neighbors for completing the
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inference. We developed three distributed training strategies,
namely 3SS, 2SS and D-MPNN, which take inspiration from
centralized MPNN where the message passing iterations
resemble the split forwarding, while preserving local data
privacy. These strategies mainly differ for the type of
operations within each single message passing iteration, thus
obtaining different performances under the same conditions.
The main advantages are the local data privacy preservation,
as in FL and SL, since only smashed data, gradients
and model parameters are exchanged, and the complete
independence on a centralized entity (i.e., a PS) to perform
the training procedure.

We proved the efficacy of the proposed SCFL paradigm in
a CP use-case where distributed moving clients (i.e., agents)
have to self-localize based on local ego-agent and inter-
agents measurements. For the specific task, we developed a
custom model structure composed of client-specific models,
i.e., encoding NNs and an LSTM model to learn the
agent mobility, and shared models, i.e., edge, node and
regressor NNs. Comparing the three distributed strategies
with respect to a centralized solution, we found that the
distributed strategies highly differ in terms of performance
and convergence capabilities. Specifically, the best learning
strategy, i.e., D-MPNN, is the one that takes the most
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advantage from message passing by first performing the
cooperative inference through node embeddings exchange,
and then applying individual back-propagation with a final
consensus-FL step. This strategy efficiently combines the
computational power of all clients as they were on a single
machine and strives towards the centralized model parameters
at convergence.

We expect distributed training and inference to play a
crucial role in forthcoming years, especially in applications
such as cooperative sensing in connected automated vehicles,
distributed manufacturing control, and autonomous multi-
agent robot systems, where collaboration is requested to
achieve a shared objective. Relevant challenges are rep-
resented by the requirement of fast convergence in time-
sensitive tasks and the management of non-IID data in
heterogeneous settings.
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CHAPTER

Multi-Agent Reinforcement Learn-
ing

In this chapter, we present a data-driven approach for extending the ICP framework and
overcoming its main limitations due to the cyclicity of the factor graph. In particular, we
propose a MARL algorithm, namely ICP-MAPPO, tailored for highly non-stationary
learning where the agent network, i.e., a vehicular network, continuously varies in
time. We model the problem as a Dec-POMDP where agents aim at performing CP by
exploiting exchanged measurements, comprising detection of passive objects that act
as reference points to refine the predictions. The agents predict the state evolution by
beliefs learning and follow a policy that dictates which links deactivate to simultaneously
improve performances and achieve high communication efficiency. To solve the issue
of partial observability of the state, we employ the C-ML paradigm for training, with
subsequent deployment of the models for decentralized execution. Results show that
this new scheme, named centralized-training and dynamic-decentralized-execution, is
able to outperform the ICP algorithm when it comes to both positioning accuracy, speed
of convergence and efficiency of neighbors’ cooperation.
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Multi-agent Reinforcement Learning
for Distributed Cooperative Vehicular Positioning
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Abstract—With the advent of cooperative intelligent transport
systems (C-ITS) and vehicle-to-everything (V2X) communica-
tions, cooperative positioning based on V2X sharing of location
information has been emerging as a promising augmentation sys-
tem for conventional satellite navigation. An example is implicit
cooperative positioning (ICP) which relies on Bayesian filtering
for cooperative sensing of targets that are used as reference
points for improving vehicle positioning. However, ICP methods
rely on pre-determined models which makes them sub-optimal in
case of non-Gaussian non-linear models or complex cooperation
graphs. To address these limitations, the paper proposes a
decentralized-partially observable Markov decision process (Dec-
POMDP) framework, paired with deep multi-agent reinforcement
learning (MARL) algorithms. We introduce a novel ICP-multi-
agent proximal policy optimization (MAPPO) algorithm where
distributed agents (i.e., vehicles) dynamically activate/deactivate
the radio links with the neighbors to optimize the communication
efficiency, still guaranteeing accurate positioning. We reproduce
a realistic C-ITS scenario with CARLA simulator, where vehicles
move according to real-world dynamics and communicate with
each other. Results show that the proposed ICP-MAPPO algo-
rithm, with its dynamic-decentralized-execution and centralized-
training schemes, outperforms state-of-the-art ICP methods by
21% in terms of positioning accuracy, and it can reduce the
communication overhead by following the optimal learned policy.

Index Terms—Multi-agent reinforcement learning, Dec-
POMDP, implicit cooperative positioning, Bayesian-filtering, mes-
sage passing algorithm.
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I. INTRODUCTION

OOPERATIVE POSITIONING (CP) represents a key

enabling feature for future automated mobility services
[1]-[8]. Modern vehicles leverage an on-board sensor suite
including global navigation satellite systems (GNSS), light
detection and ranging (LIDAR), radio detection and ranging
(RADAR), and stereo cameras to perceive the surround-
ing environment and perform automated maneuvers [9]-[13].
However, these sensors are not yet able to meet the loca-
tion accuracy requirements of autonomous driving in harsh
environments such as dense urban areas or canyons [14].
Recently, methods have been proposed to combine localiza-
tion sensors with the latest S5th generation (5G) of cellular
communications [15]-[20], depicting a new horizon for mobile
connectivity and positioning services [21]-[24]. 5G vehicle-to-
everything (V2X) communications are envisioned as crucial in
the evolution towards cooperative intelligent transport systems
(C-ITS) [25]-[28] by enabling simultaneous communication
and localization functionalities [29]-[31]. CP among vehicles,
by means of sidelink V2X communications, can be used to
overcome the GNSS performance degradation and guarantee
a seamless high-accuracy positioning (HAP) service [32]-
[36]. The complexity lies in the resource-intensive nature of
CP [37], which involves vehicles interacting with each other
repeatedly to determine positions. In particular, this process
demands significant power and bandwidth [38]-[40], while
also facing challenges in scheduling transmissions due to the
intricate measurement and information fusion processes [41]-
[43]. These factors contribute to larger delays and scalability
issues in the optimization problems related to cooperative
localization [44], [45].

Conventional approaches, such as implicit cooperative po-
sitioning (ICP) [32], [46], integrate GNSS and passive sen-
sor data through Bayesian-filtering, e.g., centralized extended
Kalman filter (EKF) or message passing algorithm (MPA),
to coherently fuse the measurements at different vehicles. In
particular, in ICP, passive objects such as poles, road signs, or
traffic lights, are cooperatively detected by multiple vehicles
and exploited as noisy anchor points to enhance the vehicle
location accuracy. On the one hand, in case of a centralized
data-processing architecture gathering all vehicles’ measure-
ments, convergence can be achieved, but at the expense of high
computational complexity. On the other hand, standard MPA
algorithms are optimal only in case of Gaussian-linear models
and acyclic factor graphs [47]-[50]. Recent solutions tried
to limit the aforementioned problems by either performing
fully-distributed particle-based MPA between vehicles [34] or
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auto-adjusting the parameters of time-varying models [S1].
Still, particle-based solutions require high communication and
computational loads which limit their scalability.

In recent years, there has been a growing reliance on
machine learning (ML) tools to overcome the limits of conven-
tional approaches’ issues, especially regarding scalability and
non-linear models [52]-[55]. In particular, the reinforcement
learning (RL) paradigm [56]-[58] and its deep learning (DL)-
based version [59]-[61] are notably effective in challenging
single-agent Markov decision processes (MDPs) where labeled
data are scarce or costly. They also excel in environments
where the agent’s actions directly impact the state of the
environment and long-term rewards are prioritized [62]-[64].
Indeed, RL can be seen as a generalization of Bayesian
filtering where the agents do not just predict the state through
belief computation but also make decisions to maximize long-
term rewards, with a policy guiding the decision from state to
action. RL is especially well-suited for complex scenarios with
extensive state and action spaces, where deep neural networks
(DNNs) can efficiently approximate the high-dimensional,
nonlinear functions that represent such policies [59], [65].
This approach has been successfully applied in several fields,
varying from rate and power control [66]-[69] to dynamic
spectrum access in multi-user scenarios and efficient schedul-
ing in vehicular networks [70]-[73].

In case more than one agent acts in the environment and the
state is not directly observable, we categorize the framework as
multi-agent RL (MARL) [74] and the system as decentralized-
partially observable MDP (Dec-POMDP) [75]-[77]. MARL
involves independent agents whose actions influence each
other’s perception of the environment, and it is often solved
with the usage of recurrent neural network (RNN), exploiting
histories of observations and actions [78]. MARL algorithms,
similarly to RL methods, can be divided into two categories:
Q-learning and policy optimization (PO) (which comprises
actor-critic methods) [79]-[81]. Q-learning focuses on esti-
mating the long-term reward (i.e., Q-value) of each action,
selecting the action with the highest Q-value and indirectly
(i.e., not explicitly) formulating the policy [82]-[84]. On the
other hand, PO directly optimizes the policy through the
gradient of the total reward relative to policy parameters [85]—
[88]. Multi-agent PO algorithms, especially when combined
with a centralized agent learning and a decentralized execution
of the policies (e.g., multi-agent proximal policy optimization
(MAPPO) [85]), have shown remarkable performances with
respect to Q-learning algorithms. This is mainly due to their
lack of learning biases and improved sample efficiency thanks
to training guidelines like parameter sharing [89]-[91].

Concerning MARL for CP, most of the literature works
focus on intelligent unmanned aerial vehicles (UAVs) for target
tracking [92] or agent scheduling aided for improving CP
[93]. In [92], the objective was to maneuver the agents to
track passive objects. However, they considered the state of
the agents as known, while the main challenge is to estimate
from the measurements their state jointly with target sensing.
In [93], the state was estimated with conventional MPA, while
the objective was to activate links between agents to optimize
cooperative positioning performances (i.e., by improving the
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positioning error bound (PEB)). The drawbacks of this method
are that RL is not actively used for positioning but rather as an
assistance method to MPA, and that they consider one agent
only, i.e., a single link, at the time instead of exploiting the
full potential of multi-agent systems (MASs).

Considering the above review, the fundamental unresolved
questions related to CP are as follows: i) how to design a
decentralized MARL algorithm that simultaneously performs
the computation of the agent state beliefs and the scheduling of
the agent-to-agent communication resources, optimizing both
location accuracy and communication efficiency; ii) what po-
sitioning accuracy improvement can be achieved with respect
to state-of-the-art Bayesian approaches like ICP that exploit
passive object detections between multiple agents; iii) what
are the main trade-offs between positioning improvement and
communication resource optimization. Addressing these ques-
tions is mandatory for enabling the employment in connected
automated vehicles (CAVs), in particular the ability to scale
and handle real-word impairments encountered in vehicular
scenarios. In this perspective, the goals of this paper are to
develop agent-specific policies for selecting communication
scheduling between neighbors and, at the same time, learning
a representation of the world dynamics that takes advantage of
the selected neighbors’ measurements. We advocate MARL-
based ICP, a new paradigm in which PO RL algorithms
are exploited to extend the conventional Bayesian-filtering
approach incorporating the actions of the agents. The main
idea is to learn from data the relation between agents’ states
and passive feature observations (see Fig. 1 for a visualization
of the cooperative scenario) by selecting only those links to the
neighbors that can provide a significant gain to the positioning
accuracy. This approach not only improves the localization
performance but also enhances the communication efficiency.

In this paper, we propose a new MARL algorithm, namely
ICP-MAPPO, expressly designed for performing efficient dis-
tributed positioning through the MARL framework and ex-
tending the conventional Bayesian-filtering ICP to data-driven
approaches. The key contributions are as follows:

e We revise the ICP Bayesian-filtering approach analyzing the
current limitations and investigating more general frame-
works for solution, drawing from the Dec-POMDP system
model and MARL methods.

e We reformulate the ICP methodology into a MARL problem
and we design the new ICP-MAPPO solution, relying on
dynamic-decentralized-execution and training schemes to
simultaneously optimize the Bayesian-filtering and MARL
objectives.

e We validate the proposed ICP-MAPPO approach in a re-
alistic C-ITS scenario simulated with CARLA [94], where
CAVs perform CP by exploiting passive targets, i.e., poles,
distributed over the scene.

e We perform a comparison with the state-of-the-art ICP
algorithm [32] and single-agent-based algorithms. We prove
the superior performances of the proposed algorithm both
in terms of positioning error and communication efficiency.

For easy reference, Table I lists the main abbreviations used
throughout the paper.
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~ -
® Vehicle

® Passive sensed object

Fig. 1. Top-view of the cooperative scenario with twenty vehicles (blue
vehicle icons), detected poles (red circles) and detections (black lines).

TABLE 1
LIST OF MAIN ABBREVIATIONS

Acronym Definition

A2A Agent-to-agent

A2T Agent-to-target

Dec-POMDP Decentralized-partially observable Markov decision
process

EKF Extended Kalman Filter

Icp Implicit cooperative positioning

LST™M Long short-term memory

MLP Multi-layer perceptron

MAPPO Multi-agent proximal policy optimization

MARL Multi-agent reinforcement learning

MPA Message passing algorithm

The rest of this paper is structured as follows. Sec. II
describes the system model of cooperative agents. Sec. III
reviews the ICP Bayesian-filtering. Sec. IV presents the
MARL framework and the proposed ICP-MAPPO execution
and training schemes. Sec. V provides information about the
simulated scenario and the results. Finally, Sec. VI draws the
conclusions.

Notations

Random variables are displayed in sans serif, upright fonts;
their realizations in serif, italic fonts. Vectors and matrices are
denoted by bold lowercase and uppercase letters, respectively.
For example, a random variable and its realization are denoted
by x and x; a random vector and its realization are denoted by
x and x; a random matrix and its realization are denoted by X
and X, respectively. Random sets and their realizations are de-

TABLE 11
LIST OF NOTATIONS

Notation Definition

N, K Number of agents and passive objects

Sit, @i, Oit State, action and observation of agent ¢ at time ¢
h%’, o hXt History in belief and critic NNs of agent ¢ at time ¢
T, Tt Trajectory and transition at time ¢

re, Re Reward and reward-to-go at time ¢

0, Vi, by Actor, critic and beliefs NNs

H, L, Horizon and trajectory length

Ait Advantage function of agent 7 at time ¢

a, B, e Entropy, reward and clipping coefficients

Vs Discount factor and learning rate

noted by up-right sans serif and calligraphic font, respectively.
For example, a random set and its realization are denoted by X
and X, respectively. The function py(z), and simply p(z) when
there is no ambiguity, denotes the probability density function
(PDF) of x. Notations X", X* and X" indicate the matrix
transposition, conjugation and conjugate transposition. With
the notation x ~ N (i, %) we indicate a Gaussian random
variable x with mean p and standard deviation o, whose
PDF is denoted by N (z;pu,02). We use E{-} and V{} to
denote the expectation and the variance of a random variable,
respectively. R and C stand for the set of real and complex
numbers, respectively. Finally, we define with blockdiag(-)
the block diagonal matrix whose diagonal contains the input
blocks matrices.

Notations and definitions of important quantities used in the
paper are summarized in Table II.

II. SYSTEM MODEL

We consider a vehicular network where a set of N vehicles
engage in cooperative localization as depicted in Fig. 1.
The connectivity graph for vehicle cooperation at time ¢ is
G = (V,&), with V={1,2,..., N} representing the set
of agents (vehicles), and &; the edges (communication links)
among them. Each agent ¢ € V in the network at time
t has a set of neighbors N, and it is assigned a state
(?) @7 (A)T]T, where ugﬁ) and vﬁ) are the 2D

Sit = [ui,t Vit

position and velocity vectors, respectively, defined in a}v global
coordinate system. We denote with sgA) = [sgﬁ)]hl the
aggregate state of all the vehicles at time ¢. The kinematic

state transition of vehicle 4 at time ¢ is modelled as

sty = FO (s w) M
where f(A)(-) is is a nonlinear function that governs the
dynamics of the vehicle’s state and wgﬁ)_l represents the
driving noise process, incorporating the uncertainty in motion.
The model in (1) is associated to a state-transition PDF
denoted as T(sﬁﬁ”sﬁ?_l) = p(sEﬁ”sEﬁ)_l).

The scenario includes a set F = {1,2,..., K} of K static
and passive objects (or targets, denoted as red circles in Fig. 1)
that vehicles can detect and localize by on-board sensors. To
facilitate detection by vehicle sensors, specific objects easily
identifiable and suitable for the purpose should be used. In
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this study, poles have been selected due to their ubiquity
(especially in urban areas), ease of recognition, and fixed
nature. Each pole k is described by a 2D position state sg;?,
which is assumed to be constant over time. As before, we
denote with s§T> = [s,(cTt) the aggregate state of all passive

objects at time .

] keF

Vehicles are equipped with three distinct types of sensors.
The first is a GNSS receiver, providing an estimate of the
vehicle’s state s\, modelled as

it
o(GNSS) _ pr(GNss) (A)Jr (GNSS>

i,t
(GNSS)

(2)
~ N (0242, € R?*! is a zero-
mean Gauss1an noise with covariance REfNSS) = U(GNSS)212,
and H(GNSS) = [I,05,5] € R?**. From (2), we define
the GNSS likelihood function as p(o (GNSS)\S(A)), and with
O(GNSS) [ (GNSS)L{L the aggregate GNSS measurements
of all the vehicles at time ¢.

where n; R(GNSS)

The second sensor refers to an active sensing technology
for sidelink positioning offering relative agent-to-agent (A2A)
location measurements for any pair of vehicles (¢, ) € &

A2A A2A A A A2A
Og,j,z )= H*2 )(Sg,z) s )) +"§g1 ) 3)
where HA2A) = [I,0545] € ]RQX“ and n{A24)

1,5,t
N(OQXQaRSJL
(A2A)

) is a zero-mean Gaussian noise with covari-

2 -
ance R; o(A2M)7 T, Additionally, agents have the ca-
pability to communlcate with their neighbors to share location-

related data.

The third sensor type is a passive technology (e.g., RADAR,
LIDAR, camera, or any combination), used by vehicle i to
detect a set of passive objects F; ; C JF in proximity at time
t, and produce agent-to-target (A2T) measurements for each
object k € F; ¢ as

EAﬁ,T) _ H(AzT)sl(f\) s(T,) +ng/}\ﬁth) )
where HA2T) = [I,05,5] € R*>* and nfftT)
N (ngg, Rfi : ) is a zero-mean Gaussian noise with covari-
ance R(AZT) — a2’

We denote with  p(o f‘;iA)ls(‘?),sﬁ)) and
p(057 s s1))  the  A2A and  A2T  likeli-
hoods, respectlvely Moreover, we denote  with
0:=o ((’ng)TOE?ZA)TOE?ZT)T}T the vector of all
a\(’il\lzl%t))le measurements of ve(hl;:%e) i at(Agi%le t, where
it [ i,J,t Lg/\/',t and olb - [oz‘,k,t }ke}‘,,t' The

total number of unique A2A and A2T measurements
at time t is defined as N2 = SN NG| and
Nt(AQT) = Ef\il | Fit|, respectively. Note that the A2A
measurements are not subject to measurement-origin
uncertainty, i.e., it is not requested to perform any data
association algorithm for pairing them, as the enabling
technology is assumed to be active. On the other hand, the
A2T observations are unlabelled, as it is unknown which
object gives rise to a measurement, being them produced by a
passive sensing technology. In this work, we assume that data
association has already been performed at the vehicles (using,
e.g., methods [53]) and that each A2T measurement has been

IEEE TRANSACTIONS ON INTELLIGENT VEHICLES, VOL. X, NO. X, XXX 2024

correctly labeled with the originating target. We consider
perfect data association as we aim to derive the best-case
performances on the achievable accuracy of data-driven ICP
and compare it with conventional Bayesian ICP in the same
conditions. Interested readers can refer to [46] for details on
data association and their impact on inference algorithms.

III. BAYESIAN FILTERING

In this section, we describe the Bayesian filtering solution,
under the ICP framework, and then we highlight its main
drawbacks and improvements.

A. Centralized Implicit Cooperative Positioning
The objective of ICP is to concurrently estimate the state of
all vehicles and passive objects in the network. To this aim,
we define the set of all available measurements at time ¢ as
o=Hs;+n (5)
(A2A) (A2T)
where o; = [Oi,t]iev S R(QNHN‘ 2N )Xl,
H is the matrix modeling the relation to the states,
T T
defined as in [32], and s, = [s{¥ 87 ] T e (8N F2K) 1
is the aggregated state of the system. n; ~ N (07 Rt)

is the overall measuremep} noise ~ with  covariance
R, = blockdiag(RI“™®, R RAT) - where
R{ONSY) = blockdiag (RS (GNSS) , RS,
RAM  — blockdlag(RI{\tM),...,R%\(i/;_l)[) with
the (¢-th entry given by R(AQA) = Eff[At) , and
RAD blockdmg(R(““,...,joifl) t) with
e,
R(A?T) RiAﬁTZ

The overall state estimate S; is obtained through the
minimum mean square error (MMSE) estimator as

=E{st[01+} = /Stp(st‘olzt) dsy

where 01.; = [ot ] o1 is the set of all aggregated measure-

ments up to time ¢ and p(s;|01.,) is the posterior PDF defined

as [95]

P(St\olzt) MP(Ot\St) /P(sz\st—l) P(St—1|01;t—1) dsi—1.
@)

We denote with b(si,t|01:,,) £ p(su\ou) the marginal

posterior PDF, also called belief of agent i. Given that all

the measurements are mutually independent, the likelihood
function of s; is computed as

(ot\st)*p( (NS (A H H p(o (ﬁ,zA zt’sgﬁ))

©

i=1jEN; ¢
XH [T p(e5" 155 %) @®

i=1keF;
For notation purposes, we will denote the likelihood function
also as O(oy|s;) £ p(ot|s). In case the dynamic and
measurements models in (1) and (5), respectively, are linear
and with a Gaussian noise, the state estimate in (6) reduces to
a Kalman filter (KF) as described in [32], [46], with efficient
resolution in matrix form.
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Fig. 2. Convergence diagram flow of ICP methods.

B. Limitations of Bayesian ICP Methods

The centralized ICP approach is impractical for extensive
networks due to two major limitations: the single central
computing unit representing a point of failure, and its com-
putational complexity growing cubically with the number of
vehicles and passive objects [32]. To overcome such limita-
tions, distributed or consensus-based ICP algorithms have been
studied in the past [34]. However, their convergence to the
centralized solution is guaranteed only in acyclic (i.e., tree-
structured) factor graphs. Moreover, even in case of conver-
gence, the result would be optimal only with Gaussian and
linear models (i.e., in (1) and (5)). In all the other cases,
optimality is not guaranteed. In Fig. 2 we summarized all cases
and highlighted those where improvements could be provided
by new data-driven designs. We would like to point out that
in real-world dynamics, the factor graph is usually not acyclic
and the models are typically neither Gaussian nor linear.

The aim of this paper is to address the gap by proposing
a new decentralized data-driven solution to the ICP problem
suited for non-linear non-Gaussian models, overcoming the
limits of parametric Bayesian implementations based on EKF
or particle filter (PF) highlighted in Fig. 2. The proposed
distributed method also incorporates a data-driven optimiza-
tion of the cooperation graph by making the agents actively
and opportunistically select the cooperating neighbors so as
to minimize the communication signaling. In particular, to

address the limitations of conventional ICP solutions, we adopt
neural networks (NNs)-based models, which are able to learn
whatever non-linear function is hidden in the data thanks to the
universal approximation theorem. Specifically, a RNN learns
the non-linear motion and measurement models, whereas a
multi-layer perceptron (MLP) learns the non-linear relation
between link activation and state estimate. Moreover, NNs
have proven effective even in non-Gaussian settings [53], given
their ability to model complex probability distributions without
assuming any specific form. The centralized ICP method
reviewed in this section will be used as a benchmark to assess
the proposed method.

IV. MARL FOR COOPERATIVE POSITIONING

In this section, we first introduce the MARL framework
(Sec. IV-A) that will be used later for the design of the ICP-
MAPPO solution (Sec. IV-B). The ICP-MAPPO execution
and training schemes are reported in Sec. IV-C and IV-D,
respectively.

A. MARL Framework

We model the cooperative MAS as a finite-
horizon Dec-POMDP [75] defined by the tuple
WV,8, A, To, T,0,0,R,~v,H). We recall that the set V
refers to the cooperative agents, while the sets S and
A denote the state and action spaces, respectively. T
is the initial state distribution at time ¢ = 0, while
T(st\st,l,at) £ p(st|st,1,at) is the state transition PDF
that, differently from the Bayesian-filtering system model
in Sec. II, now also includes the joint action realization
a; = [a“']iev € A and the joint state s; € S. At
each time ¢, the agents receive the joint observations
or measurements o; € (O which are sampled from the
distribution O (o|a¢—1, s¢) £ p(o|a;—1, s;). Note that here,
(8) is also function of the previous joint action of the agents
a;—1, thus generalizing the concept of Bayesian-filtering.
R(st, af,) =r; € R denotes the instantaneous shared reward at
time ¢ obtained from the reward function R, while v € [0,1)
and H are the discount factor and time horizon of each
episode, respectively.

Since the states and rewards are not directly ob-
servable by the agents (partially observable MDP), each
agent 7 keeps track of the so-called histories defined as
hiit=hi;= [(ai,tr,l,oi,y)]:,ﬂ. Note that the histories
are a generalization of the aggregated measurements up to
time ¢ in (6). Given a new observation o; ¢, the state estimates
8, are produced by MMSE criterion from the belief PDF
by (84,¢|04,t, @i t—1, i t—1) = py(8i¢|0is, @i—1, 1) pa-
rameterized by 1. Moreover, agents adopt a policy
mo(a;t|hit) = po(a;¢|hi ;) defined by 0 to obtain the action
a;; from histories h; . A full comparison between Bayesian
filtering and RL (i.e., its generalized version) can be found in
Fig. 3. By defining the reward-to-go Ry = Zf;tl vt,_t ry as
the cumulative discounted reward from time ¢ to the end of the
episode, the objective of the MARL problem is to maximize,
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Observation Observation Reward
Oy Oy Tt—1
Bayesian Reinforcement

filtering learning

L

Internal belief update
b(st|or, hi-1)

L

Internal belief update
b(silor, ar—1, 1)

Histories: Histories:
hyy=h;=o01,...,0 hiy=h;=ap01,...,a;10;
Action
ai
St St
St+1 St+1
Observation Observation Reward
Ot 41 Ot41 Tt

(a) Bayesian filtering (b) Reinforcement learning

Fig. 3. Comparison between Bayesian filtering and RL.

over the policy 7, the expected cumulative discounted reward
from the beginning of the episode

)
which usually translates into optimizing the parameters of the
policy as 0* = argmaxg J(mg), with mj; representing the
optimal policy.

max J(m) = max E{Ro}

B. MARL Solution to the ICP Problem

In standard Dec-POMDP, each agent only knows its lo-
cal actions and observations, thus resulting in possible non-
stationary learning problems from each agent’s perspec-
tive [96]. By training independent learners to optimize the
team reward (i.e., concurrent learning), we induce a change in
the dynamics of the environment as teammates continuously
adapt their behaviours throughout learning. On the contrary,
whenever a fully connected graph with communications is
present, the Dec-POMDP collapses to a centralized POMDP,
resulting in higher complexity and communication inefficien-
cies [89], [97], exactly as in centralized ICP. To solve the
issues of independent and centralized training-execution, the
state-of-the-art works exploit the so called centralized-training
and decentralized-execution paradigm. This framework per-
mits to learn the policies in a centralized way and then deploy
them in the network graph for decentralized execution [85],
[87], [98].

While this approach solves the problem in standard MARL
algorithms, in the context of ICP, having access to the neigh-
bors” measurements would allow the positioning accuracy to
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be significantly improved. Indeed, the objective of ICP is to
minimize over the belief b the error on the state estimate as
. . ~ 12

mbmJ(b) :Inbln]E{Xt:||st—st||2}A (10)
Therefore, we here propose to define as actions the agent’s
selection of the communication links to the neighbors to
cooperate with. This allows to optimize the communication
efficiency with respect to the centralized solution. Formally,
we define the following Dec-POMDP:

1) Agents: The agent is identified by vehicle i € V that
composes the connected network.

2) Actions: The action of agent 7 at time ¢ is
a1 = [ai’j‘t};\’:l, where a; ;; € {0, 1} represents the Boolean
decision of agent ¢ to communicate with agent j.

3) States: Only the states of the vehicles siA) are consid-
ered, while the target states S£T> are implicitly learned by the
NNs through the hidden features. Indeed, the system does not
output or keep track of the states of the targets, since they are
not needed as in the ICP Bayesian filtering formulation. In
other words, the ICP-MAPPO model just outputs the predicted
states of the agents, while the targets’ states are contained in
the hidden space, i.e., histories. Therefore, from now on, we
indicate with s; the state of the agents SEA)

4) Observations: GNSS, A2A, and A2T measurements de-
scribed in Sec. II are the observations used in the Dec-POMDP
modeling, as they are the only output returned by the world
at inference time.

During the centralized training, the agents learn the rela-
tion between histories-actions, i.e., policy optimization, and
histories-states, i.e., belief optimization, while having access to
the full observable state s; and measurements o;. Conversely,
during the decentralized execution, the agents decide how to
modify the network graph to achieve the best trade-off between
positioning accuracy and communication efficiency. We call
this approach centralized-training and dynamic-decentralized-
execution, as during execution, according to the agents’ ac-
tions, the coordination graph may vary, passing from fully-
connected to fully-decentralized according to the agent’s de-
cisions.

C. ICP-MAPPO Execution Scheme

For the belief and action prediction, we propose to employ
a long short-term memory (LSTM) and MLP, respectively. In
Fig. 4, we show a compact representation of the execution
within each agent. In particular, the NN functions are defined
as
1)
12)
where 0;; is the ordered vector of all measurements of agent
i at time ¢ defined as in Sec. II, @; ¢ = [@i,j.] 111 includes the
sampled actions from the policy distribution adjusted with the
feasibility of the network connectivity as

_ { if je -/vi.t
Qj 4.t =

~ b - b
Sijty by = by (8i,]0it, @it—1, 7y q)

a;;~ To(aiy |h?.t)

@i jt

i (13)

otherwise
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and E}’,t are the hidden features of the belief LSTM which
contain a compressed representation of the histories of agent
¢ and all selected neighbors at the previous timestep
- 7i$t+§:mvh;ﬂMmJt==l)
ot T+ 2 ey Hai e == 1)
where 1(-) is the indicator function that returns 1 if the
condition is true and O otherwise. We point out that the hidden
features hht include not only past actions and measurements
but also the implicit state estimates of the targets §§T) , which
are never explicitly predicted by the system for output space
complexity reduction.

The key rationale behind the execution scheme is the
following. We employ the average operation in (14) to avoid
gradient divergence over the timesteps. We would like to notice
that the action decision at time ¢ in (12) is mainly based on
the previous timestep information E?,t—l’ as there is no way
for agent ¢ to know a priori the measurements of its neighbors
h;t ,Vj € V, in order to activate the communications between
them. Moreover, the actions @;, are given as input to the
belief LSTM for two main reasons. First, the information
about which agents were selected for measurements fusion
is necessary to coherently predict the state estimate. Second,
the negative action values imposed by the lack of possible
connectivity permit each agent to implicitly learn its index or
identification. In this way, the scalable and efficient parameter
sharing approach for training one single NN [89], instead of
agent-specific NNs, can be combined with agent differentiation
by index learning.

14)

D. ICP-MAPPO Training Scheme

For the reward definition, we propose to use a function that,
looking at the future timestep, rewards the actions that gave
a predetermined improvement 3 on the positioning accuracy.
In other words, each agent i tries to answer the following
question: if I had chosen agent j’ instead of agent j, would
the performances have improved? This is formalized as

—1 i s —5]); = [|ser1 — Ben |l < -8
re= 1 s — 82— s — S|l > 8

+2 0 =B <|lse = Bll; ~ [lsers Sl < B
(15)

where 3 is a hyper-parameter which regulates the improvement
step. At the beginning of the learning, if the improvement is
negative and bigger than /3, the reward is negative as the actual
agent selection worsen the positioning accuracy. On the other
hand, if the improvement is positive and greater than 3, the
reward is +1. Finally, when the learning starts converging and
the improvements become smaller, we introduce a long-term
reward of +2. Note that, while in conventional Dec-POMDPs
the reward directly depends on the actions, in the proposed
system the effect of the actions’ choice can be assessed only
at the next timestamp and only by measuring the positioning
error.

Regarding the type of MARL algorithm, we opted for PO
over Q-learning-based methods. This is because Q-learning

algorithms combined with DL have no guarantees of conver-
gence and retain a lot of bias (i.e., inaccurate state-action value
or Q-value). On the contrary, PO algorithms retain very low
bias since they directly optimize the objective function in (9)
and have been proven to outperform Q-learning methods in
MARL systems [87]. Moreover, while off-policy RL algo-
rithms use historical data to learn the policy, in the context
of CP, where state estimation is crucial, it is essential to
utilize the most up-to-date policy available since the action
sampling (i.e., radio link activation) directly influences the
positioning performances. Despite PO algorithms having an
intrinsic high variance, i.e., they require a lot of samples to
converge, this can be mitigated by the learning of the value
function, either V™ (s;) or Q™ (s, a;), which estimates the
long-term reward given a specific state or state-action pair,
respectively. Specifically, we employ the state value function
defined as

V7™ (s:) = E{Ry|s; = 8¢}
= Eaomscnnr { B(st,a) + 9V (s10) | (16)

Usually, V™ (s;) cannot be directly computed due to the curse
of dimensionality and thus it is estimated by an additional NN
Vg (st) = V(s¢), with parameters ¢ which are only employed
during training.

In standard single-agent RL frameworks, the policy opti-
mization problem is usually defined with the introduction of
trajectories T = (so, o, . . ., Sy, ay) by maximizing

J(mg) = ]Eth('r\we) {ﬁ(t)}

H
= Z]Eswp(st\matwe(adst){7” R(St-,ar,)} an
t=0

where E(t) = Ry is the reward of trajectory -,
p(r|m) =To Hfi?)l T(S4+1]8t,a:) w(a¢|s;) is the PDF of an
H-step trajectory, and p(s;|mw) is the state marginal of the
trajectory distribution induced by policy m. Standard REIN-
FORCE PO algorithms [99] update the policy parameters in
(17) in the direction of Vg J(mg), which can be written as
(see Appendix A)
H-1
Vo J(70) = E(s,a)pisnactrar{ 2 Volog (ro(arls:))A: |

t=0

(18)
where p(s;, at|mg) is the state-action marginal of the trajectory
distribution induced by policy 7 and A; = A(s;,a;) is the
generic advantage function at time ¢ [100], which quantifies
the convenience of taking a specific action a; in a given state
s;, compared to the average action’s expected return for that
state.

During successive optimization steps of (18) within the
same trajectory, where the objective is to maintain proximity
between new and old policy parameters, even minor variations
in the NN weights can lead to significant differences in perfor-
mance. Consequently, a single unfavorable optimization step
can drastically deteriorate the policy’s effectiveness. Recent
state-of-the-art methods, e.g., trust region policy optimization
(TRPO) [101] and proximal policy optimization (PPO) [102],
tried to solve this problem by taking the largest gradient
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Fig. 4. Dynamic-decentralized-execution scheme of the proposed ICP-MAPPO algorithm.

step size possible to improve performance, while maintaining
constraints on how close the new and old policies (i.e., mg_, at
previous train step) are allowed to be. The constraint in TRPO
is enforced by Kullback-Leibler (KL) divergence and the
parameters are obtained by maximizing the surrogate objective
function as

_mol(alse) Ai(st,a z)}
TO,14 (ai ‘ st)

st. Eswp(s,,\re){DKL(WS(‘\St)HTFeMd('\St))} <e

19)

which resulted in a second-order optimization method. On the

contrary, PPO and its recent multi-agent version MAPPO use

a much more efficient first-order method that exploits clipping

to remove incentives for the new policy to get far from the
old policy.

0= arglsnax E(Sz‘at)NP(Sn,at\We){

In this paper, we adopt three loss functions: L(¢) and L(0)
derived from the MAPPO scheme to train the state-value and
policy NN, respectively, and L(t)) to train the belief NN.
e and Vg are called actor and critic, respectively, since the
actor is responsible for selecting actions based on the current
policy, and the critic evaluates the quality of these actions by
estimating the value function. In Dec-POMDP, the critic Vg is
also dependent on the history of action-observation pairs and
thus it is usually modelled with a RNN as

V¢(si,t7h},/t—1)>h?ft = Vo (8its hzt—l) (20
where hY, are the hidden features of the critic. Given a
trajectory of length L, (subset of the horizon length H), L(¢)
is defined to perform regression on the rewards-to-go as

L.

1) =y o) { max ([P(oc, ) = Rl
T icv =1

[clip(%(si,é» th,1)7 ‘7¢om (sie; hxﬂfl)v 6) N R£]2> }

2D
where the clip prevents the value function from radically
changing between iterations, and it is defined as

Clip(A,B,e) = min (max (A,B — 5),B + e)

where ¢ is the clip coefficient.

(22)

The actor g is also trained with clipping to discard the KL

constraint in (19) by minimizing

71'6((1M|hﬁz> n

L
1 -
E E min | —————A; 4,
NL; { <7r901d (aivf‘h?,é) '

i€V L=1

mo(aiclhy,) -~ .
T S MO A Sl InD
‘ (ﬂ-eold (ai,l b ) 76) ll) +a (71'3( ‘ t,[,))
(23)

hi,
where A; o = Ry—Vy,,, (81,0, hY,_,) is the advantage function

L) = -

estimate, S(pyx) = EXpr{f log (px(x))} is the entropy func-
tion which encourages the exploration by inducing stochastic
policies, and « is the temperature hyper-parameter which
balances the trade-off between exploiting the best actions and
exploring new actions. Finally, the beliefs b, adopt a MSE
loss function to minimize .J(b) in (10) as

1 AN
L) = 5= > > IIsie - sially-

(24

T eV =1
All the NNs are trained with maximum likelihood
estimation (MLE) criterion. However, while

b¢(si,t|o,~,t,ﬁi,t_l,ﬁ?‘,fl) directly outputs §; , ﬂg(ai,t|h2t)
predicts the probability of communication among agents
through sigmoid activation functions, from which actions
a;; are sampled. The full training algorithm can be
found in Algorithm 1, where we defined a transition as
7. = (sy, 00, Ry, RY, bY@y, @y, 1, Se41, 0141, 8e41).  Since
our approach combines the usage of passive targets to improve
the position estimate and MAPPO MARL to perform an
efficient agent selection, we call this algorithm ICP-MAPPO.

The main characteristics of ICP-MAPPO are the following.
ICP-MAPPO is a low-bias on-policy algorithm since the data
used to train the agents are collected from the policy currently
being learned or improved. For value regression, we adopted
a centralized value function that takes as input extra global
information (i.e., the states) not present in the agent’s local
observation to accurately estimate the values state. The beliefs
are computed as in model-based value estimation (MBVE) RL
[103], [104], leveraging the learned dynamics to predict the
state estimate. This additionally reduces the variance of the
PO method without introducing additional biases by avoiding
performing rollouts [105]. Finally, as opposed to conventional
MARL algorithms, the rewards are not directly dependent on
the action, but only implicitly through the beliefs of the next
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Algorithm 1 Implicit Cooperative Positioning Multi-Agent
Proximal Policy Optimization (ICP-MAPPO)
1I: Input: actor, critic and belief parameters 6 = 6q,
& = Poid, and 2.
2: for each training step n = 1,2, ..., Ngp do
3 Initialize empty batch B = {} and trajectory T = [|
4 Initialize histories h}{o and hP, for critic and beliefs
5: Initialize state estimate Sg
6: fort=1,2,...,H do
7
8
9

for all agents ¢ € V in parallel do
Sample action a;; ~ 7g,,, (@ |RY,)
Send kP, and receive h%, Vj € Ni;

10: Get value estimate V., (s:.1, hY,_;) with (20)
11: Compute @;; and l_zE‘t with (13) and (14)

12: Observe 8; 111,04 111

13: Get state estimate 8; ;41 with (11)

14: end for

15: Observe r; and store 7, in T

16: end for

17: Compute advantage estimate Elt V't and agent i on T
18: Compute reward-to-go R; for each V¢ on 7

19: Split trajectory 7 into chunks of length L.

20: for each ( =0,1,...,|H/L.]| do
~ 0+L;
21: B=BU{m, AR}, ,
22: Adam update of 1 on L(v)) with data {Tt}f;[”
23: end for
24: for each mini—bathh do
25: Sample {,},7, ~ B
26: Adam update of @ on L(6) with data {Tg}f;l
27: Adam update of ¢ on L(¢) with data {T@}j;l
28: end for
290 Oo < 0, Pola < &
30: end for

timestep. This permits to effectively decouple the evaluation
of actions based on the improvement of state predictions rather
than immediate outcomes, focusing on long-term strategic
benefits rather than short-term gains.

V. SIMULATION EXPERIMENTS

In this section, we first introduce the scenario and the train-
ing procedures, and then we describe the baseline methods,
and the main simulation results.

A. Simulation Setup

To evaluate the performances of the proposed ICP-MAPPO
algorithm, we simulate a C-ITS scenario with the CARLA
software [94] in an urban map (i.e., Town02 of CARLA)
that spans an area of 200 x 200 m?. Fig. 1 shows a bird-eye-
view representation of the map. CARLA takes into account
inter-vehicle dynamics, such as acceleration, braking behavior,
and collision physics, as well as communication constraints
given by the environment. Within the area, 20 CAVs move
for 1500 timesteps sampled every 0.2 s, while 72 fixed objects
(poles) are detected by the vehicles if in line-of-sight (LoS)

and within a sensing range of 70 m. The same coverage area
applies to A2A measurements. For the communications, we
only consider the direct LoS path, as if the vehicles were
equipped with LIDAR technology that could be blocked by
obstacles such as buildings or other vehicles. The absolute
driving speed adopted in the testing scenario ranges from 0
to about 60 km/h, with a mean and standard deviation speed
of 0.2 km/h and 14 km/h, respectively. We point out that the
motion models of the vehicles are not linear and that the factor
graph to solve the distributed ICP method contains cycles. For
the GNSS, A2A, and A2T observations, measurement errors
are simulated as additive independent Gaussian noises with
standard deviations of 2m each.

For the training and testing of the ICP-MAPPO algo-
rithm, we create two different simulations each composed
of H = 1500 timesteps. Model training is performed over
Ntep = 2000 episodes (or training steps), each characterized
by a different realization of the measurements. For testing,
40 Monte Carlo (MC) evaluations are considered, unless
otherwise specified. During training, we adopt a trajectory
length L, = H/2 to use at most 2 mini-batches, as suggested
by [87], [106]. The entropy, reward and clipping coefficients
have been chosen to be a = 0.01, § = 0.05 and € = 0.2,
respectively. Note that § = 0.05 would correspond to an
improvement step of the reward function of 5 cm in a non-
standardized state scenario. The discount factor is v = 0.99,
while the Adam [107] learning rate is ;1 = 10~° with standard
hyper-parameters.

Regarding the NN architectures, we adopt a critic network
with three layers: a fully-connected (FC) linear layer with 256
neurons, a gated recurrent unit (GRU) with hidden size of
256 and a final FC linear layer. The actor is an MLP with
two hidden linear layers of [128, 64] neurons and rectified
linear unit (ReLU) activation functions, and an output layer
with sigmoid activation function. Lastly, the belief network
employs two bidirectional LSTM layers of 256 hidden neurons
each and ReLU activation functions, followed by a Maxout
unit with 128 output features and two linear layers of [64, 32]
neurons.

B. Computational Complexity and Latency

To access the real-time processing capabilities of the pro-
posed method in fulfilling the CAVs requirements on latency,
we here investigate the computational complexities and com-
munication delays of the proposed ICP-MAPPO solution with
respect to the ICP algorithm. We specify that the number
of floating point operations (FLOPs) for Vg, mg and by
are 0.82 - 105, 0.54 - 10, and 11.3 - 10°, respectively. For
comparison, the computational complexity of particle-based
ICP methods is estimated with O(Ny,, - N - K - N,,), where
Nump and N, are the number of message passing iterations
and particles, respectively. The experiments are performed on
a workstation machine with Intel(R) Xeon(R) Silver 4210R
CPU @ 2.40 GHz, 96 GB RAM, and a Quadro RTX 6000 24
GB GPU, capable of achieving about 16.3-10'? floating point
operations per second (FLOPS) with just CPU performances.
This implies a maximum latency for sample-inference of
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around 1 ps, which is expected to be truthful and accurate
since the computational capabilities of CAVs are planned to
far exceed our workstation capabilities with more than 4-101°
FLOPS for L5 SAE level [108].

When considering the communication delays with a hid-
den LSTM size of 256 bytes for ICP-MAPPO and about
Nup = 1000 particles (each with 2 bytes for 2D position
and 1 byte for the weight) in the ICP method, the data
transmission would require approximately 1 and 10 packets,
respectively. This estimate is based on 5G vehicle-to-vehicle
(V2V) communications with a typical packet size of 300 bytes.
Two communication scenarios are possible: direct V2V [109]
or vehicle-to-network-to-vehicle (V2N2V) [110] when under
cellular coverage. For direct V2V communication, the end-to-
end (E2E) packet latency is around 1 ms [109], resulting in 10
ms for ICP and 1 ms for ICP-MAPPO. In the V2N2V case,
assuming the distances and scenarios described in [110], the
E2E packet latency is around 4 ms, resulting in 40 ms for ICP
and 4 ms for ICP-MAPPO. We note that the ICP E2E commu-
nication delay exceeds the 5ms latency requirements of fully
CAVs [111] in both scenarios, especially if a message passing
procedure with multiple belief exchanges is considered. On the
contrary, the ICP-MAPPO method meets the stringent latency
requirements needed for fully CAVs.

C. Baseline Methods

As benchmark algorithms, we consider the following im-
plementations:

1) KF-GNSS: Non-cooperative single-agent GNSS-based
KF only using GNSS observations and perfect knowledge of
the measurement standard deviation o(N55) = 2m. For the
motion dynamics (1), we adopt a constant velocity model with
standard deviation of the Gaussian-distributed velocity driving
process calibrated on the data and equal to 0.5 m/s?.

2) ICP: Centralized ICP method from [32] with known
A2A and A2T standard deviations, i.e., o(A2A) = 5(A2T) —
2m, and same motion model as for the KF-GNSS. Note
that the use of the exact measurement statistics in generation
and tracking allows to obtain the optimal performance (i.e.
with no errors due to mis-modeling). Here the network of
agents is fully-connected, i.e., all the agents share the same
measurements.

3) Ego ICP-MAPPO: Proposed ICP-MAPPO method, with
no-cooperation, i.e., only comprising the belief LSTM and
imposing no connectivity with other agents, i.e., a;;; =
-1Vt e{0,....,H—1},i € V,j € N;;. In this way, each
agent has to rely just on its measurements without performing
aggregation of the neighbors’ hidden features.

D. Results

1) Training performances: In the first assessment, we aim
at verifying the convergence of the proposed ICP-MAPPO
algorithm during the training episodes. In Fig. 5, 6 and 7,
we report the mean belief LSTM loss, reward, and state
value function, respectively, along with the 5-95 percentile
as error bounds. The metrics are computed among agents
and trajectory over the whole episode. From the figures, we
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Fig. 5. Belief LSTM loss varying the number of training episodes.
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Fig. 6. Achieved reward varying the number of training episodes.

notice two distinct phases of the training: before and after
reward convergence. In the first phase, i.e., before episode
250, the exploration is encouraged, leading to a much higher
variability of the reward and a very rapid decrease of the
LSTM loss function. After passing into the second phase, the
positioning improvement becomes smaller, with a consequent
convergence of the reward to the value of 2. Notably, also
the mean value function converges after about 250 episodes,
but with a high variance between agents and trajectories. This
may be indicative of a rich and complex environment where
the optimal policy may not be static, but rather dynamic
and contingent on the interactions between agents and the
environment. Indeed, the complexity of the state, e.g., each
agent has a different trajectory in the space, can lead to a
wide range of value function estimates as different states are
visited with varying frequencies.

2) Testing cooperative positioning: This experiment has the
objective of comparing the positioning capabilities of ICP-
MAPPO with respect to the baselines in an unseen testing
trajectory. To this aim, Fig. 8 shows the root mean square
error (RMSE) on the vehicle position at each timestep of
the trajectory (Fig. 8a) and the corresponding cumulative
density function (CDF) of the absolute error (Fig. 8b). The
RMSE is computed among the agents at the single timestep,
while the mean and error bounds are computed within the
MC evaluations. From the results, we observe that the Ego
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Fig. 7. Mean value function varying the number of training episodes.

ICP-MAPPO, which only relies on GNSS measurements,
converges to the KF-GNSS method, indicating a correct usage
of the observations to estimate the position. Passing to the
cooperative methods, we notice a higher speed of convergence
of ICP-MAPPO with respect to the conventional ICP. This
is mainly due to the learned vehicles’ dynamics and to
the effective combination of neighbors’ observations. As a
consequence, the ICP-MAPPO algorithm outperforms the ICP
method in terms of absolute error by 21%, passing from a
median of 42cm to 33 cm.

3) Generalization capabilities: This experiment aims at as-
sessing the generalization capabilities of the proposed method
in unseen scenarios. To evaluate the environmental dependence
of our model, we tested the pre-trained ICP-MAPPO on a
different CARLA map, specifically TownlO. In Fig. 9, we
plotted the position RMSE on testing trajectories in both
Town02 (used for training) and Townl0 (unseen environment),
varying the number of passive objects in the respective map.
We shall notice that the numbers of poles in Townl0O and
Town02 are 146 and 72, respectively. Since ICP-MAPPO was
trained with a maximum input size of 72 measurements, we
adjusted the number of targets up to 72 for this experiment.

The results in Fig. 9 confirm that, even in the unseen
scenario, a higher number of vehicles increases the positioning
accuracy thanks to the cooperation among vehicles. Com-
paring the results on Town02 and TownlO, we note that in
the limit-case of no measurements shared among agents, the
performances in the two scenarios coincide. On the contrary,
when the number of features increases, the performances on
the unseen scenario are slightly lower (i.e., about 10 cm)
despite the completely new environment.

4) Communication efficiency: In this last assessment, we
test the effectiveness of the policy choices in terms of coopera-
tion power and communication efficiency. In Fig. 10 we report
the position RMSE at convergence (Fig. 10a) and the mean
number of selected agents from the policy (Fig. 10b) varying
the maximum degree of connectivity allowed in the network.
In Fig. 10a we observe an intuitive inverse relation between
the maximum cooperative agents and the RMSE, with a rapid
decrease under 1 m of RMSE with just 2 agents. Notably, after
8 cooperative agents, the improvement in RMSE is negligible,
with convergence to about 40 cm. To study this behaviour, in
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Fig. 8. Testing performances on the cooperative scenario. (a) RMSE of the
position over time for the single-agent KF-GNSS, ICP, proposed single agent
and cooperative ICP-MAPPO. (b) CDF of the absolute error.
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Fig. 9. RMSE on the position achieved by ICP-MAPPO varying the number
of targets (i.e., poles) in two distinct environments.

Fig. 10b we notice that the policy tends to select no more
than 9 agents for cooperation. This likely occurs because the
marginal benefits of additional cooperation diminish beyond
this point, leading agents to prefer collaboration with only
their closest neighbors. Indeed, incorporating data from dis-
tant agents that do not observe common targets results in
only slight enhancements in positional accuracy. Lastly, we
highlight that the ICP-MAPPO has higher performance than
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Fig. 10. Communication efficiency between ICP and the proposed ICP-
MAPPO. (a) RMSE on the position varying the maximum number of
cooperative agents in the network. (b) Mean number of neighbor agents
selected by the policy varying the maximum connectivity of the graph.

18 20

the ICP method for the same number of cooperative agents in
the network.

To evaluate the trade-off between positioning accuracy and
communication overhead, in Fig. 11, we plot the mean number
of A2A links, considering varying numbers of cooperative
vehicles in {2, 6, 10, 15, 20}. We observe that with a smaller
number of cooperative agents, such as 2, the ICP-MAPPO
tends to employ all available agents, leveraging neighbors’
measurements to rapidly reduce GNSS uncertainty. Con-
versely, with a higher number of agents, particularly beyond
10, the benefits of additional cooperation decrease (as shown
in Fig. 10a). This is because only the closest neighbors with
a significant number of shared targets substantially enhance
positioning accuracy. Notably, with 10 and 20 agents, ICP-
MAPPO reduces the number of links by 30% and 60%,
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and the proposed ICP-MAPPO algorithms, and different maximum number
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respectively, compared to ICP.

VI. CONCLUSION

In this paper, we addressed the problem of CP in a dis-
tributed network of agents that exploit passive detected targets
to improve the positioning accuracy according to the ICP
framework. We provided a generalization of the Bayesian ICP
solution by means of MARL, which enables the dynamic
optimization of the A2A links used for cooperation accounting
for partial observability of the state. We presented a novel
ICP-MAPPO algorithm where the agents actively select the
neighbors to communicate with by following their optimized
policy. This allows to minimize the communication overhead
for cooperation, while improving the positioning accuracy
of ego-agent systems. The proposed solution is proven to
outperform single and multi-agent conventional approaches
thanks to DL-based states’ belief and policy models.

Realistic simulations of a C-ITS scenario created with
CARLA simulator demonstrate the superior performances of
ICP-MAPPO with state-of-the-art ICP methods, both in terms
of positioning accuracy and efficiency of communications.
The cooperation is indeed intelligently exploited to enhance
the performances and, at the same time the communication
efficiency, by selecting ad-hoc neighbors that are relevant for
the task. The benefits of the approach look promising for
applications where groups of agents have a common inference
objective and predictions or decisions need to be taken based
on incomplete or uncertain data.

As future work, we envision the extension of the proposed
method to decentralized frameworks [112], incorporating also
data association of the targets to the measurements. Addition-
ally, performances could be enhanced by exploiting a higher
dimension of latent features within object detectors, instead
of filtering specific objects such as poles. This approach
would allow vehicles to exchange much more meaningful
information in a compressed manner. Furthermore, including
motion planning [113] could enable the system to not only
estimate but also modify the vehicles’ states according to their
destinations. Finally, introducing safe RL [114] by adding
safety constraints related to communication resources, such
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as maximum available bandwidth, would ensure that the
policies learned by the agents remain efficient under real-world
communication constraints.

APPENDIX A
PROOF OF (18)

To prove (18), we start by writing the gradient of the RL
objective function in (17) as

Ve J(m9) = Ve Et/\/p(‘rh\'g){é(t)} =Vo Y p(rlme) R(7)

= " Vop(rlne) B(r).

Now, we can rewrite the gradient of the trajectory PDF
Vo p(T|me) using the log-derivative trick as

Vo p(t|mg) = p(7|me) Vo log (p(t|me)) .

(AT)

(A2)

Given that the gradient of the log-trajectory PDF
Vg log (p(7|me)) is
H-1
Ve log (p(t|mg)) = Vglog (To H T(841|8t,a¢) Wg(at|st)>
t=0

H-1
Z Ve log (me(a|st)) (A3)
=0

we can rewrite (Al) as

Vo J(m9) = Y p(|me) Vo log (p(t|me)) R(T)

= ]Ewp(rm){vs log (P(Tlﬂe))ff(t)}

,ﬂ

Ve log T at\st))
t=0

x ilth(sL,aL)}.

t=0
(A4)
Since the action a; at time ¢ only influences the future rewards
and not the past ones, (A4) can be equivalently rewritten as

i Ve log (mg(adst)) Rt}

t=0
(A5)
time ¢

=E(s,.a0)~p(s: ar|7fa){

Vo J(me) = E(sl,anw(sha,m){

where we used the reward-to-go at
1y
R; = Zf:tl -t R(st/,ay), as opposed to Ry.

Since it can be proven that for any function
of the state DB(s;) called baseline, we have that
]Earw,rs(a”st){Vg log (mg(at\st) B(sf,))} = 0, then we

can reduce the variance of the PO algorithm, while remaining
unbiased, by subtracting the baseline from the reward-to-go
as

H-1
Vo J(ﬂ-s) = E(St,at)NP(Shﬂt\ﬂa){

[ olog (ma(ay]s))

=0
x (R~ B(s.)] }

(A6)
Finally, R; and B(s;) are usually substituted with their esti-
mates Q™ (s¢,a;) and V7™ (s;), respectively, leading to the def-

inition of the advantage function A; = Q™ (s;,a;) — V7 (sy).
Recently, more advanced versions of the advantage function,
as the generalized advantage estimator (GAE) function AGAP
have been proposed in the literature [100] to regulate the
bias-variance trade-off, increase stability, efficiency, and obtain
faster convergence. We want to point out that usage of the
baseline and/or the estimate of R; are not necessary, and thus
any function F; € {Ry, Q7 (s, a;), Ry — V7 (sy), Ay, AFAF}
is a valid choice.
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CHAPTER

Efficient Distribution Sampling for
NLoS Identification

In this chapter, we present a work on efficient distribution sampling for NLoS identifica-
tion in next-generation cellular networks, modelling the problem as an anomaly detection
task. In particular, we address the limitations of current semi-supervised learning meth-
ods in providing a precise and compact latent feature representation that does not require
two-stage training and holding the entire training dataset for prediction. To this aim,
we propose a DAKDM composed of an AE, a KDE and a likelihood network. The AE
permits to have a compact representation of the input, i.e., ADCPM, by minimizing the
reconstruction error. On the contrary, the likelihood network is trained to mimic the KDE
output adopting the VI paradigm. At inference phase, the decoder and KDE parts are
discarded, and only the encoder and likelihood networks are adopted for anomaly score
estimation. The BSs are trained according to the C-ML paradigm by only employing
LoS data, i.e., normal data, whereas they are tested to distinguish NLoS samples, i.e.,
anomalous data, from the learned LoS distribution. Comparisons with statistical and DL
methods for anomaly detection show that the proposed DAKDM is able to have similar
performances to best state-of-the-art methods while being significantly more efficient in
terms of storage requirements and inference time.
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Abstract—In mission-critical verticals such as automated
driving, 5G-advanced networks must provide centimeter-level
dynamic positioning along with ultra-reliable low-latency com-
munication services. Massive Multiple-Input Multiple-Output
(mMIMO) and millimeter waves (mmWave) are the key enablers,
allowing high accuracy angle and delay estimation. Still, extract-
ing such information from highly-dimensional Channel Impulse
Responses (CIRs) results in a complex task, due to channel spar-
sity and intermittent blockage. In this paper we focus on non-line-
of-sight (NLOS) identification from CIR data, proposing a Deep
Autoencoding Kernel Density Model (DAKDM) to characterize
the statistics of the channel latent features. We formulate the
problem as a semi-supervised anomaly detection task in which
only LOS samples, i.e., normal data, are adopted for training.
DAKDM is a single-stage training model that takes as input the
full CIR thanks to an AutoEncoder (AE) structure. The proposed
method is able to learn the latent distribution by means of a
Kernel Density Estimator (KDE) in combination with a deep
learning likelihood network. We validate the proposed solution in
a 5G Urban micro (UMi) vehicular scenario. Results show that
the proposed model can significantly outperform conventional
algorithms and obtain similar performances to variational Bayes
algorithms at one tenth of the inference time.

Index Terms—Deep autoencoding Kkernel density model,
anomaly detection, CIR, 5G, deep learning, NLOS identification.

I. INTRODUCTION
HE newest release of the Sth generation (5G) of cel-
lular communication systems, namely the 3rd genera-
tion partnership project (3GPP) Release 16, also known as
new radio (NR), introduces for the first time high-precision
positioning functionalities into cellular networks. location ser-
vices (LCS) are extended from regulatory services to roam-
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ing and commercial capabilities [1], [2], [3], [4]. Higher
frequencies, bandwidth improvements and massive-multiple-
input multiple-output (MIMO) technologies are the key fea-
ture enablers for radio access technology (RAT)-dependent
dynamic positioning [2], [3], [4], [5] and location awareness
of connected nodes [6], [7], [8], [9], [10], [11]. The major
fields of application can be found in target tracking [12],
[13], [14], internet-of-things (IoT) [15], [16], [17], crowd
sensing [18], [19], smart environments [20] and industrial
automation [21]. Strict requirements are foreseen for the most
critical services such as automated driving [22], [23]. These
include a lateral and longitudinal positioning error of 10 and
50 cm [24], respectively, and a latency down to 5 ms for
fully autonomous driving vehicles [25]. Next 5G releases,
also known as 5G-Advanced and beyond, will have to meet
such challenging localization requirements while coping with
complex propagation conditions, due to the extreme path-loss
and frequent blockage conditions experienced by millimeter
waves (mmWave).

These problems have been widely studied in the field of
localization and navigation focusing on fundamental perfor-
mance limits [26], [27], [28], [29], [30], [31], algorithm
design [32], [33], [34], [35], [36], [37], [38], network opera-
tion [39], [40], [41], [42], and network experimentation [43],
[44], [45], [46], [47], [48]. It is clear that legacy solutions
for positioning, based on conventional approaches for multi-
lateration/angulation, will struggle to deal with rapidly fading
channels and intermittent blockage. Geometrical approaches
rely in fact on line-of-sight (LOS) condition for estimating
directions and ranges of the positioning reference signals.
Real-time detection and prediction of non-LOS (NLOS) links
is mandatory to mitigate the false localization due to biased
range/angle estimates. Since the environment significantly
impacts on the propagation, data-driven techniques have so far
produced very encouraging outcomes in NLOS detection [48],
[49]. Therefore, machine learning (ML) is expected to play a
crucial role in future generation networks [50], [51] and stan-
dard compliant solutions are foreseen already from Release
17-18 [52].

Solutions for blockage detection should exploit the whole
power-delay-angle profile of the channel impulse response
(CIR) as this embeds a wide range of geographical data and
propagation characteristics [53]. In 5G industrial use-cases,
e.g., automated driving, historical CIR data are largely avail-
able in roadside units that receive continuous information from
geolocalized vehicles [54], [55], [56], [57]. ML algorithms
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Fig. 1. Sparse channel representation in azimuth ¢, elevation 6 and delay 7
domain.

could easily exploit these data for automatic NLOS detection.
However, since such signals are highly dependent on the
environment, ML approaches for detecting NLOS using CIRs
frequently fail to generalize to varied contexts [58]. Moreover,
massive MIMO and very high frequencies of advanced-5G
networks will produce high dimensional channel responses
which may be complex to handle. An example of channel
power-delay-angle-profile is shown in Fig. 1, for a 5G urban
scenario with carrier frequency 30 GHz, bandwidth 400 MHz
and uniform planar antenna array receiver of 64 elements. The
sparse power delay-angle profile of the channel is a signature
of the user location and should be exploited to infer the
visibility conditions of the base station.

In this paper, we propose an innovative strategy to char-
acterize the sparsity of the mmWave MIMO channel and
approximate whatever high-dimensional distribution in a fast
and compact way. To demonstrate the efficacy of the method,
we address the problem of NLOS identification, exclusively
employing LOS CIRs for training. This is done because LOS
CIRs are easier to extract in training procedures and present
more peculiar distributions, i.e., usually the direct path is the
dominant factor in a Rician fading channel. In addition, this
facilitates the deployment and results in higher generalization
compared to other systems that require both classes for training
(i.e., LOS and NLOS). Therefore, we treat the problem as an
anomaly detection case in which LOS samples are considered
as normal samples, while NLOS samples are anomalous.

II. RELATED WORKS

In this section, we first review the literature starting from
early works on ultra wide-band (UWB) systems (Sec. II-A)
and then we extend the analysis to ML-based algorithms
(Sec. II-B). Next, we review the state of the art on anomaly
detection focusing on neural network (NN) approaches
(Sec. II-C) and we discuss the original contributions provided
in the paper (Sec. II-D).
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A. NLOS Identification

Existing techniques for NLOS identification/detection prob-
lem can be mainly divided into three major categories: based
on range estimates, based on position estimates and based on
channel statistics. The first group of methods, i.e., based
on range estimates, measures the running variance of the
ranges and applies a threshold using pre-computed variance
statistics [59]. The techniques based on position estimates are
mainly map-based, i.e., they observe the user equipment (UE)
position in relation to the geometry of the environment [60],
[61]. These first two categories are either too oversimplified
or require perfect knowledge of the UE’s position and of the
map geometry.

The third class relies on channel statistics, such as ampli-
tude, mean and root-mean-square delay. In case these statistics
are known at-priori, a joint-likelihood ratio test can be adopted
for hypothesis selection [62], [63] or as soft information in
weighted least squares (WLS) algorithms. The limitations of
this last class of existing techniques include experiencing
delays while gathering channel statistics to create a database
and determining the complex combined probability distribu-
tions of necessary features for statistical methods. ML-based
approaches overcome these drawbacks by avoiding statistical
modeling of the input features.

B. ML for NLOS Identification

ML approaches to NLOS identification can be divided into:
supervised, unsupervised and semi-supervised learning. First
works (i.e., supervised learning) use hand-crafted channel
state information (CSI) features such as energy, maximum
rise time, kurtosis, root-mean-square-delay spread, maximum
amplitude, time of flight (ToF), Ricean-K-factor and mean
excess delay [48], [64], [65], [66]. These deterministic features
have a solid theoretical basis and capture the differences
between LOS and NLOS conditions in terms of power and
delay attributes, as well as the strength of the dominant signal
component relative to the multipath components. The most
popular adopted ML models are support vector machines
(SVMs), relevance vector machines (RVMs), random forests
(RFs) and Gaussian processes (GP). These methods can also
be used to directly mitigate the range bias by applying a
regression problem to the ranging-error estimates [49], [67].

Despite achieving good results, these methods highly
depend on the pre-selected features which limit their potential.
On the other hand, deep learning (DL) approaches can directly
learn the most suitable combination of features (typically non-
linear) using as input the full CIR and producing as output the
desired classification. First works in this direction can be found
in [68], [69], [70] using convolutional neural networks (CNN)
to perform feature extractions in grid-like data where local
patterns and structures are critical. Some recent studies [71],
[72] directly exploit the automatic feature extraction of the
CNN in order to locate a target by performing a fingerprint
training. A main limit is the need of extensive measurement
campaigns and time-consuming labeling of data. Moreover,
supervised learning approaches require updating the training
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database when conditions are changed and need representative
samples of all the possible NLOS anomalies.

A solution could be permitting not to have labels at all and
manage the problem as an unsupervised one. Authors in [73]
fit a Gaussian mixture model (GMM) with two components
(one for LOS and one for NLOS) using some key hand-
crafted features of the channel and output the classification
according to the magnitude of the membership weights. While
unsupervised techniques are very promising, unfortunately
they do not achieve very high performances, due to lack of
knowledge or lack of structured data.

The third class of semi-supervised approaches has the
advantage of not needing examples of all the possible anoma-
lies as supervised learning. Moreover, powerful DL semi-
supervised methods focus on learning one single distribution
which, in many cases, is easier than a separating boundary
between two distributions [74]. Works that adopt this strategy
can be found in [58], [75] which adopt the Pearson correlation
coefficient and one-class SVM to perform NLOS classifica-
tion, respectively. A very recent work [76] employs variational
autoencoder (VAE) to perform feature extraction and imposes
a Gaussian distribution to the latent features in order to ease
learning of distribution of normal samples. The score adopted
to define the probability of NLOS is then used to estimate
the bias and variance of time-based measurements. Although
the idea of using an autoencoder (AE) to have a compact
representation of the channel can give very good results, the
usage of sampling-based methods to perform the prediction
has the main drawback of not being suitable for real-time
applications.

C. Neural Networks for Anomaly Detection

Anomaly detection is frequently employed in problems
where we have a large amount of data from normal circum-
stances but little data from abnormal ones. Here, on the other
hand, we consider the setting of semi-supervised learning in
which normal training data only are provided. In this case,
the problem turns out to be locating those samples that do
not conform to the normal ones or a model explaining normal
ones. Thus, the objective is to learn in a finer way as possible
the distribution related to the normal samples.

To this aim, many works focus on end-to-end models to
directly produce the classification using one-class neural net-
works (OC-NN) [77]. On the other hand, generative models are
increasing in popularity with generative adversarial network
(GAN) and VAE [78]. However, GANs are problematic to
control in the training phase [79] and VAEs have the downside
of requiring sampling, which is unfeasible under certain use
cases, and furthermore experiments have shown that they tend
to perform worse than AE [80], [81].

Reconstruction methods, as AE, are the most widely used
DL techniques for anomaly detection in images [82]. Usually,
they are used in combination with density-based methods,
as kernel density estimation (KDE) [83], for score estimation
by first performing dimensionality reduction, and then apply-
ing density estimation to the latent low-dimensional space.
However, these two-steps methods restrict the modification to
the dimensionality reduction since fine-tuning is difficult in
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well-trained AE. To solve this problem, authors in [84] propose
a deep autoencoding Gaussian mixture model (DAGMM) to
mutually learn the latent feature representations and their
density under the GMM framework by mixture membership
estimation. Even though their approach is direct and does not
require two step-training, GMM may not be able to fully
represent the latent distribution of normal samples and are
subject to singularity problems. On the other hand, KDE are
perfect to represent complex distributions, but they are very
slow in evaluation and require storing the whole dataset for
inference.

D. Contributions

In this paper, we address the problem of NLOS identifi-
cation in 5G-advanced cellular systems using an innovative
approach that allows to overcome the aforementioned limita-
tions. The main contributions are the following:

o We propose a feature extraction method that exploits the
angle-delay channel power matrix (ADCPM) as input
data and allows to characterize the distributions of the
latent features of the sparse space-time channel in mas-
sive MIMO cellular systems using orthogonal frequency
division multiplexing (OFDM).

e We design NLOS identification as a semi-supervised
anomaly-detection problem by exploiting a deep autoen-
coding kernel density model (DAKDM). The DL model
allows to identify the few key parameters that describe
the sparse space-time channel response and to learn
the distributions of such latent features from training
data. The proposed approach is able to jointly learn the
sparse channel representation and approximate the KDE
likelihood in a single training stage without storing the
dataset.

e« We simulate a realistic 5G-advanced MIMO-OFDM
vehicular scenario, according to the standard specifica-
tions [85], using a Matlab ray-tracing software [86]. The
scenario is composed of multiple vehicular UEs created
with simulation of urban mobility (SUMO) software [87].

The paper is organized as follows: Sec. III introduces the

channel model for a multi-user MIMO-OFDM system and
its extracted fingerprinting. Sec. IV provides the context of
anomaly detection applied to the NLOS identification and
defines the proposed DAKDM solution. Sec. V is devoted to
the description of the simulated 5G scenario and to the com-
parison with state-of-the-art anomaly detection DL methods.
Finally, Sec. VI draws the conclusion.

E. Notation

Random variables are displayed in sans serif, upright fonts;
their realizations in serif, italic fonts. Vectors and matri-
ces are denoted by bold lowercase and uppercase letters,
respectively. For example, a random variable and its real-
ization are denoted by x and z; a random vector and its
realization are denoted by x and x; a random matrix and its
realization are denoted by X and X, respectively. Random
sets and their realizations are denoted by up-right sans serif
and calligraphic font, respectively. For example, a random
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antennas

Fig. 2. Uniform planar array with M and N antennas in x and z directions,
respectively. The direction of arrival (DoA) is highlighted and decomposed
into azimuth 0 < @y ;, < 7 and elevation 0 < 6y, ), < 7.

set and its realization are denoted by X and X, respectively.
The function py(x), and simply p(x) when there is no ambi-
guity, denotes the probability density function (PDF) of x.
j = v/—1 denotes the imaginary unit. The notation X', X*
and X" indicate the matrix transposition, conjugation and
conjugate transposition. The Kronecker and the Hadamard
product between two matrices are denoted with the symbols
® and ©, respectively. With the notation x ~ CA(u, 0?) we
indicate a complex Gaussian random variable x with mean p
and standard deviation o. We use E{-} and V{-} to denote the
expectation and the variance of random variable, respectively.

R and C stand for the set of real and complex numbers,
respectively. Re(z) and Im(x) are the real and complex part of
the complex number z, respectively. |z | indicates the largest
integer not greater than x, while §(-) and 4[] are the Dirac
delta and Kronecker functions, respectively.

III. SYSTEM MODEL
A. Channel Model

We consider a multi-user mmWave MIMO-OFDM system
in which K UEs transmit in uplink direction over a bandwidth
B at carrier wavelength A.. The base station (BS)’s cell panel
is equipped with an uniform planar array (UPA) with N x M
isotropic antennas. The antenna spacings are dy, and d., over
the horizontal and vertical dimension, respectively. We assume
that the UE transmits using only one logical port and a number
of physical antennas unknown at the BS. Between the UE
k =1,...,K and the BS, we consider a multipath channel
with Ny paths with ToF T, for path p = 1,..., N;. The
DoAs from the k-th UE and of the p-th path are divided into
azimuth 0 < @, < 7 and elevation 0 < 6, < 7. A picture
of the panel array can be found in Fig. 2. We restrict the
azimuth up to 7 since we consider an UPA antenna. For tri-
sectorial BSs the angular coverage is reduced to 27 /3.

The OFDM modulation is performed over N, sub-carriers,
sampling interval T, and symbol duration 7, = N.T;. Con-
sidering a baseband representation of the signal, we define the
frequency at the ¢-th sub-carrier as f, = T%, {=0,...,N.—1.
The cyclic-prefix duration is Ty = N Ty and it is assumed
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to be larger than the maximum channel delay for all UEs
TMAX = WAX T p. Consequently, we define with ry ,, = fﬁ”

the temporélly resolvable propagation delay of the p-th path
with respect to the k-th UE. Thus, the baseband CIR of user
k is modelled as [88]:

N o dkp
=3k By (B orp)e 2T BT — ), (1

p=1

hk(T)

where the p-th patdh is characterized by a complex path gain
o p = ak,pesz’riif Br,p with By, = e2™er! due to the
Doppler frequency shift, a traveled distance dj, = ctyp,
a pulse waveform approximated with a Dirac delta function
0(T — Tryp) and an array response vector e(ekp Prp) €
CMN_ For p > 1, the pth path is o, = ak pe”b“’
with 1, = 27rvkpf—27r der and oy, ~ CN(0, O’k ). The
first path p = 0 is opg ~ CN(soak oedVro g2 0) where
it is s = 1 for LOS (i.e., with a deterministic direct
path contribution and Rician fading) and sp = 0 for NLOS
(i.e., Rayleigh fading). Additionally, we consider the Doppler-
related rotation to be almost constant over time interval Tyjax
and that the complex amplitudes oy, ;, associated to different
paths as uncorrelated, according to the wide-sense stationary
uncorrelated scattering model. At the BS, the array response
vector can be decomposed into [89]:

e(ek,p’ ka,p) = ev(ek,p) & eh(ek,py (pk,p)7 (2)

where the M x 1 response vector to the elevation angle is:

j v cos M
e\,(ek’p) = [e*]2w<m—1)%ms(ekm)] 3)

m=1

and the IV x 1 response vector to the azimuth angle is:

—j2m(n—1) sin(8y, I
en (05 p, Qrp) = [e 32w (n—1) 3sin(Bk, p )cos(ex, )]n:1 )
Adopting an OFDM modulation with sampling at ¢ = nT,
the channel frequency response (CFR) at the /-th sub-carrier
can be written as the discrete Fourier transform (DFT) of the
CIR of the different paths [90], [91]:

Ng—1 Ny
He = Z Zakp e(Bk,p, Pr,p) 60 — rip eI Je
n=0 p=1
Ny
= ok peBrp @rp)e )

p=1

where the approximation holds for ToFs multiple of the
sampling interval Ty or equivalently for N, — co. Finally,
the space-frequency channel response matrix (SFCRM) Hy, €
CMNxNe of the k-th UE is obtained as:

Hi =[HioHe1 ... Hyn—1), (6)
which will be used in the next section to extract the channel
fingerprints.
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B. Channel Fingerprints

To detect the propagation conditions that generated the
response (5), classifying them in LOS or NLOS, we propose
to analyze the CFR in the angle-delay domain, which eases
the recognition of the clustered multipath components associ-
ated to the direct (LOS) or secondary (NLOS) macro-paths.
We thereby convert the SFCRM (6) into the domain of the
angle of arrival (AoA) and the ToF, by introducing the angle-
delay channel response matrix (ADCRM). We define with
Vi € CM*XM and Viy € CV*N the phase-shifted DFT matri-

u(w—4L)
ces [92] where [Visly,» = 7 and (VN uw =

L —jem
VM~

~ . Then, we denote by F € CNe*Ns the
matrix formed by the first NV, columns of V. dimensional

unitary DFT matrix where [FJ,, = \/Lﬁe_-ﬁ”%. ADCRM

u—4)

1 gty

is computed as [93]:

1
G, = W(V{} @ VIYHLF* ¢ CMN>Ne (1)
where (Vi1 ® Vi) and F* project the SFCRM into the angle
and delay domain, respectively.
For NLOS identification, we propose to use the ADCRM
to compute the average power of the channel components that
are collected into the ADCPM defined as:

P, = E{G, ® G}} € CMNxNx ®)

where [Pyl = E{|[Gi]i-|?}. We recall here that the
ADCPM holds some important asymptotic properties, as for
N, M and Ny — oo, it tends to be a sparse matrix with
elements [Py]; , matching the i-th AoA and the r-th ToF [93]:

lim

Ny
M,N,N, —m[Pk]” - Zoﬁvpé[i = M p N — N p]S[r — 1],
VI, N, Ng st

®

where my, , N + ny , denotes the index of the i-th AoA and
rk,p the index of the r-th ToF. Note that the angle and delay
indexes my N + ny p and ry p, are two distinct and discrete
quantities which relates to the physical AoA and ToF in the
following way. The ToF can be approximated as Ty, = r 15,
while the azimuth ¢y, and elevation 8y ;, can be written as

Prp = arccos(%:}—ﬁ) and 6, = arccos(%g—: )
respectively. Consequently, working in the transformed angle-
delay domain allows the DL model to learn the location-
dependent features and, therefore, the statistics of LOS data
to be used for blockage prediction.

Regarding the complexity overhead due to the ADCPM
computation, we observe that P, is obtained from the chan-
nel matrix Hj which is always estimated for communica-
tions purposes. Therefore the only overhead is the compu-
tation of (7), which can be efficiently performed using the
2D-Inverse Fast FT (IFFT), with an overall complexity of
O(MN N, - log(MNNg)).

IV. BLOCKAGE DETECTION METHODOLOGY

In this section, we first introduce the problem formulation
of the semi-supervised setting which serves for the proposed
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Fig. 3. Example of a sparse ADCPM with M = N = 8 antennas at the
BS and Ny = 352 cyclic prefix duration in terms of sampling intervals 7%,
simulated in an urban road environment with ray-tracing software.
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DL model’s foundation. Then, we describe the network input,
i.e., the ADCPM fingerprint, followed by the definition of the
DAKDM. Finally, we define the loss function used to train the
model.

A. Problem Formulation

We consider a semi-supervised setting in which we are
given a training dataset S"™" comprising only normal data,
ie., X; sampled from px, and a smaller testing data S*
comprising normal (label y; = 0) and anomalous data (label
y; = 1). Here, we refer to LOS samples as normal, while
we consider NLOS samples as anomalous. Nevertheless, the
choice of normal/anomalous condition is arbitrary and could
be customized to the specific scenario, as the proposed model
would still be valid in both cases, i.e., LOS or NLOS samples
as normal data. Usually, the high-dimensional distribution
of normal samples px is complex and unknown. Thus, the
objective is to first elaborate S™" such that we can learn
its manifold distribution and, subsequently, during inference
time, identify the anomalous samples in S** as outliers. The
mapping of the high-dimensional data is carried out using a
DL model f(-) that learns the normal data distribution while
also attempting to reduce an anomaly score A(X;) given as
output. The higher the anomaly score of A(X;) for a test
sample X;, the higher probability that X, is anomalous. For
evaluation, a threshold (n) criterion is applied, i.e., A(X;) > 7
denotes an anomaly, based on a predefined false positive rate
(FPR).

B. DL Input

We employ (9) as input to the neural network for NLOS
identification, as this matrix represents the clustered multipath
structure of the channel and embeds the information on
LOS/NLOS propagation conditions that we are interested to
extract. Moreover, the sparsity of the matrix helps the CNN
in features extraction since the first layers of CNN are usually
sparse and they gather the more discriminant features [94].
In Fig. 3 we can see the ADCPM P, composed by M N angle
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(DAKDM) composed by an autoencoder (AE), a kernel density estimation
(KDE) and a likelihood network.
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directions and N, delay samples. The sparsity of the matrix
is well-visible even without a huge number of antennas or
sample’s resolution. From now on, for simplicity of notation,
we drop the index k related to user k£ and we denote the i-th
input sample as X; = P;.

C. Deep Autoencoding Kernel Density Model

The proposed DAKDM system for NLOS identification
involves three main elements: an AE, a KDE model and a
likelihood network. The model can be seen in Fig. 4. The
AE comprises an encoder £(-), that elaborates the i-th input
X; € RMNxNg into a latent representation z; € R™, and
a decoder D(-), that carries out an inverse transformation to
return to the original high-dimensional distribution, obtaining
Xi. The latent distribution p, may have any form, i.e., it is not
constrained to belong to any specific PDF family. This makes
the proposed approach general enough to be applied to any
channel environment.

The distribution p, is automatically learned by the KDE
block of the system (see Fig. 4). The KDE is a non-parametric
method to estimate any distribution directly from a set of
samples drawn from it. Given a set of samples {z; }jV: , from
pz, we define the KDE K(+) applied to sample z; as [95]:

z7‘{zj} 21) = N Zkh zi — zj), (10)
where kj, : R™ — R is a kernel function with bandwidth A
which regulates the balance between the estimator’s variance
and bias. The kernel employed in this paper is the widely
known Gaussian kernel:

kn(x) =€~ e .

an

The output of a KDE, trained only with normal latent samples
{zj};-vgl, can be seen as the likelihood of the test sample to
belong to the normal distribution. Thus, the derived anomaly
score can be obtained as Ax(z;) = 7log(lC(z1:|{zj}§V;1)).
However, the downsides of KDE lie in the fact that it requires
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Algorithm 1 Mini-Batch Training Procedure
1: procedure TRAINING(batch size N;) > Batch number j
2: fori=1,2,...,Ng do
Encode incoming signal X;: z; = £(X;).
Compute anomaly score: Az (2;) = —log(L£(2;)).
Compute KDE prediction:
Ax(z:) = —log(K (=] [{= " }1%))).
6 end for
7 Compute loss function Lm[
8
9

A

Perform backward-pass.
: end procedure

storing all the training dataset to estimate the density function
at inference time.

The idea to solve this issue is to first reduce the number
of samples Vg used to estimate the distribution, and then
approximate the output of the KDE with a NN that is much
faster in the prediction. We call the NN to estimate the output
of the KDE as likelihood network and denote it with £(-).
The logical steps for the training procedure with a batch of
N samples are described in Algorithm 1. First, we encode the
input with the encoder. Then, we extract the anomaly score
as A(X;) £ Ar(zi) = —log(L(z;)) and we compute the
KDE prediction Ax(z;). Finally, we compute the loss function
which is described in Sec. IV-D and perform the backward
pass. The key aspect here is that the KDE output is computed
using the previous mini-batch, ie., (2! |{z/ "} ). This
permits to avoid storing all the training dataset to estimate the
density function. The underlying assumption is that the batch
size Ny is able to give a good representation of the likelihood
through the KDE. Formally:

KL (}C (zzl{zj'}fil) Hp(zﬁ) 0,

where KL(-||-) is the Kullback-Leibler divergence. On the
contrary, at inference time, we just check if the anomaly score
Ar(z;) > n. This implies that, during deployment, we can
completely discard both the decoder D(-) and the KDE K(-),
just relying on the faster prediction of the encoder £(-) and
likelihood network L(-).

12

D. Loss Function

The objective of the loss function is to first induce the
DAKDM to learn the latent representation of normal data
and then to approximate Ay (z;) with Az (z;). To this aim,
we consider the training dataset S™" = {B_,};y:"l, where
Nb is the number of batches in the training dataset and

= {X/}}: is the j-th mini-batch with N, samples.
We deﬁne the total loss related to mini-batch j as follows:

mt == ZL”C X X]
N
wKL ZKmem (‘C(ZZ) H K (Z”{le_l}zj\il))
i=1
Ns

25 (e 1)

i=1

13
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where Leo(X7, X7) = | X7 — X/||5 is the loss function
that describes the reconstruction error given by the AE, wgp,
and wyix are the weighting parameters that control how much
the single losses affect the objective function as a whole and
KLpoine is the pointwise KL-divergence defined as:

KL poine (2]|) = 2 log <%> .
With the second right-hand side of (13), we exploit the power
of the likelihood network to learn the KDE output trained
with the previous mini-batch. The choice of the loss function
is motivated by the fact that, if assumption (12) holds, then
we can write the contribution of z; to the anomaly score with
the following [96]:

—logp(zi) S —log K (=il{2i}) )

+KL (L)1) |2 (K (=:lz30) 1) )
s)

where £(p(z;)|z;) is the likelihood network that provides the
probability of z; given z;. For the proof of (15), please refer
to Appendix A. We directly insert the first right-hand side of
(15) in the loss function to induce the AE to decrease the
anomaly score, thus increasing the likelihood. On the other
hand, we do not have a KDE that provides the probability of
its predictions, therefore we consider the p(KC(z;| {z7}§V:1)|zz)
as a single deterministic value that we approximate through
the likelihood network.

14

V. SIMULATION EXPERIMENTS
A. 5G NR Network Simulation

To evaluate the proposed DAKDM method for NLOS
identification, we simulate realistic CSI data based on the 5G
NR clustered delay line (CDL) channel model [97] which is
characterized by a maximum bandwidth of 2 GHz over the
whole frequency range of 0.5 GHz to 100 GHz. We simulate
the wave propagation using a ray-tracing method [98], [99],
[100] provided by Antenna Toolbox Matlab package where the
propagation pathways from the UE to the BSs are computed
based on the surface geometry from a map file. Ray-tracing
uses the shooting and bouncing ray (SBR) method [101],
accounting for up to 10 path reflections. The method does
not take into account buildings” windows and possible foliage,
which would require a high-definition 3D mapping of the
environment or a complex simulation with artificially created
maps. The channel model is then produced by coupling all
the paths taking into account the small-scale fading due
to the UE’s movement, angle spread and cluster properties.
This permits to achieve spatial consistency, meaning that two
adjacent positions present similar channel characteristics due
to comparable scattered environments.

B. Urban Mobility Scenario

For the experiments, we simulate a 3GPP urban micro
(UMi) scenario in an area of 1000 m x 1000 m, near the
Leonardo Campus of Politecnico di Milano, with specific
parameters described in [85]. As shown in Fig. 5, the scenario
comprises 19 urban sites, placed in an hexagonal layout with

1661

Inter-Site Distance (ISD) of 200 m, each equipped with 3 cells.
The BS antennas are characterized by an UPA configuration
with M = N = 8 elements and a downtilt of 15°. The
transmission power is 44 dBm and each antenna element was
defined using the specifications in [102], providing a front-to-
back ratio of about 30 dB and a maximum gain of 8 dBi.

The vehicular UEs move in the area traveling along different
trajectories generated with SUMO software which replicates
actual traffic patterns on a particular route network. We gen-
erate up to 50 trajectories sampled every second, for a total
simulation time of 170 s. Each UE is equipped with an omni-
directional antenna and transmits the 5G standard compliant
sounding reference signals (SRSs) to all the BSs in the area
using a carrier frequency f. = 30 GHz and a transmission
bandwidth B = 400 MHz. The BSs, which can be in either
LOS or NLOS condition due to occlusions and reflections,
demodulate the OFDM signal and estimate the channel using
a least squares (LS) estimator. Subsequently, they obtain the
channel fingerprint using the estimated channel response to
compute the angle-delay channel structure (7) and then the
associated power structure (8).

For the experiments, we do not consider the multi-user
interference (MUI), but it is worth mentioning few consid-
erations for possible real implementations of the method.
In practice, the BSs can adopt various techniques to manage
the inaccuracy of channel estimation due to factors such as
the MUI. One common technique is to use channel estimation
algorithms that are robust to MUI, such as linear minimum
mean-square error (LMMSE) [103] which obtains sub-optimal
performance (sub-optimal as it does not use the knowledge of
the full CSI) with moderate computational complexity. Addi-
tionally, other techniques may rely on non-linear pre-coding
schemes which have been found to provide near-optimal per-
formance [104], [105]. In the standard of 5G-NR, codebook-
based MIMO precoding techniques have been proposed and
they are described in the 3GPP technical specifications (TS)
38-214 [106] and 38-211 [107]. With latest releases, i.e., Rel
16 and 17, MU-MIMO codebook (type II) has been improved
with the reduction of the feedback overhead. By implementing
these techniques, the MUI is highly reduced and the residual
interference resembles to background noise. Moreover, in case
the model has been trained in a channel in presence of non-null
interference, we would have an even-broader LOS distribution
characterization, which would be beneficial in case of single-
user transmission.

C. CSI Dataset

In the offline phase, each BS is assured to gather LOS
only realizations of the channel, composing a training dataset
for the blockage detection. In the online phase, on the other
hand, we create the test dataset adopting unobserved positions
of the UEs and collecting a balanced number of samples
between LOS and NLOS conditions. We saved more than
7.5 -10* and 8.6 - 10* samples in the training and testing
set, respectively. Before the training, all the samples are
standardized (i.e., transformed such that the mean intensity
is 0 with standard deviation of 1) and shuffled at each
epoch.
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Fig. 5. UMIi scenario composed of 19 sites in the area of Politecnico di Milano, Leonardo campus, Italy. The signal-to-interference-plus-noise ratio (SINR)
is shown in downlink as a function of the UE position when BSs use trisectorial cells with broadside transmission.

MATLAB 2022a is used to create the channel fingerprints of
the data points, while the DL model for training and testing is
implemented using Pytorch [108] (v1.12 with Python 3.7.11).
We run our simulations on a workstation with an Intel(R)
Xeon(R) Silver 4210R CPU @ 2.40 GHz, 96 GB of RAM and
a Quadro RTX 6000 24 GB GPU. The testing times, described
in Sec. V-F1, only apply to the run time on Pytorch 1.12.
Unless otherwise specified, we train the model for a number
of epochs £ = 30 with a batch size Ny = 64. wgr. and wy are
both empirically set to 0.1. We adopted the Adam [109] with
an initial learning rate Ir = 10~%, and momentum B; = 0.9,
B2 = 0.999.

D. DL Model Characteristics

For the AE part, we adopt the Segnet architecture [110]
with one single channel encoder and decoder. The upsampling
layers employ the encoder pool indices to create a sparse
feature mapping which is ideal for reproducing the sparse
ADCPM input. The AE is the most complex part of the model,
however, at testing time, we use only the encoder part, thus
halving the inference time if compared with VAE models or
in general solutions that adopt the reconstruction error as a
monitoring feature.

On the other hand, we develop the likelihood network using
a simpler multi-layer perceptron (MLP) which is able to learn
whatever non-linear function. The network can be found in
Table I. To cope with the overfitting we adopt the dropout
technique [111] after each activation function. Furthermore,
we insert a single batch normalization layer [112] right before
the ReLU function. This is done to avoid that the output of the
network will converge to a unique value after a long training.

E. Baselines

To evaluate the performances of the proposed model,
we compare it against a number of DL approaches proposed
in the literature to solve anomaly detection problems:

TABLE 1
LIKELIHOOD NETWORK LAYER COMPOSITION

Layer Num. Type Output Size
0 Input 8x1
1 Linear + Tanh + Dropout 8x1
2 Linear + Tanh + Dropout 5x1
3 Linear 1x1
4 BatchNorm1d 1x1
5 ReLU 1x1

o DAGMM [84]. Single-stage training model composed by
an AE and a GMM used for learning the latent feature
distribution. The membership weights, which represent
the probability that a given data point belongs to each
component, are usually computed with the expectation
(E)-step of the expectation-maximization (EM) algorithm
used for the GMM fitting. However, in this case, the
membership weights are produced by an estimation DL
network.

« AE-KDE [83]. Double-stage training model in which first
the AE is trained and then a KDE is used to learn the
distribution of latent features from all the training dataset.
The bandwidth and the kernel are the same of DAKDM.

e VAE [76]. Auto-encoding variational Bayes applied to
NLOS identification. Here, the sampling mechanism is
mandatory since we need to sample new latent variables
from the learned probability distribution, i.e., in this case
a Gaussian distribution. The anomaly score A(X;) is
computed as A(X;) = N%ﬂz;v:l Leee( Xy, X7), where
Ny, is the number of samples. As suggested by the
authors, we draw 10 samples from the latent space
representation to derive the anomaly score.
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o GANomaly [113]. Deep-generative model composed by
an AE, a second encoder and a discriminator. The model
minimizes simultaneously the reconstruction error, the
encoder loss given by the second encoder and the adver-
sarial loss yielded by the discriminator.

For a fair comparison, we give the same input to each model
and we adopt the unchanged architecture for the encoders and
decoders with respect to DAKDM. Therefore, we adopt the
same number of latent features for all architectures.

In addition to DL model baselines, we compare our method
with classical ML and statistical algorithms. In particular,
we implement:

e JLRT [63]. Joint-likelihood ratio test considering the
statistics of the kurtosis, mean excess delay and root-
mean-square delay spread. The PDFs of the statistics are
approximated as log-normal distributions and they are
considered independent of each other.

e RF [66]. Random forest model with 100 trees and,
as input features, the Rician K-factor, root-mean-square
delay spread, mean excess delay and dominant channel
tap.

e CORR [75]. Pearson correlation coefficient computed
using a reference set of LOS ADCPM sliced in the direc-
tion of arrival with higher received power. We gathered
100 LOS reference signals and we considered only the
samples comprising 10 points before and 100 points after
the first peak. The likelihood of a test input is obtained
by averaging the correlation coefficient with the reference
LOS signals.

o OC-SVM [58]. One-class support vector machine which
computes the smallest hyper-sphere containing normal,
ie., LOS, samples. We use the score function as a
likelihood measure. As regards the feature selection,
we adopt both static channel characteristics as the max-
imum received power, kurtosis, skewness, rising time,
root-mean-square delay spread, Rician K-factor, angular
spread of arrival and both time-varying features [114] like
the angular variant of arrival.

Note that, while CORR and OC-SVM are semi-supervised
learning algorithms, JLRT and RF are supervised learning
methods since they require statistics/samples of both classes.
The models and algorithms are run independently by each BS,
after the UE uplink transmission. The training, if required,
is performed before the validation procedure at each BS using
the locally collected input samples.

F. Results

1) Inference Timings: In this assessment, we want to mea-
sure the time required by each DL model to predict the
output of a sample. This is of particular relevance in real-
time applications where the inference time must be as low
as possible. An example is the vehicular applications where
the end-to-end latency must be contained within 100 ms or
less [115]. In Fig. 6, we show the boxplot of the inference time
for each sample over the whole testing dataset. We notice that
the proposed DAKDM is able to predict the anomaly score in
half of the time with respect to DAGMM as it does not require
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Fig. 6. Boxplot of the distribution of the inference time per sample [ms],
varying the adopted DL models.

the decoder part prediction. Moreover, GANomaly and AE-
KDE models require up to 4 ms for a single prediction. This
is because GANomaly holds a more complex model, while
AE-KDE has to pass through the whole training dataset for
a single prediction. Finally, VAE takes about ten times more
than DAKDM due to the sampling strategy.

2) Batch Size: This assessment has the goal of verifying
how the batch size Ny affects the performances of the proposed
DAKDM. Theoretically, Ny should be large enough to gener-
ate a good representation of the latent features’ distribution.
To verify this behaviour, in Fig. 7 we analyze the anomaly
score A (z;) of normal (Fig. 7a) and anomalous (Fig. 7b)
samples in the testing dataset after 30 epochs for Ny =
{8,16,32,64,128}. To avoid singular issues due to possible
zeros values given as input to the logarithm, we shift the
likelihood distribution as Az (z;) = —log(L(z;)+1). The first
thing to notice is that the anomalous score of normal data is
lower than the abnormal data and this is because the likelihood
network outputs higher values for samples with normal dis-
tributions. Second, we observe that decreasing /Ng for normal
data, will produce lower mean and variances distributions, thus
enhancing the NLOS identification capabilities. This is due to
the fact that with a large batch size, the model struggles to
learn the pointwise KL-divergence since in the loss function
we have the contributions of many points. On the contrary,
with lower batch sizes, the likelihood network learns exactly
which value assign to each latent representation. Reducing
N has the benefit of being suitable for simpler devices with
low computational capabilities, in exchange for higher training
times. As a trade-off between performances and training times,
we choose Ny = 16.

3) Hyper-Parameters Tuning: This experiment aims of tun-
ing the main hyper-parameters related to the density models,
i.e., the bandwidth h of the KDE for DAKDM and AE-KDE
and the number of GMM components, denoted with ¢, for
DAGMM. In Fig. 8, we report the area under the curve (AUC)
obtained in the testing set after 30 training epochs varying the
bandwidth h € {0.05,0.1,0.2,0.4,0.8,1.6, 3,6, 12} (Fig. 8a)
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for DAKDM and the number of GMM components g €
{1,2,3,4,5,6,7,8,9,10} (Fig. 8b) for DAGMM. Starting
from Fig. 8a, we notice that the higher AUC is reached by
h = 0.2 and that for not optimal values, the AUC can differ
significantly. This is somehow due to the range values of z;
and to the number of points that we have. Since, in practice,
we have few anomalous samples, for tuning the bandwidth
we can simply rely on maximizing the likelihood of normal
samples varying the bandwidth. Comparing the results with
Fig. 8b, we see that DAGMM is not able to achieve high peaks
of performances in average, i.e., above 90% of AUC. This
means that the latent distribution cannot be well approximated
with less than 10 Gaussian distributions. Clearly, increasing
g will improve the performance but at the cost of a higher
complexity of the DAGMM estimation network.

4) Performance Comparison: 1In this last assessment,
we compare the performances of the proposed DAKDM with
the models described in Sec. V-E. In Table II, we report
the average AUC after 10 runs and the F-score, Accuracy,
Precision and Recall using a threshold on the anomaly score
related to 20% of FPR. We notice that the performances of
the AE-KDE (highlighted in green) are superior with respect
to all the others. The reason behind this is that the AE-KDE
represents the perfect unfeasible upper-bound, i.e., it requires
storing the whole training dataset for inference and thus
it can perfectly reconstruct the latent features distribution.
On the other hand, the lower-bound is represented by the
statistical JLRT method (highlighted in red), which obtains
an AUC of 63%. This method assumes the independence
of few hand-crafted features, which may not hold in any
situation. The second non ML-based method CORR reaches
an AUC of 64%, meaning that the LOS reference signals
are not a good representation of the LOS distribution. The
OC-SVM, a classical ML method, achieves a slightly higher
AUC due to its capabilities of projecting the original features
in a higher hyper-space (kernel trick). However, its main
limitations lay in the features-choice which, for sparse and
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Comparison of the anomaly score A, (z;) after 30 epochs between normal and anomalous data, for varying batch size Ns.

high-dimensional spaces, constitutes a non-trivial task. More-
over, we can notice that the precision (94%) is much higher
with respect to the recall (60%). This means that OC-SVM
tends to classify all test samples as LOS, learning a rough,
i.e., too general, LOS distribution. Finally, among classical
ML methods, the RF achieves the highest performances by
reaching an AUC of 79%. However, we remark that this
method requires the knowledge of NLOS samples, thus it
holds an advantage with respect to semi-supervised learning
methods.

Focusing now on the DL models, numerical results show
that they highly outperform the classical ML and statisti-
cal algorithms. Indeed, while deterministic feature extraction
might be more suitable for low-dimensional or simple chan-
nels, using the raw ADCPM as input to the CNN structure
allows the DL models to utilize the full potential of auto-
matic feature extraction, which contributes to the superior
performance of the DL methods in comparison to classical
ML and statistical algorithms. However, this does not exclude
the possibility of incorporating deterministic features in future
work to further improve the performance of the proposed
model. Among the DL methods, DAKDM (highlighted in
bold) and VAE hold the highest AUCs if compared with
DAGMM and GANomaly. In particular, DAKDM and VAE
outperform DAGMM and GANomaly of 7% and 16%, respec-
tively. The reasons behind this are that GANomaly is a very
complex network that requires a non-negligible effort in hyper-
parameter tuning and optimization, with additional issues in
training stability [79]. On the other hand, DAGMM is not able
to accurately learn the LOS latent feature representation due
to its limited number of Gaussian components. Both DAKDM
and VAE achieves the highest performances, i.e., 95% and
96% of AUC, but with two different methods. While VAE
imposes a simple latent distribution, DAKDM automatically
learns the low-dimensional LOS distribution thanks to the
KDE in training phase. However, the main advantage of
DAKDM is that it does not require sampling procedures
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(b) Tuning of number of GMM components for DAGMM.

Comparison of the AUC reached after 30 epochs using (a) DAKDM and (b) DAGMM, for varying bandwidth A and number of GMM components

g, respectively. The mean value (red dot) is plotted together with the associated uncertainty (error bar) computed using the maximum and minimum values

of AUC as boundaries.

TABLE II

COMPARISON ON MEAN PERFORMANCE INDICATORS AFTER 10 DIFFER-
ENT RUNS BETWEEN THE PROPOSED DAKDM AND THE BASELINES

AUC F-score | Accuracy | Precision | Recall
AE-KDE 0.9981 0.9376 0.9196 0.8845 0.9973
VAE 0.9620 | 0.8654 0.8491 0.9408 0.8013
DAKDM 0.9535 | 0.8625 0.8456 0.9406 0.7972
DAGMM ' 0.8919 | 0.8131 0.7767 0.8305 0.7964
GANomaly  0.8214 | 0.8337 0.8068 0.8697 0.8006
RF 0.7979 | 0.7753 0.7506 0.8495 0.7131
OC-SVM ' 0.7735 | 0.7419 0.7435 0.9477 0.6096
CORR 0.6449 | 0.7153 0.6152 0.6474 0.7992
JLRT 0.6395 | 0.5636 0.5962 0.7658 0.4459

and necessitates only 10% of the inference time needed by
VAE (see Sec. V-F1). This makes it suitable for low-latency
and mission-critical applications such as V2X networks for
automated driving.

VI. CONCLUSION

This paper addressed the problem of high-dimensional chan-
nel distribution characterization for next generation cellular
networks. In order to demonstrate the method, we tackle
the problem of NLOS identification in a mm-wave MIMO
system with sparse space-time channel responses. We model
the problem within the semi-supervised anomaly detection
framework where LOS samples correspond to normal data
with peculiar characteristics and distributions. We propose a
deep autoencoding kernel density model (DAKDM) where
the manifold distribution of normal data is elaborated with
an AE that takes as input the sparse ADCPM which uni-
vocally map the position-dependent features of the chan-
nel. The AE is jointly learned together with a likelihood
network which is trained to learn the output of a KDE
that directly estimates the distribution of the latent features.

The DAKDM has the main advantage of learning what-
ever latent distribution without storing the whole training
dataset.

We validated the model in a 5G standard compliant UMi
scenario simulated with Matlab ray-tracing package, permit-
ting spatial channel consistency between adjacent positions.
The UEs are vehicles which move in the area according to
dynamics simulated by the SUMO software. Compared with
DL state-of-the-art models, results showed that the proposed
DAKDM is much more efficient, both in terms of inference
time and computational requirements. In particular, DAKDM
holds a prediction time per sample which is up to one fourth
and one tenth of GANomaly and VAE, respectively. This
makes it appropriate for edge devices with strong latency
requirements for mission-critical applications. From a per-
formance point-of-view, DAKDM is able to achieve simi-
lar performances of the top-performer VAE, outperforming
GMM-based method such as DAGMM of about 7%.

In the next years, ML and in particular DL methods are
expected to play a crucial role in next generation cellular
networks. Communication systems, but also localization tech-
niques, are required to increase performance capabilities and
types of services to accomplish increasingly high standards.
Thus, DL-based methods as the proposed DAKDM become
essential to push further the performances. A natural exten-
sion of our work would be to integrate NLOS mitigation
into the system in order to compensate the induced error
given by lack of visibility or directly integrate DL tech-
niques into positioning algorithms suited for high complexity
environments. A further direction of research could be the
extension to a cooperative inference framework where BSs
exchange mutual-soft information for accuracy enhancement.
Moreover, more realistic environments with simulated foliage
and dynamic obstructions should be explored. Challenges are
represented by NLOS situations, changes in the environment
and lack of possible representative samples for each feasible
location.
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APPENDIX A
PROOF OF (15)

In this Appendix we provide a proof of the anomaly
score contribution given by z;. From the variational inference
approach [96], we can note that the likelihood network per-
forms the same objective of latent variable inference. To see
this parallelism, we recall the variational inference context
where we are given an observation h (i.e., latent variable)
from the prior distribution p with parameters 8. Subsequently,
a datapoint x is generated from pflh, which is considered
intractable. The objective is to estimate the exact posterior pglx,

also intractable, with a simpler variational posterior ql(flx with
parameters ¢. For a graphical representation of the problem,
please refer to Fig. 9 [116].

We can view the datapoint  as a compact representa-
tion of the channel z; and the latent variable h as the
distribution p(z;). Let us denote the probability as s; =
p2(2;), which can be approximated with the KDE §; =
K(zil{z;}3%,). the likelihood network L£¢(-) (with param-
eters ¢) will be acting as the variational distribution ¢%(-).
Following this parallelism, the contribution of z; to the
anomaly score, i.e., negative log-likelihood, can be written as
follows:

—log p,(2;) = 7log/pzﬁst (zj,,s) ds (16)
pzs, Psi (%i:5) )
= —lo, /ﬁ zz
g 5| (5‘21)
Pzs, (2i,5)
/ﬁ slz; 10g£¢(‘ )ds (17)

where (17) is the consequence of Jensen’s inequality. It follows
that

—logp,(z;) < 7E£¢{logpz,sl (zi,s)flog £¢ (Ls\zl)}
= —logp.(zi) + KL(L? (s|z) || ps, 2 (s|2i))
= —log K(zil{z}}))

+KL(L”(s]2:) || ps.12 (812:)), (18)
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where the approximation in (18) is due to (12), concluding the
proof.
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CHAPTER

Efficient Latent Features Combina-
tion for Static Positioning

In this chapter, we deal with the task of CP through next-generation BSs which aim
at performing static positioning of a UE in an urban environment. The challenges are
how to perform real-time positioning in both LoS and NLoS environments by exploiting
the neighbors’ output in an efficient manner. In the paper, we propose an AE-based
model to extract an efficient non-linear representation of channel, comprising all RSS,
ToF, and AoA for every path. Subsequently, a NLoS identification model, trained in a
supervised way, assigns an estimate of the NLoS probability. In case we are in NLoS,
the latent features are used as fingerprint to perform localization with a single-BS, i.e.,
egocentric mode. On the contrary, in the case of LoS condition, the latent features
are exchanged among BSs, carefully combined, and adopted as input in a NN for
position estimation. In the simulations, we adopted ray-tracing technology for realistic
channel representation, and Simulation of Urban MObility (SUMO) software for creating
realistic C-ITS environment in an UMi environment. The results demonstrate that the
cooperative architecture particularly enhances the performance over traditional geometric
algorithms, and solves the limits of single-BS predictions with DL by dynamically
changing strategies based on the scenario.
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Cooperative Deep-Learning Positioning in mmWave
5G-Advanced Networks

Bernardo Camajori Tedeschini™, Graduate Student Member, IEEE, and Monica Nicoli*, Senior Member, IEEE

Abstract—In application verticals that rely on mission-critical
control, such as cooperative intelligent transport systems (C-ITS),
5G-Advanced networks must be able to provide dynamic posi-
tioning with accuracy down to the centimeter level. To achieve
this level of precision, technology enablers, such as mas-
sive multiple-input multiple-output (mnMIMO), millimeter waves
(mmWave), machine learning and cooperation are of paramount
importance. In this paper, we propose a cooperative deep learning
(DL)-based positioning methodology that combines these key
technologies into a new promising solution for precise 5G
positioning. Sparse ch 1 impulse resp (CIR) data are used
by the positioning infrastructure to extract position-dependent
features. We model the problem as a joint task composed of non-
line-of-sight (NLOS) identification and position estimation which
permits to suitably handle geometrical location measurements
and channel fingerprints. The network of base stations (BSs)
automatically steers between egocentric (in case of NLOS) and
cooperative (for LOS) positioning mode. We perform extensive
standard-compliant simulations in a 5G urban micro (UMi)
vehicular scenario obtained by ray-tracing and simulation of
urban mobility (SUMO) software. Results show that the proposed
cooperative DL architecture is able to outperform conventional
geometrical positioning algorithms operating in LOS by 47%,
achieving a median error of 71 cm on unseen trajectories.

Index Terms— Cooperative positioning, deep learning, 5G,
channel impulse response, cooperative intelligent transport
systems.

I. INTRODUCTION

HE currently deployed release of 5th generation (5G)

cellular networks, 3rd generation partnership project
(3GPP) Release 16, lays the foundations for future location
awareness systems that are foreseen to extend the location
services (LCS) beyond regulatory use cases (i.e., emergency
and lawful interception) to include roaming and commercial
capabilities [1], [2], [3], [4]. These systems are made
possible by the use of higher frequencies, i.e., millimeter
waves (mmWave), with enlarged bandwidth, and massive
multiple-input multiple-output (mMIMO) technologies [5],
which enhance radio access technology (RAT)-dependent
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measurements in accordance with 3GPP standards [6], [7].
However, future releases of 5G and beyond, such as 5G-
Advanced from Release 18, will face challenges in achieving
the centimeter-level absolute accuracy required by the most
demanding 5G use cases due to higher path loss and frequent
blockages [8], [9].

Legacy solutions such as least squares (LS) multi-
lateration/angulation may struggle to effectively handle sit-
uations with low signal-to-noise ratio (SNR), multipath
ambiguities, and particularly non-line-of-sight (NLOS) con-
ditions [10], [11]. A potential solution is already foreseen by
a novel paradigm called integrated sensing and communication
(ISAC) [12], [13], [14]. Specifically, 5G base stations (BSs)
(also known as gNodeBs) can natively support ISAC through
the use of a joint signal processing framework, allowing
for a more efficient utilization of spectrum resources. The
integration of communication and sensing features on the
same hardware platform is, at present time, not yet been
commercialized. Nevertheless, synthetic datasets are emerg-
ing [15], [16], [17] with the clear objective of permitting
the design of novel artificial intelligence (AI) and machine
learning (ML) algorithms which will play a fundamental role
in next-generation networks [18], [19], [20], [21], [22].

In the context of cooperative intelligent transport systems
(C-ITS), connected automated vehicles (CAV) rely on ML,
and more specifically deep learning (DL), for various func-
tions, including identifying and segmenting objects within
images, controlling the vehicle and avoiding collisions, and
determining the most efficient route [23], [24]. Because of the
high complexity of such tasks (including precise positioning),
urban areas may install computing units, namely roadside
units (RSUs), on busy roads that CAV will be able to use
to offload part of the computing activities [25], [26]. Cooper-
ation between nearby RSUs, here referred to as BSs, is of
paramount importance for enabling network-based precise
localization [27], [28]. A key aspect is that, in 5G industrial
applications such as automated driving, BSs often have access
to a large amount of historical channel state information
(CSI) data that is continuously received from geolocalized
vehicles [29], [30].

While having a perfect knowledge of the overall CSI is
unfeasible, e.g., accurate delays, angle of arrivals (AoAs)
and power gains, the usage of estimates of the channel
impulse response (CIR) can be adopted by ML approaches
to learn relevant information about the environment and its
propagation characteristics [31]. It is important to observe
that not only LOS but also NLOS CIRs embed significant
location information, though embedded in distinct peculiar
distributions. Therefore, CIRs can be exploited in both cases
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for positioning goals. Distinguishing between LOS/NLOS con-
ditions is extremely important since the derived measurements
are fundamentally different. In case of LOS condition, the
extracted features can be combined by a cooperative set
of BSs as in conventional geometric methods in order to
enhance satellite positioning. On the contrary, NLOS features
represent a real challenge for the system since they are related
to a specific environment, acting as area-specific fingerprints.
A complete solution for both situations has yet to be found.
Therefore, in this paper, we propose a cooperative DL solution
for the joint problem of NLOS identification and 3D position
estimation that takes as input the high-dimensional sparse
CIRs. We model the problem of NLOS position estimation
as an egocentric system at each BS, while a cooperative
architecture is proposed for LOS conditions.

Table I and II list the main abbreviations and notations used
throughout the paper, respectively.

A. Paper Organization

The remainder of this article is structured as follows. Sec. 1I
presents an overview of the state of the art on wireless
localization with ML and DL. Sec. IIT describes the system
model, the MIMO-orthogonal frequency division multiplex-
ing (OFDM) channel and related angle-delay channel power
matrix (ADCPM) adopted as input for ML-based positioning.
In Sec. IV, we discuss the proposed supervised ML setting
and the DL model stored in each BS for the joint NLOS
detection-positioning task prediction. Sec. V extends the
model to be compliant with a cooperative architecture based on
a set of collaborative BSs for positioning purposes. Section VI
provides information on the simulated 5G scenario and com-
pares the proposed method with conventional positioning
algorithms. Finally, in Section VII, we draw the conclusions.

II. RELATED WORKS AND CONTRIBUTIONS
A. Early Works on NLOS Detection and Positionong

First works on NLOS identification and localization with
ML were applied to ultra wide-band (UWB) systems. They
typically used hand-crafted features of the channel, such as
energy, maximum power, rise time, mean excess delay, root-
mean-square delay spread, and kurtosis, as inputs [32], [33],
[34], [35], [36]. The most commonly used ML models in
these studies were Gaussian processess (GPs), support vector
machines (SVMs), and relevance vector machines (RVMs).
While achieving good results, these methods could not fully
exploit the ML potential as they heavily relied on a pre-defined
and limited set of features that could not express the whole
location information enclosed in the CSI.

Other methods, mainly based on received signal strength
(RSS) fingerprinting, were proposed for precise position-
ing using Wi-Fi technology [37], [38]. With the advent of
MIMO-OFDM systems in IEEE 802.11a/n protocol, allowing
for the extraction of CSI from commercial Wi-Fi devices, there
has been significant research on wireless positioning, behav-
ioral awareness, and target tracking using CSI. The access
to channel information over multiple carriers and antennas
gave the possibility to extract detailed information about the
propagation of the radio signal, and to learn not only the
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position of the user [39], [40], [41] but also information
about the environment that shaped such propagation [42].
DL approaches were employed to directly learn the optimal
non-linear combination of features and produce the desired
NLOS classification or position estimation as output. Studies
in this field can be found in [43], [44], [45], and [46], adopting
convolutional neural networks (CNN) for feature extraction.

B. DL for High-Precision Positioning

In outdoor conditions, DL-based positioning is a relatively
new concept, but with a great potential of achieving high
levels of accuracy. Authors in [16] achieve a mean positioning
error of 1.5 m by using a cell-specific neural network (NN)
in 5G Rel. 15 networks, but considering LOS environments
only. NLOS prediction is handled through statistical tests [47]
or directly included into the model’s prediction [48], [49].
A recent study [50] adopted a variational autoencoder (VAE)
to extract features and impose a Gaussian distribution on
the latent features for the purpose of binary classification of
samples as LOS or NLOS. While the use of an autoencoder
(AE) to obtain a compact representation of the channel can
yield good results, the reliance on sampling-based methods
for prediction makes this approach not suitable for real-time
applications.

The employment of full CIR data, especially stacked into
image-shapes, has emerged recently as a promising approach.
Authors in [51] adopted both CIR (i.e., path power gain, phase
and time of flight (ToF)) as well as geographical information
(i.e., AoA and angle of departure (AoD)) to predict the user
equipment (UE) location. However, they assumed perfect CIR
knowledge by ray-tracing, which is hard to achieve under
practical conditions. Authors in [52] employed as input the
channel frequency response (CFR) matrix computed by prac-
tical channel estimation and augmented with additive noise at
training time. Despite achieving good results, the CFR matrix
does not explicitly express AoA nor ToF of each path and
thus may add complexity in feature extraction. A recent work
[53] adopted a 3D CNN with inception modules to directly
predict the position of a UE from an ADCPM. This approach,
however, highly relies on the fingerprint sampling-distance
and it is not able to distinguish between LOS and NLOS
conditions, treating each position as equal. In other words,
there are no distinctions between geometrical features, useful
in LOS environments, and merely NLOS position-dependent
fingerprints. Furthermore, no works are available in the litera-
ture on DL-based location estimation using data collected by
multiple cells, i.e., by the cooperation of BS’s. Works mainly
rely on centralized processing [54] or vehicle-to-vehicle (V2V)
communications [55], [56].

C. Contributions
In this paper, we address the problem of precise cooperative
positioning in urban environments covered by 5G mm-wave
networks and we propose a new DL-based approach that
allows to exploit the full potential of wideband space-time
CIR for localization. The main contributions are as follows.
e We propose a new method for the extraction of
location-related features from the CIR of 5G mmWave
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TABLE 1
LIST OF ABBREVIATIONS
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TABLE II
LIST OF NOTATIONS

ACRONYM DEFINITION NOTATION DEFINITION

ADCPM Angle-delay channel power matrix K N. of UEs

ADCRM Angle-delay channel response matrix Sgs,i Set of BSs detecting a same UE at time
AoA Angle of arrival /\/’i(]) Set of neighboring BSs for BS j at time ¢
AoD Angle of departure Ae Carrier wavelength

BS Base station

CDF Cumulative density function

CFR Channel frequency response

CIR Channel impulse response

CNN Convolutional neural networks

CSI Channel state information

C-ITS Cooperative intelligent transport systems

DL Deep learning

GDoP Geometrical dilution of precision

ISD Inter-site distance

ML Machine learning

MLP Multi-layer perceptron

mMIMO Massive multiple-input multiple-output

NN Neural network

NLOS/LOS Non-/Line-of-sight

NLS Non-linear least squares

SFCRM Space-frequency channel response matrix
TDoF Time difference of flight

ToF Time of flight

UE User equipment

UPA Uniform planar array

VAE/AE Variational/ Autoencoder

OFDM MIMO links. The channel is parameterized in
terms of ADCPM matrices, typically sparse, that can
be treated as images and used to capture the location-
dependent features. The sparse ADCPM directly includes
the AoAs and ToFs and is fully compliant with the
3GPP Release 16 standard, providing CSI data that is
representative of real 5G communication.

« We model the problem of NLOS identification and posi-
tion estimation as a joint task, proposing a novel loss
function to simultaneously learn a compact representation
of the channel, i.e., latent features, and maximize the
log-likelihood of the joint task.

e We develop a DL model for network-based localiza-
tion that automatically steers between ego-positioning
in NLOS environments and cooperative-positioning in
LOS situations, exploiting neighbors BSs predictions to
enhance the location accuracy.

e« We simulate a realistic C-ITS scenario in an urban
environment. The simulated network is fully compliant
with the 5G standard [57] and provides realistic outdoor
conditions through the use of Matlab ray-tracing software.
We simulate multiple trajectories of vehicles, i.e., UEs,
created with simulation of urban mobility (SUMO) soft-
ware [58]. Simulations are used to assess the performance
of the DL-based method, showing significant gains over
conventional techniques.

Notation

We denote with j = /—1 the imaginary unit. Columns
vectors and matrices are denoted by lower- and upper-case
characters, respectively. Matrix conjugation, transposition and
conjugate transposition are indicated as A, AT and A*,

N, M N. of antennas in vertical and horizontal directions
d®), ah) Antenna spacing in vertical and horizontal directions
Ny, N. of paths between the BS and user k

Ok,ps Pr,p Zenith and azimuth AoA for UE k and path p

Ts, Te, Ty Sampling, symbol and cyclic prefix interval

N. N. of sub-carriers

Ny Cyclic prefix length in sampling intervals

Tk,p Resolvable propagation delay of UE k and path p
Tk,p Propagation delay for UE k and path p

Qk.p Complex channel gain for UE k and path p

Qk.p Equivalent gain in frequency domain for UE k and path p
Vip Doppler frequency shift for UE &k and path p

qr (1) Baseband CIR of UE k

hye CFR for UE k at the sub-carrier [

Hj, Gy, P, SFCRM, ADCRM and ADCPM, respectively
x(J),)‘:E” ADCPM input and related estimate at time % for BS j
zf” Latent features of sample at time ¢ and BS j

u;, 0, Real and estimated UE position at time ¢

V) LOS probability at time 7 and BS j

W NN parameters

Ny N. of samples per batch

respectively. We indicate the Hadamard and Kronecker product
between two matrices with © and ®, respectively. The symbol
E[-] is used for expectation of random variable, whereas C
and R are the set of complex and real numbers, respectively.
We denote with N (x;u,02) the distribution of a Gaussian
random variable x with mean p and standard deviation o.
0(-) and 4[] indicate the Dirac delta and Kronecker func-
tions, respectively, while |z | represents the largest integer not
greater than x.

III. SYSTEM MODEL

In this section, we define the channel model and the
location-related channel fingerprints that will be used by the
proposed DL positioning algorithms in Sec. IV. For simplicity
of notation, we here report the multi-user single-BS case,
leaving the extension to a set of cooperative BSs in Sec. V.

A. Channel Model

Let us consider a wide-bandwidth multi-user MIMO-OFDM
system operating at carrier wavelength A\, where K" UEs com-
municate with a BS in uplink direction. The UE is equipped
with an omni-directional antennas, whereas a uniform planar
array (UPA) with N x M isotropic antenna elements (i.e.,
N and M elements in the vertical and horizontal directions,
respectively) is installed in the cell panel of the BS. The
antenna elements are separated by a distance d®) and d(*) in
the horizontal and vertical direction, respectively. A multipath
channel with N paths is present between the BS and the
UE k. The overall scenario is represented in Fig. 1, where the
generic p-th path of the k-th UE channel is represented, jointly
with the direction of arrivals (DoAs) of the signal impinging
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receiver

Fig. 1. BS receiving the uplink signal from the k-th UE through an UPA. The
DoA of the p-th path is composed by the zenith angle 6}, ,, and the azimuth
angle ¢y p-

the antenna panel, composed by a zenith angle 0 < 6, , <7
and an azimuth angle 0 < ¢, < 7.

We consider an OFDM modulation with sampling interval
Ts, N, sub-carriers and symbol duration T, = N.T;. The (-
th sub-carrier has frequency f; = % £=0,...,N.—1 and
we assume that the cyclic-prefix duration Ty = N, T is greater
than the maximum channel delay among all UEs, 757 4 x, while
N, is the number of sampling interval that composes a guard
interval. The temporally resolvable propagation delay related
to the p-th path and k-th UE is indicated with 4, = [ 752 ].
According to this notation, we model the baseband CIR of
user k as [59]:

di.p

Ny, ) )
() =3 e
p=1

—Vk,pTh,p) e(9k1p7 Qﬁk,p)&(T—Tk,p)?

1

d
where o, = agpe 2 NEeaTen) s the complex gain
of p-th path which also includes the frequency shift due to
Doppler v, ;, and has average power o,%ﬁp =Ellakp|?], dip =
CTy,p is the traveled distance (with c being the speed of light in
air), §(7 — 7y, ) is the delta Dirac function and e (0, dx,p) €
CMN the array response vector [60]. We assume that over the
time interval Tj7 4 x, the rotation due to the Doppler is almost
constant.

Considering sampling time with rate 1/7; and assuming
each different path independent and wide sense stationary [59],
we can write the CFR at the /-th sub-carrier as [61]:

Ny,
hy o =Y ag pe(Okp, Grp), @

p=1
where ai; , = ay pe 72"k {1 are the equivalent channel gains
in the frequency domain. Concatenating the different CFRs
at each sub-carrier, we obtain the space-frequency channel

response matrix (SFCRM):
Hi =[hgohgy ... hyno1] € CMNxNe 3)

which will be used in the next section for ADCPM extraction.
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B. ADCPM Location Fingerprints

For location estimation, it is convenient to convert the
channel response to the angle-delay domain, where the iden-
tification of the LOS component (if present) and secondary
NLOS macro-paths is facilitated. In fact, in LOS condi-
tion, AoA and ToF can be effectively used to localize a
UE thanks to their geometric relationship with the location.
At the same time, in NLOS circumstances, different surround-
ing environments hold different channel parameters, acting
as location-dependent features (or fingerprints). Therefore,
we transform the SFCRM in (3) into an angle-delay channel
response matrix (ADCRM) by introducing the phase-shifted

discrete Fourier transform (DFT) matrices V), € gM xM
o PG )
and Vv € CN*N, where [Vri; = ﬁe‘m *~ and

iG-4)

[Vilij = Je 7?7 5. We denote with F € CN* s the
matrix formed by the first N columns of N dimensional
L =927 R Finally,

unitary DFT matrix where [F];; =

VNe
we compute the ADCRM as [53]:
1
Gp=—— (Vi @ V) H,F* € CMV*Ne (4
k ]\/INNC( i ® Vy)Hg )

where F* and (V4 @ VII) project the SFCRM into the delay
and angle domain, respectively.

For positioning purposes, we propose to use power-angle-
delay profile, represented by the ADCPM:

P, = E[G) © Gf] € CMNxNe, 5)

where [Pyli; = E[|[Gyli;|?]. It can be shown indeed that
for N, M and N, — oo, the ADCPM approximates a sparse
matrix with elements [P;]; ; matching the i-th AoA and the
j-th ToF [53]:

lim
M,N,Ny—oc0

Ny,
[Prliy =D 07 0l — mupN — 1 ][5 — 7],
p=1

©

where 7, indicates the index of the j-th ToF and my , N +
n,p refers to the index of the i-th AoA. Therefore, the
statistical information of the ADCPM enables the learning
by the DL model of the location-dependent characteristics,
delivering steady and trustworthy fingerprints for positioning.

C. DL Model Input

We propose to employ the ADCPM as a set of measure-
ments for location estimation. This sparse matrix provides
indeed a visual image of the multipath configuration in the
power-angle-delay domain from which a DL model such
as CNN can extract the most representative location-related
features. Additionally, since the first layers of CNN are often
sparse and collect the highly discriminating features, the CNN
eases features extraction from the ADCPM sparse channel
matrix [62]. Moreover, the ADCPM embodies all the relevant
information (i.e., ToF, AoA and RSS for every path) with
small storage and low complexity characteristics thanks to the
channel sparsity. To highlight this aspect, in Fig. 2 we show
an example of ADCPM P, composed by N, = 352 delay
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Power [dBW]

30
Angle index

AoA [deg]

(b)

Fig. 2. Example of sparse channel power-delay-angle profile encoding the
UE location, represented by an ADCPM with Ny = 352 temporal samples
and NM = 64 spatial samples (resulting from N = M = 8 antennas)
(a) and in the transformed angle-delay domain (b).

samples and M N = 64 angle directions. The actual model
input can be seen in Fig. 2a, while the polar representation of
the ADCPM with physical AoAs and ToFs is in Fig. 2b. Even
in the absence of a large number of antennas or a high sample
resolution, the matrix sparsity is clearly visible. Therefore,
we propose to use the ADCPM as input to the model and
we denote the i-th sample with x; = P;, dropping the index
k for ease of notation.

IV. METHODOLOGY: SINGLE-BS LOCALIZATION

In this section, we first tackle the localization problem in
a supervised setting in which a single BS has to locate the
UE. We propose a DL model (Sec. IV-A) and a loss function
for the joint task of position estimation and LOS identification
(Sec. IV-B). The approach will then be extended to the multi-
BS, i.e., cooperative, case in Sec. V.

3803

A. Deep Learning Model

We assume a supervised ML setting in which both a
regression and a classification problem have to be solved by a
single BS. The regression problem refers to the estimation of
the UE’s position, while the classification problem concerns
the LOS/NLOS identification. We define the training dataset
as S™ = {(x;,u;,5;) )N, where x; = P; denotes the i-th
input sample (i.e., ADCPM channel response), u, represents
the 3D position and s; € {0,1} is the Boolean identifier of the
sight condition. To validate the performances, we also hold a
similar test dataset S composed of N samples.

We note that the regression and classification tasks are
two interrelated problems that must be addressed accordingly.
In fact, if the UE lies in a LOS condition, its position can be
directly computed from the geometrical features of the direct
path (i.e., ToF, AoA and mean power), while NLOS typically
requires a finer training based on more complex multipath
fingerprints.

To extract such key features from the ADCPM samples
X;, we propose to employ an AE, with structure represented
in Fig. 3. The encoder £(-) is used to produce the hidden
(or latent) features z; (including the location-related infor-
mation embedded in the channel), while the decoder D(-)
tries to reconstruct the input samples obtaining X;. The AE
is designed so as to minimize a metric of the reconstruction
error ||x; — %;||3 [63], making the model able to reconstruct
the input x; from the low-dimensional data z;. This guarantees
that z; contains all the necessary and sufficient information to
accomplish the specific task.

The tasks herein considered are position regression and
LOS identification. Therefore, in principle, two NNs with z;
as input, should be sufficient. However, due to the major
difference between position estimation in LOS and NLOS
conditions, we propose to use three separate NNs: one for LOS
identification, one for position regression in LOS conditions
and one for position regression in NLOS conditions. Given the
overall model with parameters defined as W, the output of the
NNG is respectively: ps; € [0,1], fiLos,; € R? and finpos,; €
R3. Specifically, ps; = p(s;) predicts the probability that the
sample x; relates to a UE in LOS condition, while Gy os ; and
linLos,; predict the 3D position of the UE in LOS and NLOS
settings, respectively. The overall position estimate, indicated
with @, is obtained by applying a threshold I' to p,; and
considering only @iy os,; or linLos,; according to the result:

1; = I'(Ps,s)ros, + T'(1 — Ps,i)OnLos,i- @)

The position estimates in LOS and NLOS are then adopted in
the loss function for the model training, described in the next
section.

B. Loss Function for Joint Sight Detection and Localization

In order to train the model, we have to define a loss
function whose objective is to enable learning the correct
representation of the latent features and, at the same time,
jointly estimating the sight condition and the location. To this
aim, we first treat separately the classification and regression
tasks and then we combine them with an overall objective
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Ps,i € [0,1]

LOS position
prediction

N 3
Gos; € R

NLOS position
prediction

N 3
lnos,i € R

Fig. 3. Overview of the proposed model composed by an autoencoder (AE) for feature extraction, and 3 neural networks (NNs) for NLOS classification and

position estimation in both LOS and NLOS conditions.

function. For the classification task, we propose a discrimina-
tive probabilistic approach, namely the maximum likelihood
[64], where we directly define the posterior conditional prob-
ability p(s;|x;) using a parametric model W, i.e., p(s;|x;) =
p(si|x;, W). Subsequently, we maximize the likelihood of
the model p(s;|x;, W), by optimizing the parameters W
over the training set. For the specific binary classification
problem, the likelihood function is:

p(silxi, W) = P i0[s; — 1] + (1 — ps)d[s4]. ®)

For the regression task, we reiterate the discriminative
approach with the constraint of belonging to a specific condi-
tion, either LOS or NLOS. Again, this is done considering that
the two circumstances hold different statistics. We assume that
in the LOS case, the target variable u; (i.e., the location) is
Gaussian distributed with a deterministic mean G os ; (x;, W):

u; = Upos,i(Xi, W) + €L0s, ©)

where € os is a zero-mean random Gaussian variable with
covariance Crpg = IgUEOS, and I denoting the 3 x 3 identity
matrix. The likelihood function is thus given by:

p(ugls; = 1,x;, W, Cros)

= N (u;; tos,i (xi; W), Cros)- (10)

Similarly, the likelihood function of the regression problem in
NLOS conditions can be written as:

p(u;|s; = 0,%x;, W, Cnros)

= N (u;; finos,i (%i, W), Cnros)- (11)

Note that the requirement on the mono-modality of u;, both
in LOS and NLOS, can be easily disregarded by applying for
example a mixture of experts model [65].

Combining (8), (10) and (11), we define the joint likelihood
for the variables (u;, s;) as:

p(us, 55%;, W, CLos, Cnros)
= Ps,i0[s; — N (uy; Gros,i (xi, W), Cros)
+ (1 = Ps,i)[8: N (u;; Ginos,i (xi, W), Cnros). (12)

A representation of the distribution can be found in Fig. 4.
In order to maximize the likelihood, we insert the negative
log-likelihood in the loss function. It can be shown that the
the negative log-likelihood of a batch of independent samples
can be written as (see Appendix A):

Ny
Liask = —log H p(uy, s;x;, W, Cros, Cnros)

i=1
. . [l — Gwos,ill3
= Z si+ | —log(ps,i) + BT S—
i—1 ItLos

. u; — Gincos,ill3
+(1-s)- {—log(l—ps,i)+7” ’ QNLOS””Q} ,
20NL0s

13

where N, is the batch size. Whenever the LOS condition
occurs, the second right-hand side of (13) does not contribute
to the likelihood, whereas if NLOS holds, only the first right
hand side is considered.
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p(uy, six;, W, Cros, Cnros)

Los,i (xi, W)

/
/
7
/
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/ /
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/ /
/
/

Fig. 4. Joint likelihood distribution of (u;, s;). Here, for sake of simplicity,
the multi-dimensional Gaussian distributions are represented as uni-variate.

iNLos,i (Xi, W)
u;

Si

Finally, the complete adopted loss function is:

w,
Liot = R Z ”X1 X1H2

Nh
1
N ;{w - [og(pe) + wallw; — fLos.il3]
+ (1= s5) - [~log(1l = Ps,) + wyllu; — ﬁNLOSJH%}}
(14)

where wy. regulates the sample reconstruction, ws compen-
sates the unbalances between LOS and NLOS samples and w,
controls the uncertainty of the model on the position estimation
and includes both 02qg and o3 og-

V. METHODOLOGY: COOPERATIVE LOCALIZATION

In this section, we extend the approach for UE positioning
to a multi-BS scenario. We present at first the proposed
cooperative AE architecture and then the cooperative training
procedure that can be used in practice to deploy the set of BSs
composing the localization infrastructure.

A. Cooperative Architecture

We propose a cooperative architecture where each BS
adopts a cell-specific DL model. The main assumptions behind
the proposed architecture are the following. First, each BS is
able to evaluate whether a UE is in LOS or NLOS condition
based on the observed ADCPM and the procedure described
in Section IV. Second, in case of NLOS, a position estimate is
obtained by the BS by means of a previous fingerprint training
procedure. Third, the latent geometrical features adopted by
the LOS position estimation are combined in order to get
a more accurate inference. This is somehow intuitive if we
consider the latent features as a sort of non-linear combination
of ToF and AoA measurements that each BS can share with
the neighbors’ cells.

Let us denote by Sgs; = {1,...,58s,} the set of BSs
which detect a UE at timestep 7, and gather a batch of
samples X; = {x }SBS ‘. Note that the number of detected
BSs can vary at every timestep, without being constrained to
detect a minimum number of BSs, as opposed to classical
geometrical approaches. As illustrated in the pseudo-code in

3805

Algorithm 1 Cooperative Position Inference

Input: sample xgj), neighbors” BS M(j) > Run on BS j at

timestep ¢ ]
Output: estimated position ﬁ,E] )

1:  Encode sample x(j) through encoder &: z ) E(x J))
2: Initialize the latent features
)FZ() ZIEO) l<—Z<),ZN78 (—Z(‘])
3 Predlct probability of LOS condltlon pE/ ) from z< )
4: for]712 /\/(7 do

w

Send {p“, ZLOSz} to 5’

Receive {ps’; , zI(jO; ;} from j

6
7: end for 0 s (41,
NN i 5", 3

8 Assign Zpj g ; Zgﬁs 500 E lepg i 2L0S,i
9: Predict LOS position uggs ; from Zl()7L)C)s i

10: Predict NLOS position ul(\JJL)os from Zl(\uzos i

11: Estimate position 417 < T'( (7))u(LQS i+

- 73(4]2 )“1(\111_)05 i

Algorithm 1, the main idea is that, for position inference, each
BS j computes its latent features 2. At this stage, there is
no difference between z., z(J zL(;S ;» and ZI(\ILOS , and the
inference proceeds as in the smgle -BS method. Then, if the
BS predicts a NLOS condition, the latent features extracted
by that BS are not combined with other cells (e.g., as a
multi-lateration) and position estimation continues according
to the ﬁl(\lJL)OSi prediction. On the contrary, if we are in LOS

condition, then the latent LOS features z(’ )

with the neighbors’ cells, defined with N o)

After averaging the latent LOS features z< 7)

ERA
estimated with ul(jcgs,r

As an example of cooperative inference, we refer to the
scenario shown in Fig. 5 where three BSs detect a UE, here
represented by a vehicle. NLOS and LOS links are indicated
with red and green dashed arrows, respectively. Since BS j
and j” are in LOS condition with respect to the vehicle, the
(] and z(] " (o the position estimation will be

are exchanged

= Sps,i\{j}-
the position is

contribution of z;

higher than z(J ). The negligible contribution of NLOS BSs
is hlghhghted w1th red solid arrows while significant latent
features are colored in green. This is due to the fact that the
probability of LOS condition of BS j’ will be low, i.e., p(] )
) and p(] ) ijz ). The outcome is an increased accuracy
on the position estimation which is not or little affected by
NLOS BSs.

B. Cooperative Training

For the training of the cooperative set of BSs we propose
the following procedure. During the data gathering phase, a
UE (e.g., a vehicle) moves along specified trajectories (a-
priori divided into LOS and NLOS segments) sending uplink
signals, i.e., sounding reference signal (SRS), to every BS in its
range. The time instant of the transmission, the coarse position
obtained from global navigation satellite systems (GNSS) and
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Fig. 5. Cooperative inference scenario composed of three BSs.

the LOS identification are either sent to the BSs as auxiliary
data through the communication link, or stored inside the UE
for the post-processing. As for the inference, the BSs evaluate
the ADCPM samples and store the data. In order to perform
back-propagation at BS j, the loss function is computed as:

N e
Lfgl) = —AZL ; ‘ X; )

112
-]

Ny
L .
4o > [ [ s (ot - oxt2)]
=1
+(1- (7 [ ) ur(\ljljos z(zl(\lL)OS z) —log(1— 13272)]}7
15)
where z](f051 = Zé,’“{ sz (LJO;7 /Zs/mj s, Note that,

to speed up the training phase, a centrahzed loss computation
can be performed in a batch-manner, i.e., in parallel way, using
Sgs,; as batch size. The rational behind this approach is that
while the models for NLOS position estimation are trained to
be BS-specific, the LOS networks can be shared as they have
consistent parameters among all the BSs.

VI. PERFORMANCE ASSESSMENT IN A 5G NETWORK

To assess the performance of the proposed cooperative DL
positioning system, we employ a data generator based on the
5G new radio (NR) clustered delay line (CDL) channel model
[66], which is defined over a bandwidth of 2 GHz in the
frequency range from 0.5 GHz to 100 GHz. The radio wave
propagation is simulated using a ray-tracing method [67], [68],
[69] from the Matlab package, which plots the propagation
paths from the UE to the BSs based on the surface geometry
from a map file. The ray-tracing method employs the shooting
and bouncing rays (SBR) method with up to 10 path reflections
[70]. The channel model is then generated by combining all
the paths and taking into account the small-scale fading caused
by multipath and UE’s movement. With this method, adjacent
positions will have similar channel characteristics due to the
similar scattering environment, ensuring spatial consistency.
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TABLE III
EXPERIMENT PARAMETERS
[ Parameter i Value
Carrier frequency f. 30 GHz
Bandwidth B 400 MHz
BS noise figure 7 dB
BS antenna configuration M =N =8, dW) = q(v) = 0.5\
Directional,
BS antenna radiation pattern 8 dBi — (Table 6.1.1-5 of [57])
UE noise figure 13 dB
UE antenna configuration Omni
UE radiation pattern 0 dBi
UE max. TX power 23 dBm

Hexagonal grid, T9 macro sites,

Layout 3 sectors per site, ISD = 200 m
0 ns

BS clock offset (perfect synchronization)

Penetration loss 0 dB

UE mobility Max 30 km/h

UE height 1.5m

Min. BS-UE distance (2D) 10 m

BS antenna height 25 m

A. Simulated Scenario

For the experiments, we simulate a 3GPP urban micro
(UMi) scenario in a 1000 x 1000 m area, near the Leonardo’s
campus of Politecnico di Milano, in Milano, Italy, using
the parameters described in [57]. The specific values are
summarized in Table III. As shown in Fig. 6, the scenario
consists of 19 sites with an inter-site distance (ISD) of 200 m,
placed in an hexagonal layout, each equipped with 3 cells and
separated by 120 deg in azimuth. Each cell antenna uses an
UPA configuration with N = M = 8 elements and a downtilt
of 15 deg. A macro image of the antenna array pattern can
be found in Fig. 7. Each antenna element was defined using
specifications in [71], providing a front-to-back ratio of about
30 dB and a maximum gain of 8 dBi.

The UEs move around the region following various routes
generated by the SUMO simulator that reproduces the vehic-
ular traffic flow over the considered road network. The
simulation runs for 170 seconds and generates up to 50 trajec-
tories, which are sampled every second. Each UE uses a carrier
frequency of f. = 30 GHz and a transmission bandwidth of
B = 400 MHz to transmit 5G standard compliant SRSs to
all nearby BSs. Finally, each BS demodulates the signals and
obtains a channel estimation, i.e., SFCRM, via the received
pilot signals through a LS estimator. The ADCPM is then
obtained according to (4) and (5).

B. Positioning Tests

We divided the experiments into offline and online phases.
In the offline (training) phase, the UE moves along the
trajectories and each BS gathers both LOS and NLOS
channel realizations according to the specific UE’s position.
We considered the training positions as perfectly known (i.e.,
no error was introduced to the ground truth positions) as
we aimed at assessing the lower bound performances of the
method. In total, we gathered about 5.9 - 10* samples in
1659 positions only for the training phase. In the online (test)
phase, the NLOS position capabilities were verified in the
same trajectories but in random positions not adopted in the
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Fig. 6. UMi scenario simulated for performing analysis composed of 19 sites
in the area of Politecnico di Milano, Leonardo campus, Milano, Italy.

Fig. 7. Antenna array patterns of 3 cells (1-3) forming a site.

training. Specifically, we adopted about 2.5 - 10* samples
in 711 positions for NLOS testing. In this way, we assess
whether or not, each BS can learn the environment, i.e., the
channel characteristics, around it. On the other hand, for LOS
positioning, we validated completed different trajectories to
analyze the capabilities of estimating the position from learned
geometrical features. Here, the total number of LOS tested
positions was 867. A representation of the adopted trajectories
can be found in Fig. 8. Note that in the training trajectories,
i.e., red markers, the number of detected BSs can vary signif-
icantly: we measured from 1 up to 13 BSs in the collected
samples. The test samples for LOS evaluation, highlighted
with purple placeholders, are located in the top-left corner
of the map. To avoid biases and improve model convergence,
before model training, we standardized with zero mean and
unitary standard deviation all the samples, and we shuffled
the dataset at each epoch.
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The toolbox Antenna Toolbox of MATLAB 2022b is
used to generate the channel fingerprints for the data points,
while the model for training and testing is implemented using
Pytorch [72] (v1.12 with Python 3.7.11). The simulations are
run on a workstation with an Intel(R) Xeon(R) Silver 4210R
CPU @ 2.40 GHz, 96 GB of RAM, and a Quadro RTX 6000
24 GB GPU. The training and testing times refer only to the
runtime on Pytorch 1.12. Unless otherwise noted, the model is
trained for a total £/ = 60 epochs with a batch size N, = 64.
The Adam optimization algorithm [73] is used with an initial
learning rate Ir = 10~ and momentum values B = 0.9,
B2 = 0.999.

For what concerns the hyper-parameters choice of wyee, ws
and w,, we clarify that their values depend on the specific
dataset at hand and thereby tuning has been performed as
follows. Starting from ws, since this parameters regulates how
much weight is given to the LOS samples class in order
to compensate the class unbalances, it is computed as in
weighted cross-entropy loss: ws = Npos/NnLos, Where Nios
and Nypos are the number of LOS and NLOS samples in the
training batch, respectively. On the contrary, wy.. and w, have
been chosen empirically using a grid-approach in [0.1, 1] with
step size 0.1 and assigned as: wye = 0.1, w, = 0.9. This can
be intuitively explained by two reasons. First, the AE model
is much more complex than the MLPs for positioning, leading
to a fast drop of the reconstruction error. Second, the number
of features in x; is larger than the dimension of u;, which
automatically increases the weight of the reconstruction error
with respect to the positioning error. In order to balance these
two quantities, we suggest values that satisfy wpe. < wy.

C. DL Model Design

The adopted DL model architecture is as follows. The AE
is the most critical component as a good feature extraction is
essential to enable precise positioning. Driven by the necessity
of handling sparse data, i.e., ADCPM input, we select the Seg-
net architecture [74] where the upsampling layers employ the
encoder pool indices to create ad-hoc sparse feature mapping.
At testing time, we can completely discard the decoder part as
the input reconstruction is only adopted in the training phase
to learn the latent features representation.

The choice of the NNs for NLOS classification and position
estimation is dictated by the specific task to accomplish. A BS
must be able to localize a UE regardless of whether it is in ego
mode, i.e., only a single BS detects the UE, or in cooperative
mode, i.e., the UE is detected by multiple BSs. In the former
case, the latent features should be a non-linear composition of
ToF and AoA for each of the multipaths. On the other hand,
in the latter case, multiple ToF must be exploited to localize the
UE. To assess these concepts, we experiment different multi-
layer perceptrons (MLPs) architectures trying to localize a UE
with only a ToF and AoA or 3 or more ToF as inputs.

In Fig. 9, we show the test results of the MLP described
in Table IV which was trained on a synthetic dataset using as
input either ToF and AoA only (Fig. 9a), or 3 measurements
of ToFs (Fig. 9b) or 10 ToFs (Fig. 9¢c). This was done in
order to verify the positioning capabilities of the models, i.e.,
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Fig. 8.
LOS testing trajectories, i.e., purple placeholders.

Scenario comprising training trajectories, i.e., red placeholders, and

to assess the bias of the MLPs for LOS and NLOS position
estimation. Since the testing positions (red circles) are never
seen in the training phase, we can conclude that the model is
able to learn the geometrical meaning of the input features and
perform multi-angulation and circular lateration. It is worth
noticing that, in the case of cooperative architecture, the BSs’
positions (black squares) are never used as input features but
they are automatically learned by the training. This can be an
advantage in case the coordinates of the BSs are not known
or partially known.

Given these results, we employed the MLP in Table IV
for the LOS and NLOS position prediction NNs, while the
MLP in Table V is adopted for NLOS detection NN. The key
difference between these two types of NNs is the size and
layer composition. First, we assumed that single supervised
NLOS classification is a simpler task if compared with 3D
position regression, thus resulting in a different number of
layers and neurons. Second, we employed Tanh (instead of
ReLu or GeLu) activation functions in the NLOS detection NN
since blockage detection should be performed in the fastest
and most efficient way possible, as the whole cooperative
prediction highly depends on it. On the contrary, GeLu is
more computationally expensive but can capture more complex
patterns (as needed for regression) due to its smooth and
differentiable nature [75]. Finally, both adopt dropout to avoid
overfitting.

D. Baselines

For performance assessment, we compare the proposed
method with the following algorithms/models:

o Ego DL model: the proposed DL model (Fig. 3) trained
with the loss (14) for single-BS positioning. The model
does not communicate with any other BS and has to rely
only on its prediction.
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« Cooperative DL model: the proposed DL-based coopera-

tive architecture described in Sec. V.

Single-BS ToF-AoA: conventional positioning obtained

by a single BS using the ToF estimate obtained from

the cross-correlation with the SRS according to 5G NR

Rel. 16 and the AoA estimated through multiple signal

classification (MUSIC) algorithm [76].

o Multi-BS time difference of flight (TDoF): conventional
hyperbolic-multilateration obtained using TDoFs esti-
mated by all the BSs receiving SRS.

E. Simulation Results

1) Training Convergence: This first assessment has the aim
of verifying the training convergence of the proposed ego
DL model, i.e., the correct behavior of the loss function and
of the root mean square error (RMSE) performance metric.
In Fig. 10, we report the testing results separately for LOS
and NLOS samples in the test set, for varying number of
training epochs. We notice that the loss function decreases
quite rapidly in just 60 epochs and does not show signs of
overfitting. This may be due to the fact that the dataset is very
large (about 50 GB) and thus it is difficult to memorize every
sample. Furthermore, the model regularization, i.e., dropout,
helps with this aspect.

Referring to the performance metric, we can see that the
NLOS case holds much higher oscillations with respect to the
LOS one. While learning geometrical patterns and associated
positions is a more standard task, associating NLOS samples
with the UE location is much more difficult. The DL model
has not only to understand how the environment is configured
but also how it could change between the training positions.
Finally, we note that the LOS RMSE is slightly worse that the
NLOS. This is due to the LOS performance bounds imposed
by the physical layer parameters, i.e., the resolution of the ToF
(limited by the signal bandwidth) and AoA (by the number
of antennas). On the other hand, the NLOS RMSE highly
depends on the training position resolution, i.e., the training
spatial sampling, as the denser the training points, the better
the performances.

2) Blockage Detection: This experiment has the objective
of assessing the steering model capabilities in discerning LOS
and NLOS conditions. The steering is taken into account in
both the smart weighting of the geometrical latent features
and in the final position estimate, i.e., lines 8 and 11 of
Algorithm 1, respectively. To this aim, in Fig. 11 we show
the testing accuracy, precision and recall for varying number
of training epochs. The numerical results show that the model
reaches an accuracy of approximately 85%, validating the
capability of the proposed approach of learning the multi-task
problem within such a realistic environment. In terms of the
parameter I', we implemented a conservative yet effective
approach, as detailed subsequently. We selected I' = 0.6 not
with the aim of matching the values of precision and recall,
but rather to adjust it towards a lower number of false positives
compared to false negatives. This approach is driven by the
rationale that if the model is uncertain about the visibility
condition, it slightly leans towards the NLOS case. As a result,



Chapter 8. Efficient Latent Features Combination for Static Positioning

CAMAJORI TEDESCHINI AND NICOLI: COOPERATIVE DL POSITIONING IN mmWAVE 5G-ADVANCED NETWORKS

3809

10 % R e B Y - 10
G A
Lo Y 55y H 33
o g K
ST SRRV S (ISR o N
! 7S
— R Ak b _
7 L9554 g
= - CRR T £
= LE o T T =
g e ST s A L g o
% B S v 2
T 1 ST Sl g X XX g
& Ly B Y &
¥ \ | oy
-5 g e X i s
" N e U % ¥
AR %
SRS Y R
ok . - 5 3 .,
W S S LR,
“10 A i Dl -10
-10 -5 0 10
x-axis [m]
(b) ()

Fig. 9. Testing positioning results of an MLP with input (a) AoA and ToF, (b) 3 ToFs (c) 10 ToFs. The BSs are located in the black squares.

TABLE IV
LOS AND NLOS POSITIONING NETWORK

Type [[ Output Size

Tnput
Linear + GeLu + Dropout
Linear + GeLu + Dropout
Linear + GeLu + Dropout
Linear + GeLu + Dropout
Linear + GeLu + Dropout
Linear + GeLu + Dropout
Linear + GeLu + Dropout
Linear + GeLu + Dropout
Linear + GeLu + Dropout
Linear + GeLu + Dropout

Linear
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TABLE V
NLOS CLASSIFICATION NETWORK

Type
Tnput
Linear + Tanh + Dropout
Linear + Tanh + Dropout
Linear
BatchNorm1d
Sigmoid

[ Layer Num. [ [[ Output Size

(VRN

substantial geometric errors are circumvented, and only the
fingerprint technique is employed.

3) Online Computational Complexity: In this section,
we analyze the computational complexity of the proposed
localization method by assessing the number of floating
point operations per second (FLOPS) and the inference time
required for performing positioning. Starting from the com-
putational complexity, we can divide the computational load
into measurement extraction and position estimation. For
measurement extraction, assuming to have NN, signal samples
and M N antenna elements, the ADCPM can be efficiently
computed adopting a 2D-inverse fast Fourier transform (IFFT),
with a complexity of O(MNN, - (log(N,MN))). On the
other hand, time-based measurements obtained with cross-
correlation, hold a complexity in the order of O(Ng'z) (or
O(Ng - (log(N,))) with efficient methods as FFT). Finally,
angle-based measurements obtained by the MUSIC algorithm
using N and M scanning directions in the azimuth and
zenith domain, respectively, involve an overall complexity of
O((MN )3) [77], considering the eigenvalue decomposition

(EVD) on the signal covariance matrix as predominant on
the scanning search for source directions. In order to have a
reference measure of time required by our system (described
in Sec. VI-B) to compute the measurements, we clarify
that on average, the ADCPM, ToF and AoA computations
took about 0.4, 0.3 and 0.4 ms, respectively. As expected,
the complexity of the ADCPM results higher than single
time-based or angle-based measurements, as it embodies all
the location-related information provided by the propagation
channel, i.e., including the ToFs, AoAs and received power of
all multipaths.

For what concerns the algorithms for position estimation,
we compare non-linear least square (NLS) methods, adopted
in Single-BS ToF-AoA and Multi-BS TDoF, and the proposed
DL model. Denoting with NV, the unknown location coor-
dinates to be estimated, Ne,s the number of measurements
and Nje, the number iterations for NLS convergence, for
Gauss-Newton method we hold an overall complexity of
O(Niter(Nmeas * Nu + Nineas - N2 + N2)) (assuming that the
cost of computing the Jacobian is roughly proportional to
O(Neas - Ny), the cost of Jacobian matrix multiplication
t0 O(Nmeas - N2), and the matrix inversion to O(N2)).
However, estimating the complexity of the DL models is
not straightforward as it would involve a detailed break-
down of the operations performed. To this aim, in Fig. 12,
we empirically assess the inference times using the system
hardware described in Sec. VI-B and we compare it with
NLS solutions, for varying number of measurements. For NLS
method, we empirically choose Nje = 50 and N, = 3 (3D
position). Results show that the proposed DL model is able
to perform the position inference in about 1.5-2 ms which
corresponds to a NLS with about 10 measurements. We point
out that these results highly depend on the specific hardware
and implementation of both the DL and NLS algorithms.
Nevertheless, the overall conclusion is that, despite being
slightly more complex, the proposed method has the main
advantages of having greater accuracy with respect to classical
geometrical algorithms and retaining the ability to localize in
NLOS conditions (as described in Sec. VI-E.4), while being
at the same time compliant with the strict requirements given
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Fig. 10. Testing results, i.e., loss on top and RMSE on bottom, of LOS and

NLOS samples varying the number of epochs in the training.

by cooperative, connected, and automated mobility (CCAM)
of 5 ms [78].

4) Positioning Accuracy: In this assessment we test the
positioning accuracy of the methods described in Sec. VI-D.
To this aim, in Fig. 13 and 14, we show the cumulative
density functions (CDFs) of the location error in the LOS
and complete test trajectory, respectively. For the cooperative
methods, we consider a position LOS if all the BSs detecting
the UE are in LOS. To better compare the results, in both the
figures, we report both the 2D and 3D error for each method.

Starting from the position methods with single BS in the
LOS positions, we notice a huge improvement between the
Single-BS ToF-AoA and the ego DL model, passing from
a mean error of 26.38 m to 5.99 m in 3 dimensions. With
the 2D error metric, the performances are slightly better,
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obtaining 24.76 m and 5.35 m, respectively. The ego DL model
automatically extracts a compact non-linear representation of
the overall multipath profile (i.e., ToF, AoA and power of
all paths in LOS conditions), which is much more infor-
mative than the direct path information, thus outperforming
the traditional single-BS based positioning. Moreover, in 3D
positioning, it outperforms even the Multi-BS TDoF. This is
due to the fact that, in classical TDoF approaches, the vertical
geometrical dilution of precision (GDoP) is very limited due to
the poor geometrical arrangement of the BSs over the vertical
dimension, as BSs are usually located at similar heights.
On the contrary, the ML approach is able to learn the usual
altitude of the user and exploit this information a-priori in the
position’s computation.

Moving to the cooperative methods in the LOS testing
trajectory, we observe that the proposed cooperative DL model
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outperforms the Multi-BS TDoF even in the 2D positioning
case, i.e., holding 66% of the points with an error of less than
0.81 m and 90% with an error of less than 1.3 m. The mean
error decreases from 3.21 m with Multi-BS TDoF, to 1.68 m
with the cooperative DL solution, with an improvement of
above 47%. The cooperative DL model, in fact, holds a
common-sense of where the UE could be, i.e., discarding or
not considering possible unfeasible solutions that could be
obtained by geometrical algorithms.

This is confirmed by the results on the complete testing
trajectory in Fig. 14, composed by both LOS and NLOS
positions. Whenever one or more BSs are in NLOS, we suffer
a severe degradation of performances. In these conditions, the
ego DL model reaches a median 2D error of 3.01 m with
respect to an error of 3.74 m in case of Multi-BS TDoF.
Comparing the cooperative and ego DL models, we notice an
approaching of the two CDFs, mainly due to the higher NLOS
performances in case of ego-positioning. This is because,
even when LOS positions are inaccurately classified, the
positioning is corrected through fingerprint training without
being impacted by errors in geometrical features. Essen-
tially, the position estimation solely relies on either the LOS
MLP or the NLOS MLP, but never a combination of the
two. On the other hand, the cooperative DL model suffers
slightly higher errors since in NLOS positions the BSs cannot
cooperate.

In case the achieved performances do not satisfy the target
accuracy for the specific location-sensitive service, several
strategies can be implemented in order to improve the pro-
posed method without changing the structure of the model.
First, starting from the physical layer, increasing the band-
width and number of antennas at the BSs would permit to
enhance the space-time system resolution, and thereby the
ability of the model to resolve the multipath and extract
location information from the ADCPM. Second, from a design
point of view, we can increase the DL model dimension
(especially the AE part), which reduces the model bias, and
simultaneously increase the number of collected data, thus
reducing the variance. However, we need to keep in mind
that this comes at the price of higher training and inference
times, as well as higher costs of dataset creation, resulting in
a performance-complexity trade-off.

5) Tracking Performance: This experiment compares the
performances of the positioning methods in the testing tra-
jectory where a UE, ie., a CAV, moves along a road at
variable speed. In Fig. 15, we can see in pink the covered
ground-truth trajectory both in 3D (a) and in 2D (b). The
CAV moves faster in the north part of the trajectory and
then slows down in the southern part of the road. Since the
objective is to assess the point-position estimation of each
method, we do not implement any tracking filter and we
rely exclusively on the channel realization at specific samples
of the trajectory. Moreover, passing from the 3D to the 2D
representation, we discard unlikely estimated positions just for
easy-visualization purposes of the 2D trajectory. The Single-
BS ToF-AoA and the ego DL model results are obtained from
the BS number 48, while the cooperative methods consider
only the positions where the CAV detect the BS number 48.
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Observing Fig. 15a, we notice that the Single-BS ToF-
AoA method has the worst performances since it locates
the CAV outside the road for most of the trajectory. This
is mainly due to AoA estimations, which become worst
the higher the distance from the BS, and ToF estimations.
In LOS positions, i.e., north part of the trajectory, the ToF
error is only due to the autocorrelation of SRSs and peak
estimation. On the contrary, in NLOS positions, i.e., south
part of the trajectory, the major source of error is represented
by reflections. The ego DL model improves this aspect by
halving the error (see Fig. 15b) especially in NLOS sections.
The Multi-BS TDoF struggles in high-speed conditions, i.e.,
east part of LOS trajectory, and in NLOS positions where the
number of cooperative BSs is limited or the range-biases are
severe, i.e., top-right corner of Fig. 15a. Finally, the proposed
cooperative DL model (green markers) achieves the higher
positioning accuracy in almost all conditions, combining
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cooperative LOS measurements with egocentric NLOS
predictions.

VII. CONCLUSION AND FUTURE WORKS

Given the paramount importance of providing enhanced
solutions for high-precision positioning in next 3GPP
Releases, in this paper, we propose a cooperative positioning
network architecture based on DL. Each BS composing the
localization infrastructure has the same proposed DL model
which solves the joint task of NLOS identification and posi-
tion estimation. Depending on the condition, LOS or NLOS,
the task is solved in cooperative or egocentric (ego) mode,
respectively. In order to cooperate, the architecture internally
exchanges only the compact latent feature representation of
the channel obtained with an AE structure, permitting to
combine the complete non-linear measurements and enhance
positioning accuracy.

The proposed cooperative architecture is suitable and
fully-compliant with 5G massive-MIMO OFDM systems,
where sparse space-time channel responses, i.e., ADCPM,
are adopted as input-images to the DL model. The ADCPM
embodies position-dependent features, such as ToF, AoA and
RSS of each propagation path, which can be automatically
extracted by the proposed DL model. With the use of Matlab
ray-tracing and SUMO software, we simulate a complex and
realistic C-ITS scenario where some CAVs create multiple
trajectories and communicate with a set of BSs, i.e., 3GPP
UMi scenario. Results show that the proposed cooperative
architecture is able to improve upon classical geometrical algo-
rithms, e.g., TDoF multi-lateration, both in LOS and NLOS
conditions, by increasing the accuracy of 47%. Moreover, the
cooperation overcomes the limitations of single-BS prediction
based on DL by automatically switching between egocentric
and cooperative mode.

ML, and more especially DL techniques, are foreseen to
have a huge impact on next-generation cellular networks.
This work is thereby a first attempt to implement a coopera-
tive high-precision positioning system towards that direction.
Further developments could be the integration of different

DL models into the architecture or the tracking of many
simultaneous targets with automatic data-association.

APPENDIX A
JOINT LOG-LIKELIHOOD

To prove (13), we start by rewriting the likelihood distribu-
tion (12) as:
p(ui, six;, W, Cros, Cnros) =
[Ps,iN (wi; GiLos,i (x5, W), CLos)]* X
[(1 — Ps,s )N (wi; tincos,i (xi, W), Crros)] 759,
For simplicity of notation, we drop the dependencies on x;

and W. The negative log-likelihood of the overall batch of
samples, using (16) is:

(16)

Ny
Lk = — Zlog{[ﬁs,i/\/(ui§ iLos,i, Cros)|™

i=1

X [(1 = ps,i)N (us; Gincos,i, CNLOS)](1757'>} a7

Ny
= Z{Sl [—log(ps,i) — log(M (uy; fios,i, Cros))]
i=1

+(lfsi)[710g(17ﬁs,i)710g(N(ui§ﬁNLOS,iycNLOS))}}‘
(18)

Now we can explicitly compute the logarithm of the
multi-variate Gaussian distribution and obtain:

Ny
R log(27|C
Lk = § {Sr {,log(psyi)Jr g( \2 Los|)
i1

flwi — ﬁLOS,iH%}
QUEOS

+ (1) [~log(1 = ps)

lu; — ﬁNLOS,iH%]}

2
20%L0s

+ log(ZW\SNLOSD

(19)
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By discarding the terms that do not depend on u; or s;,
we obtain:

Ny
Llask = 2{57 - {710g(ﬁ81) +
i=1

flu; — ﬁLOS,ng]
207 0s

[lu; — Gneos,i |§} }
bl

(20)

+(1—s)- [7log(1 ~Psi) T 203
INLOS

concluding the derivation.
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CHAPTER

Efficient Uncertainty Quantification
for Mobile Positioning

In this chapter, we tackle the task of UE tracking in urban environments with next-
generation cellular networks. Given the presence of high-blockage conditions, the main
challenge is how to estimate in real-time the reliability of DL model predictions. In the
paper, we propose two complementary contributions to this challenge. First, we propose
the integration of BNN into tracking filters by exploiting the predicted uncertainty as
likelihood measure, which permits the coherent combination of multiple BSs’ position
estimates. Second, we introduce a novel BNN algorithm, namely BBK, which exploits
the teacher-student paradigm to perform uncertainty quantification without the need of
performing sampling procedures at inference phase. Moreover, BBK, as opposed to
state-of-the-art real-time BNN methods, is able to fully evaluate the output’s uncertainty
by distinguishing between aleatoric and epistemic uncertainties. This enables insights
behind the uncertainty prediction and can guide for more efficient sample gathering.
We test the proposed BBK method with an AE-based DL model which predicts the UE
position from ADCPM samples. The results indicate that the BBK approach can accu-
rately estimate both aleatoric and epistemic uncertainties, surpassing the performances
of current real-time BNN methods, particularly in OoD scenarios. In terms of mobile
positioning, the proposed cooperative tracking method outperforms traditional geometric
tracking filters, as well as RNN models thanks to the coherent fusion of multiple BSs
predictions.
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Real-Time Bayesian Neural Networks
for 6G Cooperative Positioning and Tracking

Bernardo Camajori Tedeschini
Monica Nicoli

Abstract—1In the evolving landscape of 5G new radio
and related 6G evolution, achieving centimeter-level dynamic
positioning is pivotal, especially in cooperative intelligent trans-
portation system frameworks. With the challenges posed by
higher path loss and blockages in the new frequency bands
(i.e., millimeter waves), machine learning (ML) offers new
approaches to draw location information from space-time wide-
bandwidth radio signals and enable ent ed location-based
services. This paper presents an approach to real-time 6G
location tracking in urban settings with frequent signal blockages.
We introduce a novel teacher-student Bayesian neural network
(BNN) method, called Bayesian bright knowledge (BBK), that
predicts both the location estimate and the associated uncertainty
in real-time. Moreover, we propose a seamless integration of
BNNs into a cellular multi-base station tracking system, where
more complex channel measurements are taken into account.
Our method employs a deep learning (DL) hased autoencoder
structure that leverages the complete c 1 Ise r
to deduce location-specific attributes in both lme-of s1ght and
non-line-of-sight environments. Testing in 3GPP specification-
compliant urban micro (UMi) scenario with ray-tracing and
traffic simulations confirms the BBK’s superiority in estimating
uncertainties and handling out-of-distribution testing positions.
In dynamic conditions, our BNN-based tracking system surpasses
geometric-based tracking techniques and state-of-the-art DL
models, localizing a moving target with a median error of 46 cm.

Index Terms— Bayesmn neural networks, tracking, deep learn-

ing, ¢l 1 imp resp , intelligent transportation systems.
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I. INTRODUCTION

OSITIONING and tracking capabilities have become

increasingly crucial in the evolution of cellular networks,
as they provide benefits to the 5th generation (5G) use
cases [1], [2], [3]. Since the adoption of 3rd Generation
Partnership Project (3GPP) Release 15 in 2018, these net-
works have not only achieved rapid development [4], [5],
[6], but have also expanded to introduce new use cases and
services [7]. Notably in 3GPP Releases 16 and 17, location
awareness systems have been extended beyond from regulatory
applications to commercial and roaming functionalities [8],
[9], [10]. Still, the major leap forward in positioning perfor-
mances is expected with the advent of 5G Advanced in 3GPP
Release 18 [11], [12], [13], [14], where the primary goal of
centimeter-level absolute accuracy will be achieved thanks to
transformative key features enablers, i.e., massive multiple-
input multiple-output (mMIMO) [15], larger bandwidths and
millimeter waves (mmWave) [16]. The main challenges are
the higher path loss and frequent blockages, which limit
the potential of conventional and global navigation satellite
systems (GNSS)-based solutions. Indeed, under the absence of
line-of-sight (LOS) link, GNSS becomes challenging to utilize
effectively, even with advanced satellite techniques such as
real-time kinematic (RTK) [17].

Extensive research in the domain of localization and naviga-
tion has explored various aspects of these challenges, focusing
on fundamental limits [18], [19], [20], [21], network operation
and experimentation [22], [23], [24], [25], and algorithm
design [26], [27], [28], [29]. To solve these challenges, 5G
Advanced has pushed interest in leveraging artificial intelli-
gence (AI) and machine learning (ML) for assisted or even
direct positioning [30]. Indeed, base stations (BSs) often have
access to a large number of historical channel state information
(CSI) [31], [32], [33], which can be exploited through deep
learning (DL) methods (e.g., autoencoder (AE) structures [34])
as location fingerprints [35]. The advantages of direct artificial
intelligence (AI)/machine learning (ML) positioning are the
ability to perform both LOS and non-LOS (NLOS) posi-
tioning, and single-BS localization, enabled by integrated
sensing and communication (ISAC) frameworks [36], [37],
[38]. Therefore, we foresee these solutions as a promising
long-term answer to advanced positioning methods.

Despite the potential of ML in positioning applications,
traditional ML approaches have limitations, especially con-
cerning uncertainty quantification. In critical applications, such
as tracking of connected automated vehicles (CAVs) [39],

0733-8716 © 2024 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission.
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[40], [41], lack of uncertainty quantification can be a major
limiting or even blocking factor as integrity and reliability
requirements are very stringent. From this point of view,
Bayesian neural networks (BNNs) offer a promising solution
to these challenges [42], as they not only provide point
estimates but also quantify the uncertainty associated with
these estimates [43], allowing for more reliable and robust
positioning. In particular, in static positioning, BNNs are more
resilient to overfitting during training with respect to neural
networks (NNs), they can incorporate prior knowledge on the
problem at hand and, more importantly, are able to characterize
the uncertainty of the model (i.e., whether it is due to the
lack of training samples or to the intrinsic characteristics of
the data). Furthermore, in dynamic settings, i.e., tracking, the
uncertainty can be cleverly combined in Bayesian tracking
solutions.

While BNNs address key limitations of conventional ML
algorithms, they also present specific challenges. A main draw-
back is the need for sampling during inference time, which
may not be suitable for real-time applications [44]. Another
issue is the computational and storage overhead of maintaining
multiple NN configurations for Bayesian inference. Given the
lack of a complete solution to these problems and the great
potential of BNNs in cellular tracking systems, in this paper,
we explore and propose the integration of real-time BNN
solutions into future 6G systems. These advancements aim
to bring together the best of both worlds: the robustness and
uncertainty quantification of BNNs along with the speed and
efficiency required for next-generation tracking systems.

The rest of this paper is structured as follows. Sec. II
presents the related works including next-generation cellu-
lar positioning, ML for static and mobile positioning, and
BNNs for real-time inference, along with the paper’s main
contributions. Sec. III describes the channel model and the
channel fingerprint used for positioning. In Sec. IV, we discuss
the proposed real-time BNN method and its application to
a DL model with AE structure. Sec. V presents the inte-
gration of BNN methods in next-generation cellular tracking
systems. Sec. VI presents a case study, and Sec. VII draws the
conclusions.

II. RELATED WORKS AND CONTRIBUTIONS
A. Next Generation Cellular Positioning

3GPP Release 18 is expected to significantly enhance the
existing positioning standards by introducing key methodolo-
gies. It introduces the support of carrier phase positioning
(CPP), a GNSS-based technology known for its centimeter-
level precision, though it is traditionally limited to outdoor
use where GNSS signals are not blocked [45]. Moreover,
Release 18 is set to fulfill low power high accuracy positioning
(LPHAP) standards and introduce positioning features for
reduced capability (RedCap) user equipments (UEs), such
as wearable medical devices, and augmented reality goggles.
Finally, it comprises studies on sidelink (SL) positioning, e.g.,
the design of SL-positioning reference signal (PRS) [46].
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However, in case of non-cooperative and non-RedCap UEs
moving in frequent blockage environment, e.g., CAVs in urban
scenario, geometric-based positioning methodologies struggle
in fulfilling the requirements. For this reason, Al-based solu-
tions have been studied, particularly regarding complexity,
positioning performances, and generalizations [11].

B. ML for Static Positioning

Significant works on ML-based wireless positioning were
developed with the introduction of MIMO-orthogonal fre-
quency division multiplexing (OFDM) systems in the IEEE
802.11a/n protocol, which enabled the extraction of CSI
from commercial Wi-Fi devices. The availability of channel
information across multiple carriers and antennas allowed
for detailed insights into radio signal propagation, enabling
learning of the user’s position [47], [48]. DL techniques were
utilized to learn the best non-linear combination of features
for tasks like NLOS classification or position estimation, with
many studies adopting convolutional neural networks (CNNs)
for feature extraction [49], [50], [51], [52].

Regarding 5G positioning, gathering the knowledge of Wi-
Fi works, two main components started to delineate: the
usage of full channel impulse response (CIR) data as input
features for positioning and the adoption of AE NN structures.
Leveraging full CIR data, especially when organized into
image-like structures, is gaining a lot of momentum. Authors
in [31] adopted the channel frequency response (CFR) matrix
obtained both from ray-tracing simulations and real exper-
iments. However, while being effective for positioning, the
CFR does not distinctly represent the angle of arrival (AOA)
or time of flight (TOF) for each path, potentially complicating
feature extraction. A different study employed a 3D angle-
delay channel power matrix (ADCPM) and a CNN with
inception modules to predict UE position [53], but with double
the inference time and four times the computational storage
compared to 2D ADCPM. Dealing with image structure per-
mits employing more complex DL models which compress the
channel into a compact and efficient representation, namely
AE.

C. ML for Mobile Positioning and Tracking

UE tracking by ML-based methods in the context of 5G
networks is a relatively unexplored area since the majority of
previous works employed conventional Bayesian techniques,
e.g., extended Kalman filter (EKF) [54] or message pass-
ing algorithm (MPA) [55], in conjunction with mmWave
and MIMO enablers. Authors in [56] adopted state-of-the-
art temporal convolutional network (TCN) models to perform
NLOS outdoor tracking, reaching a mean absolute error
(MAE) of 1.8 m. A similar work has been carried out in
indoor conditions [57], with long short-term memory (LSTM)
and CNN applied to raw CSI fingerprinting. However, LSTMs
and TCNs have two main drawbacks. First, they require a
set of training trajectories with highly accurate ground truth
positions. While this is practical for static positioning, for

Authorized licensed use limited to: Politecnico di Milano. Downloaded on August 24,2024 at 05:59:27 UTC from IEEE Xplore. Restrictions apply.



Chapter 9. Efficient Uncertainty Quantification for Mobile Positioning

2324

dynamic positioning, especially in outdoor conditions, it is dif-
ficult to obtain the ground truth target position while moving,
unless using high-precision optical laser positioning systems.
Second, the conventional LSTMs and TCNs do not provide
an uncertainty measure of their predictions, thus limiting the
deployment in safety-critical applications.

D. BNN for Real-Time Inference

In the context of DL-based uncertainty estimation, it is
essential to distinguish between aleatoric and epistemic uncer-
tainties [58]. These two types of uncertainties are the roots
behind the prediction uncertainty and they are generated by
two different phenomena. Aleatoric uncertainty refers to the
dispersion of the predicted distribution of our target vari-
able, e.g., UE location, based on the given features, which
arises from measurement inaccuracies. Therefore, aleatoric
uncertainty remains unchanged even with additional data col-
lection under identical experimental conditions. This specific
uncertainty, referred to as data uncertainty, can be made
data-dependent and learned as an additional output from
conventional NNs [59]. Thus, these solutions are impor-
tant for real-time applications, where no Monte Carlo (MC)
sampling procedures are required, but fail to generalize
in out-of-distribution (OOD) scenarios with sparse training
data.

For this reason, BNNs and epistemic uncertainty evalua-
tion have been studied [60]. The epistemic uncertainty, also
known as model uncertainty, derives from the uncertainty over
the BNN model parameters, which are considered random
variables. Contrary to the aleatoric uncertainty, the ambiguity
on the model parameters, and thus on the output, can be
explained away by providing more training samples. Existing
BNN methods, both exact methods like Markov chain Monte
Carlo (MCMC) [61], [62] and approximations like variational
inference (VI) [63], [64], [65], [66], [67], aim at effectively
sampling from the posterior distribution of the weights and
predicting the posterior predictive distribution over the output.
This is done by having multiple NN parameters instances and
by predicting multiple times the same input sample.

Many works tried to tackle the problem of simultaneous
learning of aleatoric and epistemic uncertainties. The authors
in [59] adopted a BNN derived from Monte Carlo Dropout
(MCDropout) method which also predicted the aleatoric
uncertainty of data through a specific loss function. Despite
achieving good results, this method still relies on a sampling
inference procedure, thus not being suitable for real-time appli-
cations. A solution to this issue can be found in the so-called
teacher-student techniques, such as Bayesian dark knowledge
(BDK) [68], where a student NN, i.e., non-Bayesian, is trained
to mimic the output of a teacher BNN, which is on the other
hand Bayesian thus learning both the points estimates and the
output uncertainties. During the inference phase, the real-time
uncertainty estimation is performed by the student NN without
requiring time-consuming sampling procedures. The primary
challenge in teacher-student methods is the student’s inability
to differentiate between the two distinct uncertainties in output.
Distinguishing between these uncertainties is crucial, as it
provides insights into the reasons for a model’s uncertainty
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TABLE 1

COMPARISON OF METHODS FOR REAL-TIME, ALEATORIC
AND EPISTEMIC PREDICTION CAPABILITIES

Real-time ~ Aleatoric ~Epistemic

prediction prediction prediction
MCMC/VI [61]-[67] No No Yes
Bayesian & aleatoric regres. [59] No Yes Yes
BDK [68] Yes Yes No
BBK (proposed) Yes Yes Yes

regarding a specific test sample, such as insufficient training
data points or inherent data noise. Moreover, recognizing these
uncertainties can guide where additional training points would
be most beneficial (i.e., wherever high epistemic uncertainty
and low aleatoric uncertainty are present). At the present day
and to the authors’ knowledge, no real-time solution to both
aleatoric and epistemic uncertainty learning is present in the
literature (see Table I), in particular regarding safety-critical
applications such as automated driving.

E. Contributions

In this paper, we address the problem of UE tracking in
next-generation networks through the usage of the full CIR and
DL-based predictions, whose output uncertainty is obtained
through real-time BNN techniques and seamlessly integrated
into existing tracking systems. The real-time BNN method-
ology, namely Bayesian bright knowledge (BBK), is built
with a teacher-student paradigm as it is the only methodology
of BNN which does not require sampling for producing the
uncertainty estimation. The localization system is based on
a NN trained on offline gathered data, which are limited by
spatial density. To account for both the aleatoric and epistemic
uncertainties caused by noisy measurements and limited den-
sity of the training points, respectively, we propose a Bayesian
tracking approach based on a BNN. This BNN constructs the
model that links measurements and positions, optimally pre-
dicting and weighing uncertainties in the position calculation.

The main contributions of this paper are summarized in the
following.

o We design a teacher-student BNN method, i.e., BBK,
that predicts both epistemic and aleatoric uncertainties
without requiring a sampling procedure during inference
phase. This makes it suitable for real-time and safety-
critical use cases.

o We propose the integration of BNNs in cellular tracking
systems where a set of cooperative BSs aims at tracking
a moving target. The integrated system is easy to be
implemented and is compatible with any BNN method.

e« We develop a DL model based on an AE structure
which exploits the complete CIR, i.e., sparse ADCPM
matrices, to extract location-specific features and perform
positioning in both LOS and NLOS settings.

« We model a realistic cooperative intelligent transportation
system (C-ITS) setting in an urban context. Our simulated
network aligns with the 5G standard [69] and offers
realistic outdoor conditions using Wireless InSite 3D ray-
tracing software and MATLAB software. We emulate
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various vehicle trajectories, or UEs, designed with the
simulation of urban mobility (SUMO) software [70].

1) Notation: A random variable and its realization are
denoted by x and x; a random vector and its realization are
denoted by x and z; a random matrix and its realization
are denoted by X and X, respectively. The function py(z),
and simply p(x) when there is no ambiguity, denotes the
probability density function (PDF) of x. 5 = y/—1 denotes
the imaginary unit. The notations X', X* and X" indicate the
matrix transposition, conjugation and conjugate transposition.
det(-) and Tr(-) denote the determinant and the trace of the
matrix argument, respectively. The Kronecker and Hadamard
products between two matrices are denoted with ® and ©®,
respectively. With the notation x ~ AN'(u,0?) we indicate
a Gaussian random variable x with mean p and standard
deviation o, whose PDF is denoted by N (x; i, o). With the
notation y ~ U(a,b) we indicate a uniform random variable
y with support [a,b]. We use E{-} and V{-} to denote the
expectation and the variance of random variable, respectively.
R and C stand for the set of real and complex numbers,
respectively. |z| indicates the largest integer not greater than
2. || denotes the length of the vector . §(-) is the Kronecker
delta function.

III. SYSTEM MODEL
A. Channel Model

Consider a mmWave OFDM system where a UE commu-
nicates with a BS in uplink direction at carrier wavelength
Ac. The BS is equipped with a uniform planar array (UPA)
composed of IV, X [V}, isotropic antenna elements (i.e., IV, and
Ny, elements in the vertical and horizontal directions with the
antenna spacings of d, and dj,, respectively). On the contrary,
the UE holds a single omni-directional antenna. The channel
between the BS and the UE (see Fig. 1) is composed of N,
distinct paths, each with a TOF T, a zenith AOA 6, € [0, 7],
and an azimuth AOA ¢, € [0, 7], for path p =1,2,..., N,.

We employ an OFDM scheme with a sampling interval of
Ty, N, sub-carriers, and a symbol duration given by T, =
N.T. For the k-th sub-carrier, the frequency is fr = TL,
k=0,1,..., N.—1. We assume that the cyclic-prefix duration
Ty = NgT surpasses the maximum channel delay, denoted by
TMmax. Here, N, represents the number of sampling intervals
constituting a guard interval.

Assuming a sampling rate of 1/7 and treating each path as
independent and wide-sense stationary [71], the CFR for the
k-th sub-carrier can be expressed as [72], [73]

Ny
h =) a,ke(8,,9,) € CVY (1

p=1
where &, ) = a,e 72 Sk s the channel gain in the fre-
quency domain, o, = a,,e_ﬁ”(%_"""’) is the complex path
gain of which includes the Doppler frequency shift v, and
has average power o2 = E{l[ay||?} and d, = ct, is the
traveled distance (where c is the speed of light in air), and
e(0,,9,) € CMnNvX1 g the array response vector [71].
Finally, by considering the different CFRs at every sub-carrier,

2325

£+ [0Sl

e UE-/§/ eflector
transmitter 'R '
E: J
Fig. 1. An uplink scenario with a UE transmitting to a BS where the direction

of arrival (DOA) of the p-th path is highlighted with zenith 8;, and azimuth
@p angles.

we get the space-frequency channel response matrix (SFCRM)
as:

H=[hgh; --- hy,_,] € CNoNvxNe %)

In the next subsection, we show how to extract the ADCPM
fingerprint from (2) obtained at the BS.

B. Location-Dependent Fingerprint

For location estimation, it is advantageous to map the chan-
nel response into the angle-delay domain. This transformation
simplifies the identification of macro-paths, i.e., clusters for
both LOS and NLOS components, which vary with the
environmental context, serving as location-specific features or
fingerprints. To obtain angle-delay domain features, we convert
the SFCRM as defined in (2) by employing phase-shifted
discrete Fourier transform (DFT) matrices Vy, € CMw*M

1 F*J27r7(] }:Th)

Ny XNy
and Vy, € C R JRC

where [V, ];; =

iG-2)

—j27 Ny

and [V, ];; = \/}T ] . Moreover, we denote with
FeCh XN= the matrix formed by the first N, column% of N,

—]ZWN

dimensional unitary DFT matrix where [F]; ; =
The angle-delay channel response matrix (ADC\Q/I) can be
then computed as [53]

1
= (Ve @ Vi )HF* e CV N (3
\/m( Ny NV) ( )
where Vil @ Vi and F* project the SFCRM into the angle
and delay domains, respectively.
From (3), we can obtain the ADCPM as

P =E{GOG"} € RMNxN; )

where [Pl; 5 = IE{||[G];3||2} An important property of the
ADCPM is that for Ny, N, and N, — oo, the ADCPM
becomes a sparse matrix whose elements [PJ;; match the
average channel power of the ¢-th AOA and the j-th TOF

as [53]

lim

Nn,No, N, [PLi;
hy Vv, Ng—r00

- "p)(s(j - rp)

®

E a, 5z—mp
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where 7, = \_;lj is the resolvable delay corresponding
to the p-th path, n, = L + Mebecosg, and m, =
N‘“ + N;:d" sin 6, cos ¢y,. Hence the stdtlstlcal properties of

the ADCPM fac111tate the DL model’s ability to capture
location-specific attributes, providing consistent and reliable
fingerprints for location estimation.

C. DL Model Input

We propose using the ADCPM in (4) as the measurement
basis for estimating the UE location. This sparse matrix
effectively serves as a visual snapshot of the multipath envi-
ronment in the power-angle-delay domain, from which a DL
model like a CNN can glean key location-centric features.
In addition, the ADCPM encapsulates all essential informa-
tion, i.e., TOF, AOA, and received signal strength (RSS)
for each path, while maintaining low storage and computa-
tional requirements due to channel sparsity. To illustrate this
aspect, in Fig. 2(b) we show an example ADCPM denoted
by P, comprising N; = 352 delay samples and N, N, =
64 angular directions. Notably, even without an extensive array
of antennas or high sample resolution, the sparsity of the
matrix is evident. Therefore, in the experiment, we employ
the ADCPM P as the DL model’s input x for performing
tracking.

Despite the ability of the ADCPM to provide consistent and
reliable fingerprints for location estimation, we need to face
the practical challenges of noisy measurements, i.e., the non-
perfect matching between the input ADCPM and the related
position due to multipath fading and channel estimate errors,
and the limited spatial density of training points. In particular,
these two challenges create two types of uncertainties, namely,
aleatoric and epistemic uncertainties, respectively, which we
propose to assess through the usage of BNN. Therefore,
in Sec. IV, we detail how to train a BNN to obtain both the
position and its related uncertainties.

IV. REAL-TIME BNN METHODOLOGY
A. Problem Formulation

We consider a supervised regression setting where the UE’s
position is defined by the target variable t, which is considered
as a scalar here to simplify the derivation and modeled as

t=f(x) +¢(x) ©)

where f(x) is a non-linear function which takes as input
x (e.g., a channel measurement as the ADCPM) and
s(x)~N(0,ae(x)2) is a random noise. Extension to a
vector target variable (i.e., 3D position) is in Sec. IV-E.
The objective is to approximate the function f(x) to
y(x,0) using a NN with parameters 0. The vector 0 is
learned using N training points composing a training dataset
D = {(tn,®n) | tn € Dt, @y € Dy }N_;, where D; and D,
contain the training targets and inputs, respectively. From the
training dataset, we define the likelihood function as:

N
= [[ V(s y(@n. 0),0c(@0)*) (D

n=1

pD‘|DX,9('Dt"Dm7 9)

assuming independence between target variables.
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discriminative

where 6 are
likelihood estimation (MLE)
and by directly defining the posterior conditional
probability as pyxp(t|z,D) = pyxe(t|z,Oure), where
O\ = argming{—logp(D;|D,,0)} are obtained with
gradient descent optimization methods. Usually, the negative
log-likelihood —logp(Dy| Dy, 0) is called loss or error
function. On the contrary, in Bayesian settings, the network is
stochastic and is described by random parameters with prior
distribution pg(@) accounting for the uncertainty of the model
due to the finite size of the training dataset. In Bayesian
NNs, a generative approach is employed by computing the
so-called posterior predictive distribution [43]:

In non-Bayesian ML
probabilistic approach is
obtained via maximum

settings, a
adopted [74],

Pexp(tlx, D) = /pt\x,e(t‘wva)pe\D(GID)da (8)

where pgp(0|D) is the posterior distribution. It is called
predictive as it is used to make predictions on new, unseen
data, and to differentiate it with respect to the posterior
distribution over the model parameters. However, in practice,
the posterior pgp(@|D) is highly dimensional and non-
convex, leading to computational intractability. Thus, the
majority of BNN methods approximate pep(0|D) with a
sampling procedure and estimate the (8) with MC sampling
as

Pt|x,D tlfl? D

mez 0c) ©)

where L is the number of sdmples 05 drawn from pep (0|D).

B. Predictive Mean and Variance Estimation

Given the posterior predictive distribution in (9), we can
obtain the predictive mean of t as

L L
1 1
Efth D} = 1) / Epltl, 0t = 1> y(a, 0,). (10
=1 =1

For the estimation of the variance, i.e., uncertainty of the
prediction of x, we need to distinguish between two types
of uncertainties, the aleatoric and the epistemic uncertain-
ties. The former derives from the generation of data in (6).
Since all the training points in D contain a realization of
the noise &(x), this uncertainty is intrinsic within the data
and it cannot be reduced by providing more training sam-
ples. Still, since it is data-dependent, it can be learned by
the NN through a specific loss function with the model
(fe(x)2 = Ya1(x,0) + &1 [59], where y.(z, ) is an additional
NN output which predicts the aleatoric uncertainty of , and
Eal ~ N(Ovaﬁalz)'

On the contrary, the epistemic uncertainty derives from
the uncertainty over the NN parameters, i.e., random vari-
ables O, which contributes to the uncertainty measure
in output. In conventional NN, given their point esti-
mate, this uncertainty is zero, while in BNN it can be
explained away by providing more training data [42].
In our setting, the total variance predicted by the BNN can
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be written as

1 L 2
V{t|x,D} = ZZ/(t—E{t\x, DY) p(t|z, 8e)dt

gyw 0 - <i§y(ﬂc790>2

+— ZJal x,0;)

where the first two terms of (11) represent the epistemic
uncertainty prediction, while the last term is the aleatoric
uncertainty prediction.

an

C. Real-Time BNN

While BNNs offer the significant advantage of quantify-
ing uncertainty in NN predictions, which is fundamental in
applications for critical scenarios, the requirement to per-
form multiple inferences for total variance estimation (i.e.,
sample averaging in (11)) remains a substantial drawback.
This can be resolved using non-Bayesian NNs trained to
learn the aleatoric uncertainty as described in [59]. However,
a second issue, which arises from the usage of NNs for uncer-
tainty estimation, is the inability of predicting the epistemic
uncertainty, that is, the incapacity of distinguishing between
epistemic and aleatoric uncertainty. This calls for a BNN
method that performs real-time inference and, simultaneously
it is able to distinguish between epistemic and aleatoric
uncertainty.

The first issue is present in all conventional BNN
approaches such as VI, e.g., MC-Dropout [67] and Bayes
by backpropagation (BBP) [66], which sample the parameters
from an approximation of the posterior pg|p(6|D), and MCMC
methods, e.g., stochastic gradient Langevin dynamics (SGLD)
[62], which directly sample from the real posterior. Moreover,
the MCMC methods require storing all the sample parameters
6y, which may not be feasible during deployment. A class
of BNN which is able to perform real-time inference are the
so-called teacher-student methods, e.g., BDK [68], where a
conventional NN, i.e., student NN, is trained to approximate
the behaviour, i.e., the output, of a teacher BNN. The term
dark knowledge in BDK was introduced to denote the hidden
information within the teacher network that can subsequently
be transferred to the student. Considering the BDK teacher
(T)-student (S) method, the model between input and output
now becomes

(M) t=9yD(x,0) +eD

) t =y® (x,w) + e(b:)(x)
o (07 =y (xow) + &
where w are the deterministic parameters of the student,
e ~ N(O o ?), €3(x) ~ N(0,0. (x)?) and ES)
N(0, O'E(s) 2). Note that the parameters of the teacher  are
stochasnc whereas the parameters of the student w are
deterministic. During training, the teacher is trained as a
regular BNN, while the student learns the output of the
teacher using a Kullback-Leibler (KL) divergence loss function

12)
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as [68]
J(w|z) = KL(p(t|z, D) || p(t|lz, w))
- . Ptz D)
= [ otz Dy1og 252
1 L
=7 > Eppaon{logp(tlz,w)}.  (13)
=1

On the contrary, during inference, we discard the teacher
model and we just keep y®)(x,w) as the predictive mean
and yils)(:c,w) as the predictive variance. Since the efficacy
of this method relies on the teacher training, usually a MCMC
method, such as SGLD, is employed [68].

D. Proposed Bayesian Bright Knowledge Method

One drawback of BDK is that the student does not have any
knowledge of the epistemic uncertainty of the teacher, since
it only outputs the aleatoric uncertainty through yfj)(m,w).
Distinguishing between aleatoric and epistemic uncertainties is
crucial for several reasons. Firstly, it sheds light on the reasons
behind a DL model’s uncertainty regarding a particular test
sample, which might be due to either insufficient training data
or the inherent noise present in the data. Secondly, pinpointing
the origin of uncertainty facilitates effective data acquisition
by guiding the process towards where collecting additional
training samples would be most beneficial. Lastly, considering
both kinds of uncertainties allows for a thorough assessment
of the total uncertainty associated with a prediction. Another
drawback of BDK is that the loss function for regression
derived from (13) is such that the student is trained only with
one teacher-parameter sample 6, at the time [68]. In other
words, in BDK, the teacher and student are trained sequentially
using a stochastic version of (13) where a single parameter
sample @, is used at each step. On the contrary, we aim at
exploiting the full KL loss in (13) obtained by averaging the
teacher’s output over the L samples.

In order to solve these issues, we propose to employ a
student NN that predicts not only the aleatoric uncertainty,
but also the epistemic uncertainty. While on the one hand
a stand-alone NN is not able to output the uncertainty of
the prediction since the weights are deterministic, on the
other hand, by approximating the epistemic uncertainty of
an existing teacher BNN, we are able to fully capture and
distinguish between uncertainties on the data and on the
parameters. Since all the information is transferred from the
teacher to the student, we call this strategy Bayesian bright
knowledge (BBK). The proposed model is

(T): t=yM(x,0) +D
t =y xw) +e®(x)
®): Sow®? =3P xw) + &Y (14)

V{tlx, D,e™} =y (x, w) + &)
where Eg) ~ N(0,0 (5)2) Note that the student has three out-

puts, 4 (x,w) for target location prediction, y ])(x w) for
aleatoric uncertainty prediction and yep) (x,w) for epistemic
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uncertainty prediction. The total predictive variance is there-
fore y( )(x w) + yég)(x w).

Defining with M the number of samples per mini-batch
M) and Nepochs the number of training epochs, at each
step i = {1, 2,..., Niter = Nepochs - | IN/M | }, the teacher is
trained with a SGLD step as

A= (vg log p(8;)+ ng 10g pltm |2 0:)) + i
mEM(’m

15)

where A@; 1 = 6,41 —0;, 7}1( ) is the tedcher learning rate at

step 4, and z; is a noise sample from N (0, IM) Following
standard SGLD initialization, the prior p(0 ) is chosen to be
spherical Gaussian as p(6;) = N (6;;0, AP Ijg)), where A(T)
is the L2 regularizer. For the student, we first need to define the
loss function and then a practical training procedure. Starting
with the loss function, for an input sample x, we propose a
two blocks function J(w|z) = A(w|z) + B(w|x). The first
term A(w|x) is the same original loss function (13) in BDK
and induces the student to learn the target variable ¢ and
the aleatoric uncertainty o) (2)2. It can be shown that for
regression, the block A(w|xz) can be approximated by (see
Appendix A)

L
Alwlz) = %Z {log (yils)(x,w)) + y§l>(w,w)71

=1
2
X (UEmZ + Hym(f&(ﬂ) - Z/(S>(~T7w)H2)} .
16)
On the contrary, the second term B(w|x) forces the student to
learn the epistemic uncertainty coming from the teacher and
it is obtained via standard MLE as:

! liy(T)(w 6:)°
20?1 L ’

1< 2
- <Zzym(w794)> 4l (@ w)
=1

We refer to Appendix B for a derivation of the block B(w|x).
It is important to note that calculating J(w|x) requires L
predictions from the teacher. However, we aim to bypass the
storage of L samples of 6, during training. To address this,
we propose a training method that retains the samples x,,
and target ¢, across L forward-backward steps, subsequently
updating the student’s parameters as

()
. ( > Vad(wilwn) + ASw;) (8)
meMES)L

where Aw; 11 = wiy; —w; 77,( ), m@ is the student learning

rate at step 1, ME is the mini-batch of the student at step 4
and A\®) is an L2 regularizer hyper-parameter of the student.
Algorithm 1 describes the full training procedure, which
takes as input the training teacher and student datasets D(T)
and 'D(ms), respectively, and outputs the student parameters
w. We point out that the student dataset does not contain
any target values since the teacher output is adopted as a

B(w|x) «

2
an

2

Aw;yy =
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Algorithm 1 Training Procedure

Input: Training datasets D(™) and D(ms)

Output: Student parameters w
1: Initialize Teacher and Student parameters 6, and w,
2: Tnitialize D), ¢ 0 and D{2), « 0
3: Set Niger Nepochs LN/]\IJ
4: for i = {1,..., Niter} do > Batch-wise iteration
Sample minibatch ./Vl ) of size M from DT
Sample z; ~ N (0, n; )I‘e‘)
Update Teacher using (15)
Sample minibatch M; ) of size M from D(ms)
D(Sild - D(Sold U {mm}

10: D( ) eD(Oldu{u

,old

11: if i > Lthen

0 0N W

rnEM(b)
(m,’ 91+1)}$6Dflm

S

12: Da(c old D;(,; ild\{$rrz},,L€M5§)L

s (s
13: D§ o)ld < Dy o)ld\{y(T)(fDm 0,)} mem®,,

j={i—L,...i}

14: Update Student using (18) ’
15: end if
16: end for

target. This gives the flexibility to exploit unsupervised, i.e.,
unlabelled, datasets for training the student in input locations
where we are interested in having reliable uncertainty metrics.

E. Multi-Dimensional Target Variable

In case the target variable is multi-dimensional, such
as for 3D location, we have that E{t|x,D} € RItIx!
and V{t|x,D} € RI!/XItl_ Therefore, the new teacher-student
model becomes

(T): t=yM(x,0)+eM
" — v w) +e)
g) : INEY (X) = R\t|2><1 (y;ls>(x7 w)) + ES)
( ) . |t x|t| . 5
V{t\x7 D,c(T)} =Rpy2p; (yég) (x,w)) + Eép)
[t]x[t]
(19)

where R pxq RP*4 — R™ ™ indicates the reshape

nxm
operation, &™) ~ A/(0, Z‘Em) €3 (x) ~ N (0, Z.s) (X)),
E(S) ~N(0,X m) and E ~N(0, X, <<>) Consequently,
the A(w|x) term in (16) in matrix form becomes

Al =13 5

=1

log (dOt Ryy2q (yal (, “’)))

(e el

_ y<S)(w7w))T

Ty, 00—y (2, w))

1)} ,

1
+§(ZI(T)($70Z)

X R g2, (u3) (z,w))

[t]x]t]

+Tr (25(T> R |t)2x1 (y((dS) (.'13, w)) -

e[|

(20)
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The B(w|x) term in (17) becomes

1 T
Blwle) = 3 (43 @) = Ryyer (45 (@)
[t[x]t]
x Egggfl (yé? () — Ryppz g (y.ﬁﬁ)(w,w)))

[t]xt]

21
where the predictive epistemic uncertainty of the teacher is

y{ () = (y(T) z,0,) "y (x, 92))

< zéy mg’f)>T<%gy(T)(%9e)>.

~

o~
\ |

=

(22)

F. AE-Based DL Model

For the cellular positioning application of the developed
BNN method, we propose using an AE stored inside each
BS, as depicted in Fig. 2(b), to derive key location features
from the sparse ADCPM samples x. The encoder func-
tion E(x) generates the latent features z, which encompass
location-centric data inherent in the channel. Conversely, the
decoder function D(z) attempts to recreate the input samples,
resulting in . The AE aims to minimize the reconstruction
error metric ||z — |3 [75], enabling the model to reproduce
the input x using the condensed data in z. This ensures that
z includes all crucial information needed for the single-BS
positioning objective. The DL model also contains a multi-
layer perceptron (MLP) positioning module which takes as
input the latent features and predicts the 3D target position.
Note that it is not necessary to detect LOS and NLOS
conditions since the MLP is combined with other BSs outputs
through the posterior predictive distribution. In other words,
the positioning module’s output is a soft information [2], [12],
[27], i.e., a distribution, which is coherently combined for
tracking applications.

In order to apply the BBK method, we created two identical
DL models, one for the teacher and one for the student. In the
teacher network, we treated the AE structure as a normal NN,
whereas the positioning module is trained as a full BNN with
SGLD optimizer. This is mainly done for faster convergence
reasons and because unsupervised samples, i.e., CIR samples
without position correspondence, can be easily gathered in
every position, thereby solving the OOD problem. On the
contrary, the student is trained as a conventional NN with
Adam optimizer [76] and the loss function

J(w|z) = Apos (A(w|z) + B(w|z)) + Ao/l — 2[5 (23)

where ... regulates the sample reconstruction and Ao con-
trols the position estimation relevance. Generally, the relation
between these two hyper-parameters is Ao < Apos. This
is because firstly, the AE model exhibits greater complexity
compared to the MLPs used for positioning, resulting in a
rapid decrease in reconstruction error. Secondly, the feature
count in x surpasses the dimension of ¢. This inherently
amplifies the significance of the reconstruction error relative
to the positioning error.
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V. LOCATION TRACKING WITH BNN METHODOLOGY

In this section, we first introduce the general problem of
sequential Bayesian tracking, and then we propose a solution
that integrates the BNN method.

A. Tracking Problem

We consider the non-linear Bayesian tracking problem of a
target whose state evolves according to the motion model [77]

= £ (tn- (24)

where f,gt)(tn,l) is a non-linear function of the state t,_;
at time n — 1 and egfll is a non-independent and identical
distributed (non-IID) noise sequence. From (24), we define
the corresponding transition PDF p(t,|t,—1). The network
positioning system has measurements of the target modeled
as

t
)+5(l1

X0 = [0 (tn) + &)

where f(x) (tn) is a non-linear function which relates the
state and the measurement, and eE;‘) is a non-IID noise
sequence. Similarly to before, from (25), we can define
a likelihood function p(x,|t,). Moreover, we define with
X1. = {X;,4 = 1,...,n} the set of all available measurements
up to time n. Since (24) and (25) are 1°* order hidden Markov
model (HMM), we can write that p(t,|tn,—1,%1.0,—1)
p(tn|tn—1) and express the usual prediction phase of the state
through the Chapman-Kolmogorov equation

(25)

Pltal@rm1) = / Dl 1) plta1|@1m 1) by (26)

where p(t,,—1|®1.,—1) is the posterior PDF at time n — 1 and
p(tn|T1.—1) is the prior PDF at time n. Subsequently, the
measurements are taken into account in the update phase
which recovers the posterior at time n:

p(tn‘wlzn) X p(mnltn)p(tn‘wl:nfl) . (27)

The EKF, or more complex conventional filters [28], imple-
ment the steps (26) and (27) by assuming explicit (and known)
parametric models for functions fr(f)(tn,l) and f,(,,x)(tn).
This is not viable in mixed LOS/NLOS conditions and with
complex measurement as ADCPM, which relate to the location
through an unknown non-linear and site-dependent function
fflx)(t,,,). We thus propose to integrate a BNN into the
Bayesian filter and learn such function from data, as detailed
in the following section.

B. Proposed BNN for Tracking

For the integration of BNN in the tracking system, we con-
sider a set of BSs Sgs. During the offline training phase,
each BS j trains its own BNN using a local training dataset

DU = {t(J) mn)} i) We point out that in this phase, any
BNN algorithm and layer structure could be employed and
assessed during an ad-hoc testing static positioning. Subse-
quently, in the online tracking phase, a set of BSs Sgs.,, € Sgs
detects a target at timestep n and obtains a set of samples
X, = {m,f }] CSusn . The main idea is to leave unaltered the
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(a) Cooperative tracking system composed of three BSs. The timestep index n has been dropped for simplicity of notation. (b) DL model composed

of an AE structure and a positioning module. The input is the sparse ADCPM fingerprint, whereas the outputs are the reconstructed &, the target estimation

(S)

y(®) (x, w), the aleatoric uncertainty Yal

prediction phase (where the dynamics function fét)(tn,l) is
easier to model) and focus on the tight integration of BNN
in the update phase. This is done to facilitate the integration
with already existing algorithms since we can just replace or
even augment the update part with the BNN as described
in the following sections. Moreover, while training of a
NN with static measurements is both affordable and precise,
replacing the prediction phase with dynamic models (e.g.,
LSTMs) introduces complexities. One significant challenge is
the data collection for target trajectories, which necessitates
the gathering of ground truth data, i.e., a reliable benchmark
to precisely measure the target’s exact trajectory.

After performing the prediction phase and obtaining the
prior distribution p(t,|®1.,—1), each BS j € Sgs,n outputs
the posterior predictive distribution p(t"|w£f),D(f)), which
we indicate with p(t"|w£f )). Now, we note that the posterior
in (27) resembles the posterior predictive distribution in (8),
but they are fundamentally different. Indeed, while the former
is the result of prior knowledge coming from the tracking, the
latter does not have any knowledge on the sequentiality of
the target state since the BNN network has just been trained
with input-output samples. Therefore, at each timestep n, the
BNN does not have any prior knowledge on where the target
was at previous time n — 1, formally, t, ~ U (tgi)nv g;x),
where tfii)n and t{), are the limits of the coverage area
of the j-th BS. This is similar to what happens during the
computation of the likelihood function p(x,|t,) where the
measurement model in (25) is considered without previous
time-dependence. By analogy and considering the uniform
distribution of t,,, we can write p(wﬁf”tn) x p(tn|w(n]>,D).
In this way, we combine the predictions of multiple BSs with
the prior PDF on the target state and obtain the updated poste-
rior. The full tracking procedure can be found in Algorithm 2.

(&, w) and the epistemic uncertainty yéﬁ’ (z,w).

Algorithm 2 Tracking Procedure

Input: Posterior p(t,,—1|®1.,—1) at time n — 1
Output: Posterior p(t,|z1.,) at time n

: Compute prediction })hase in (26)

: Measure sample zV )

: Compute p(xﬁf”tn) ocp(tn|w£f),D)
- for j/ € Sus,\{j} do

Send p(mgf)\tn) to 5’

Receive p(wgf R
: end for

- Update pltn|@1:n) o [Ty, P(2 [tn) pltnl@rin—1)

|t,) from j'

[ - NIV R N TR SR

An example of cooperative tracking performed by three BSs
is shown in Fig. 2(a), where the exchange of the likelihood
functions permits the reduction of the target position uncer-
tainty (represented by the intersections of covariance areas in
the figure).

For the scenario described in Sec. VI, the posterior pre-
dictive distribution is described by two parameters, i.e., the
predictive mean (10) and the predictive variance (11). There-
fore, we propose to approximate the likelihood function
obtained by each BS with a multivariate normal distribution
as

p(mg)|tn) = N(:t("j); ]E{t"|x£{')7 D},V{t"|x(nj), D})
=N (20 ), 59). 28)

Note that for the real-time BBK, the predictive mean and
variance are respectively

Mglj) — y(S) (wslj),w(j)) 29)
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29 = Ry (3 @9 0 + 4 @, 0)). G0
[t[x[t]
This approximation makes it very easy and effective to com-
bine the likelihood functions of the BSs to be used in (27)
as [78]

p(wnltn) = H p(wg)‘tn) O(N(wmlimzn)v

JESBs,n

where
=2 Y B0 WD)

JESBs,n

2n=( 3 255')'1)71.

JESBS,n

VI. SIMULATION EXPERIMENTS
A. Simulation Results

To assess the performance of the proposed BNN-based
tracking system, due to the unavailability of real-world exper-
imental activities, we simulate a 5G positioning network
based on the 5G new radio (NR) MATLAB clustered delay
line (CDL) channel model, which can be defined over a
bandwidth of 2 GHz in the frequency range from 0.5 GHz
to 100 GHz [79]. The radio wave propagation is simulated
using a ray-tracing method [80], [81], [82] from the Wireless
InSite 3D prediction tool [83], which plots the propagation
paths from the UE to the BSs based on the surface geometry
from a 3D map file. The ray-based solver can manage up
to fifty reflections and three diffractions, ensuring a realistic
simulation of the effect of buildings and terrains on the radio
signal propagation. In mmWave scenarios, the propagation
model integrates atmospheric absorption and allows the inclu-
sion of vegetation within the propagation setting, assessing
the impact of diffuse scattering on the channel response and
ensuring spatial consistency. The channel is then obtained by
using the rays as mean clusters and by including: the Doppler
shift, according to the UE mobility, a main LOS cluster (if the
UE is in visibility) with K-factor equal to 13.3 dB, a number
of sub-cluster per cluster equal to 2, and moving scatterers in
the channel. The cluster-wise root mean square (RMS) angle
spreads and delay spreads have been set to 3 degrees and
3.90625 ns, respectively.

The 3D map is obtained through Google Maps, Render-
Doc, and Blender software with MapsModellmporter plugin.
An example of the extracted 3D map can be found in Fig. 3,
which represents both the 3D patches with known textures.
For our experimental setup, we emulate a 3GPP urban micro
(UMi) environment [69] spanning a 1000 x 1000 m square
near the Massachusetts Institute of Technology (MIT) cam-
pus, Cambridge, MA 02139, USA. The setting encompasses
19 sites with an inter-site distance (ISD) of 200 m, arranged
in a hexagonal pattern. Every site is composed of 3 cells, each
at a height of 25 m and spaced 120 degrees apart in azimuth.

Each cellular antenna is equipped with an UPA setup with
Nn, = N, = 8 antenna elements and a mechanical downtilt
of 15 degrees. The antenna element details were derived
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Fig. 3.
MIT campus.

Digital twin 3D map representation of the urban scenario around

from [84], ensuring a front-to-back ratio of approximately
30dB and a peak gain reaching 8 dBi. The UE trajectories are
generated by the SUMO software, which simulates realistic
vehicular traffic throughout a given road grid, according to the
interactions between vehicles, geometry of the map and speed
limits. Over 600 s of simulation, we created up to 100 vehicle
trajectories and we gathered data points every second. The
absolute velocities of the vehicles span in [0, 34] km/h, with a
mean and standard deviation of 9.4 and 6.3 km/h, respectively.
In total, we obtained 2593 and 702 training and testing
positions, respectively, and about 9.3-10* and 2.5-10* training
and testing ADCPM samples, respectively. The simulated
testing trajectories with their absolute velocities, along with
the BSs composing the UMi scenario, are shown in Fig. 4.
On the contrary, the different traffic densities can be found
in Fig. 8-top. In each position, every UE broadcasts 5G
sounding reference signal (SRS) to all neighbor BSs using a
carrier frequency f. = 28 GHz and a transmission bandwidth
B = 400 MHz. Then, each BS performs OFDM demodulation
and obtains the SFCRM in (2) through pilot signals and
least squares (LS) channel estimation. Finally, the ADCPM
is computed using (3) and (4).

B. Discussion on Practical Implementation

The tracking system is designed to separate the prediction
phase in (26) and update phase in (27). Consequently, data
acquisition can be performed statically at each position to
train the BNN, whereas the motion model can be adjusted
according to the dynamics of the UE. However, in case
we want to speed up the process, we can adopt a vehicle
or platoon of vehicles [85], [86] to record the timestamp
and related noisy position with GNSS, which will then be
mapped with the channel recording at the BSs. The uncertainty
about the ground truth position is automatically learned by
the aleatoric uncertainty prediction, whereas the density of
the training points is taken into account by the epistemic
uncertainty.
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Fig. 4. Test trajectories with two vehicles in the area of Cambridge, MA,

USA. The red triangles indicate the BS positions.

For the simulations, we did not consider multi-user inter-
ference (MUI) as the focus of the paper is to assess the
best-case performances of the proposed BBK method and
tracking system. However, when dealing with more than one
user, the BSs can perform robust channel estimation methods,
e.g., linear minimum mean-square error (LMMSE) or non-
linear pre-coding schemes [87], [88], to reduce the impact
of MUI. Other possible solutions include the usage of data
association (DA) schemes to track and remove the multipath
components of the interference [89].

C. DL Model Implementation

For the specific design of the DL positioning model,
we design the AE part with the Segnet architecture [90].
This permits to manage the sparsity of the ADCPM input and
perform robust feature extraction, which is pivotal for accurate
positioning. Indeed, the upsampling layers utilize encoder pool
indices for custom sparse feature mapping. During testing,
the decoder segment is discarded, as input reconstruction is
only needed for learning latent feature representations during
training. Concerning the positioning module, given the natural
regularization induced by the BNN teacher model, we inserted
Gaussian error linear unit (GELU) activations functions after
each linear layer. We performed an architecture search by dou-
bling the number of neurons in each layer, until reaching both
the latency requirements of 5 ms for fully autonomous driving
vehicles [44] and a low bias in the performances. For the latter,
we performed a similar procedure in [34] by testing the posi-
tion module to perform localization with a synthetic dataset
where the input latent features are substituted with geometric
measurements (i.e., AOAs and TOFs). After multiple neural
architecture searches, we set the number of neurons in each
layer to: [16, 32, 64, 128, 256, 512, 256, 128, 64, 32, 16, 9]. For
the prediction of the uncertainties, we placed softplus acti-
vation functions at the outputs of the positioning module
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which relates to the diagonal elements of R g2, (ygls) (z,w))
[e]x]e]
and Rz, (yé;s,)(:c,w)). This prevents the variances on the
[t]x
diagonai 1Jr0m being negative. Finally, in order to make the

aleatoric and epistemic predictions valid covariances, we add
a regularization term to the diagonal of each matrix prediction
to ensure they are non-singular and enforce symmetry in each
matrix by averaging them with their transpose.

To measure the time required by the system to perform
inference, we report that the total number of floating point
operations (FLOPs) required by the DL model are 27.4 - 10°.
Simulations were conducted on a workstation boasting an
Intel(R) Xeon(R) Silver 4210R CPU @ 2.40 GHz, with 96 GB
RAM and a Quadro RTX 6000 24 GB GPU. Since the GPU
has a single-precision performance of 16.3-10'? floating point
operations per second (FLOPS), the inference time per sample
can be estimated as 27.4 - 10°/16.3 - 10'2s = 1.6 ms. Con-
sidering the delay required to exchange a packet comprising
ug) and Z‘flj ) between the two farthest BSs, i.e., less than
I ms with fiber’s length of 1km and up to 80% of traffic
load [91], we assume a latency of about 2ms. In case of
multiple targets, we can exploit the tensor operations of the
GPU with 130.5 - 10'2 FLOPS.

All the experiments were performed using Pytorch [92]
and, unless stated otherwise, models underwent training for
600 epochs with a batch size of M = 256 and the number
of NN parameter samples L = 40. The learning rates of the
teacher and student were set to 7\ = 1075 < 5$® = 104,
in order to have a better convergence of the teacher (with
lower learning rate) and, conversely, a faster convergence of
the student. Regarding the hyper-parameters, Aiec and Apos
were empirically set using a grid method in the range [0.1,1]
with a 0.1 step size and following the intuition described in
Sec. IV-F, resulting in Aee = 0.1 and A,os = 0.9. For the
L2 prior regularizers in (15) and (18), we recommend setting
AT <« X since the student is exposed to more data than the
teacher, i.e., while the teacher repeatedly processes the same
training data, the student encounters new, randomly generated
data at every stage. Therefore, we set \(T) = 0.1 and \(®) = 1.

D. Numerical Results

1) Aleatoric and Epistemic Uncertainties: 1In this first
experiment, we assess the capabilities of the proposed BBK
method to learn both the aleatoric and epistemic uncertainty
of the SGLD-based teacher. To this aim, we created a 2D
artificial dataset where the input features are a noisy version
of the UE 2D position (i.e., t; and t2). To test the aleatoric
uncertainty only, we employ a training dataset with densely
sampled positions, so to induce the epistemic uncertainty to
zero, and we add a Gaussian noise whose standard deviation
varies linearly in [0.1, 1] m along with the ¢, axes. Therefore,
the objective is to predict this variation of aleatoric uncertainty
which still remains in the dataset. The training dataset is
shown in Fig. 5a. Then, we trained the SGLD-based teacher,
the BDK-based student, and the BBK-based student, and
we plotted the predicted variance measuring the aleatoric
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uncertainty of the three methods on a 2D testing grid for
t1,t2 € [—10,10] m. From the results in Fig. 5, we observe
that both the Bayesian teacher SGLD and the BBK are able to
accurately reproduce the real additive noise in Fig. Sa. Indeed,
the BBK-based student is trained to predict the SGLD-based
teacher output, whose performances are boosted by the L
consecutive predictions per input sample. On the contrary, the
BDK achieves lower fidelity since this method is trained to
approximate the point estimate of the teacher at each step,
whereas the BBK is trained to predict the average of L
predictions, i.e., the sum in (20).

To test the epistemic uncertainty, we fix the standard
deviation of the additive Gaussian noise to 0.1 m, while
we linearly change the density of the training points in the
range [4,40] pts/m?. The training dataset and the epistemic
uncertainty predictions for SGLD and BBK are reported in
Fig. 6. Note that, in this scenario, the BDK cannot be evaluated
as it lacks the capability to predict epistemic uncertainty.
For comparison of the epistemic uncertainty with the ground
truth, we need to confront the predicted epistemic uncertainty
with the squared root of the inverse density of the training
points. This is because, in a well-calibrated BNN model,
whenever a prediction has P % confidence, then the model’s
forecast aligns with the true occurrence approximately P %
of the time. From the results, we can notice that the proposed
BBK reconstructs almost completely the epistemic uncertainty,
while being at the same time L times faster than the teacher
model. Note that, whenever the training points are very dense,
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1.25

1.00 N ‘
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0.50

0.25

0.00 T T T T
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Fig. 7. Boxplot of the MAE per batch for different numbers of samples L
realized from the posterior distribution pg|p(6]D).

i.e., 40 pts/m2, the epistemic uncertainty almost drops to zero.
On the contrary, when we have a low density, such as the
extreme case of 4 pts/m? (i.e., 1 pt/0.25 m?), the predicted
epistemic uncertainty is very similar to the squared root of
the inverse density of the training points.

2) Hyper-Parameter Tuning for MC Sampling: This assess-
ment is for tuning the number of samples L adopted in the
teacher SGLD, as well as for verifying the maximum static
positioning accuracy achieved by the proposed single-BS DL
model in the ray-tracing dataset. To this aim, Fig. 7 shows
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the boxplot of the testing MAE over the mini-batches varying
L € {10,20,40,100}. First, we observe that even with a low
L, the achieved median MAE is below 80 cm, confirming the
capabilities of the model to infer the position from the full
CIR. Second, we notice that generally increasing the number
samples, i.e., the number of ensembles employed to estimate
the posterior predictive distribution, decreases the positioning
error. This is true up to a plateau of L = 40 where we can fully
represent the real output distribution and achieve about 60 cm
of error. In SGLD, a typical choice of L for traversing the
posterior is given by N/M [62], which is equal to the number
of steps to process the whole dataset. However, in practice,
this number could be much smaller and thus, for the rest of
the paper, we set L = 40. We point out that, considering a
1.6ms of inference time per sample, using only the teacher
with L = 40 for position prediction would be unfeasible for
real-time applications.

3) Out of Distribution Uncertainty Estimation: This exper-
iment has the goal of assessing the epistemic uncertainty
of the DL model and BBK method in positions where no
or few training samples are given. To verify this behaviour,
in Fig. 8, we show the density of the training points
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(Fig. 8-top) and the predicted epistemic uncertainty of the
student over random testing positions around the BS area
(Fig. 8-bottom). From the figure, we can clearly notice that
the model is much more confident where many training
points are provided (around 10 cm for a density 80-90 pts/m?),
confirming the results of previous analysis. On the contrary,
in the presence of around 10pts/m?, the student correctly
predicts an uncertainty of about 50 cm. In the extreme cases
of only 1 point and 2 points, the uncertainty greater than 2 m
clearly indicates that the model is highly uncertain in those
areas. Intuitively, this spatial uncertainty might be linked to the
spatial decorrelation distance of the 5G system, but we leave
this problem for future research. We point out that, by correctly
predicting the epistemic uncertainty, the system automati-
cally generalizes on unseen input samples as the predicted
uncertainty is then adopted by the tracking system to weight
the importance of the sample by means of the likelihood
function.

4) Mobile Positioning in Urban Environment: This final
experiment has the objective of comparing the performances
of the integrated BNN tracking method with respect to two
baselines: an EKF and a state-of-the-art TCN model described
in [56]. For a fair comparison, both the BNN-based approach
and the EKF adopt the same motion model (i.e., a random walk
with 2 m standard deviation on the position), but they differ in
the update step. For the EKF, we employ, as in conventional
geometric localization, LOS time difference of flight (TDOF)
measurements, estimated from the cross-correlation with the
SRS according to 3GPP standard, and LOS AOA measure-
ments, obtained through the multiple signal classification
(MUSIC) algorithm [93]. Given the high blockage level of 5G
signals due to the buildings, the UEs are also equipped with
a GNSS receiver from which noisy measurements of the state
are gathered. The standard deviation of the Gaussian noise
on the GNSS measurements is set to 2m and it serves as
an upper-bound on the accuracy. On the contrary, for BNN-
based tracking, we just employ the output of the real-time
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student with BBK method obtained from both LOS and
NLOS ADCPM measurements. Regarding the TCN model,
as suggested in [56], we consider the 1D CIR of the nearest
BS by transforming the 2D ADCPM into a single vector.

The results of the tracking, i.e., testing trajectories in
Fig. 4, are shown in Fig. 9 where we report the absolute
location error per timestep, together with the number of BSs
in LOS. Moreover, in Fig. 10 we also report the CDF of the
positioning error for all the methods. From Fig. 9 we can
clearly notice that the EKF struggles to achieve a location
accuracy of 2m when the number of LOS BSs is less than 3.
However, even in a dense UMi scenario with 19 sites (57
BSs), the average number of LOS BSs is 1.6, leading to
frequent inaccuracies in positioning. On the contrary, the TCN
model achieves slightly higher performances by tracking the
UE position even with just one BS measurement, thanks to
the fingerprinting approach. However, among all methods, the
BNN-based tracking consistently achieves sub-meter accuracy
even in the absence of any LOS BS. This is mainly due to its
ability to exploit BSs cooperation by fusing multiple NLOS
position estimations and to the usage of 2D ADCPM with
an AE structure which captures spatial relations in the input.
Finally, observing the CDF of the absolute error, we can notice
that the BNN-based tracking outperforms both the TCN and
EKF by reaching a median error of 46 cm and under 1 m in
87% of the cases.

VII. CONCLUSION

In this paper, we addressed the problem of real-time 6G
tracking in dense urban environments under heavy signal
blockage, by presenting a first step toward the development
of reliable and trustworthy DL models for precise positioning.
We propose a novel teacher-student BNN method, namely
BBK, which permits the prediction of real-time location
estimates, together with an evaluation of both aleatoric and
epistemic uncertainties. Estimation of both terms is of utmost
importance for providing reliability indicators in critical appli-
cations and for optimizing the positioning process (e.g.,
augmenting training in uncertain areas). This enables the inte-
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gration of the BNN method into a proposed tracking system,
which seamlessly combines with existing tracking algorithms
by substituting or enhancing the measurement-update step. The
BNN method is applied to a proposed AE-based DL model,
as foreseen by 3GPP standard, which takes as input the whole
CIR by means of a 2D ADCPM. This permits to exploit
position-linked attributes like TOF, AOA, and RSS of each
propagation path, as a channel fingerprint.

The real-time BBK method and tracking integration are
tested in a realistic C-ITS setting within a 3GPP-specification
compliant UMi scenario, created by means of 3D maps
and advanced ray-tracing simulations. The results show that
the proposed BBK methodology is able to estimate both
the aleatoric uncertainty, outperforming the state-of-the-art
real-time BDK method, and the epistemic uncertainty in
OOD scenarios from the reference teacher. Regarding mobile
positioning performances, the proposed cooperative tracking
methodology outperforms geometric-based tracking filters and
state-of-the-art TCN models by localizing a moving target with
a median absolute error of 46 cm.

Future works include extending our approach to both indoor
and outdoor scenarios with next-generation cellular networks.
In indoor scenarios, the main challenges include severe mul-
tipath and frequent changes of the channel characteristics due
to moving objects in the environment. In outdoor scenarios,
implementation and assessment in real-world C-ITS is an
important research direction, where training procedure can be
performed by digital twin simulation.

APPENDIX A
PROOF OF (16)

To prove (16), we start by writing the function A(w|x) as

A(w|z) = KL(p(t|lz, D)||p(t|x, w))
- /P(tlw,D) log 21 D) 4,

p(t]e, w)

—Ep(t|a,p) {log p(t|x, w) } (31)

where the last approximation comes from the removal of
constant terms in w. Therefore, we can write

_/ (/p(t\m,o)p(em)do) log p(t|a, w)dt
,/p(e\D) (/p(t\a:,@) 1ogp(t|w7w)dt> I
7/”(0@) (Ep(tjz.0){log p(t|z, w)}) dO

L L
7% Z]E{ logp(t\:c,w)} = % Z A(wlz, 0y)
=1 =1

(32)

A(wl|z)

IS

s

where we adopted the MC approximation for calcu-
lating the integral using the samples 6y. For regres-
sion tasks, p(t|z,0,) =N (y D (z,0;),0.1)2), whereas
p(te, w) = N(t;y® (z, w), 0. (x)?). Thus, we can write
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A(w|z, 6,) without considering the constant values in w as
Atwla,00) = - [ pllz,00)1ogplt, w)i

:/P(t\w,af)(7 = (oa(; (=)) +

2,(S) 112
Iy e, w) —tlR),,

ZO'E(S)(:E)Z
(33)

Finally, by splitting the integral for each of the terms inside
the L2 norm and by adopting completion of squares, we obtain

1 1
A(w|z, 0,) = 5 log (e (®)%) + 50es (@) 2

2
2
N ACTIR A

1 1 -1
= 5 log v (@, w)) + 59215)(%“7)

2
(ot [y000 - 9] )
(34)

where the final approximation arises from the model (14).

APPENDIX B
PROOF OF (17)

We derive the loss function block B(w|x) that permits
the student network to learn the epistemic uncertainty of the
teacher. By recalling the model in (14), we start by writing
the negative log-likelihood according to the MLE approach:

B(w|z)=-—1log (p (V{t\x, D, s(T)}’:c, w))
=—log (/\/ (V{t|x, D,e™ I3 yéi)(z,w), Uié?z))'
(35)

Then, we remove constant values in w and approximate the
epistemic uncertainty with the predictive epistemic uncertainty
of the teacher as

1
Blwle) = 5o s Vit D™} =y @ w) |
L
1 1
o —||= M (z,0,)?
2 L;y (z,00)

2

L 2
1
- (ZE y(T)(m,ﬂz)> — ) (z, w)
=1 2

concluding the derivation.

(36)
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CHAPTER

Conclusions and Future Develop-
ments

In this thesis, we developed key solutions for open problems in MASs, mainly dividing
between approaches for cooperative learning and cooperative inference. The firsts have
been developed in the context of vehicular, medical, and IoT networks, whereas the
seconds have been focused on next-generation cellular networks. In Part II, devoted to
cooperative learning, we addressed the main challenges related to graph-aware, privacy-
preserving, and non-stationary learning. Graph-aware centralized learning has been
investigated for the tasks of DA and CP in complex networks where MPAs do not
perform optimally. Privacy-preserving decentralized learning has been studied to evolve
the concept of centralized learning into decentralized or fully decentralized networks of
agents. We proposed a real FL platform, capable of performing asynchronous learning
operations, which was tested in real medical and IoT networks. We subsequently
explored solutions for the optimization of asynchronous FL processes, and we proposed
innovative WAC algorithms for decentralized heterogeneous networks. Under resource-
constrained devices, we extended the SL approach to a consensus architecture with the
SCFL framework, enabling fully decentralized and low-complexity parallel training and
testing procedures in MASs. The cooperative learning part concluded with the extension
to algorithms for non-stationary learning, i.e., MARL algorithms in Dec-POMDP. In
particular, we developed a data-driven extension of the ICP task where agents optimize
both state learning and communication efficiency at the same time.

Gathered the knowledge of cooperative learning, in Part III, we explored the co-
operative inference for sensing tasks in next-generation cellular networks, i.e., NLoS
identification, CP and tracking. In particular, the objective was to exploit C-ML for cre-
ating models that were efficient, reliable, and accurate in the task at hand. For the NLoS
identification problem, we proposed an anomaly detection framework where the latent
feature distribution of high-dimensional channels is learned by means of a DAKDM
model. This enabled an efficient representation and evaluation of distributions without
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the need for large storage requirements, as well as multiple stages of training. For the
CP task, we introduced a new loss function for simultaneous position regression and
NLoS condition classification. Then, we proposed a cooperative inference algorithm that
included the exchange of latent features among BSs to effectively perform localization
in both NLoS and LoS conditions. Finally, we extended the static positioning to tracking
scenarios where real-time inference is of paramount importance. To this aim, we first
proposed a new BNN technique, namely BBK, that is able to evaluate the reliability,
i.e., uncertainty of position estimates, without requiring sampling procedures and being
able to distinguish the cause of the uncertainty. Then, we introduced an integration of
general BNN methods into Bayesian tracking filters by combining the BNN predictions
and related uncertainties into the update step.

Given the exponential increase of interest in cooperative techniques for MASs, many
research paths can be undertaken to further improve the proposed algorithms and tech-
niques in this thesis. Starting with graph-aware cooperative learning, future works
could improve GNN-based DA by considering false and miss detections by means of
intra-temporal measurement association or memory-based GNNs. Moreover, exactly
as in MPA and neural-enhanced-BP, the GNN-based-CP could be extended to the more
general task of MOT, so to have an entire data-driven graph-aware system capable of
performing DA, CP and MOT. In D-ML and FD-ML, the asynchronous FL process
optimization could be extended to consensus-based schemes taking into account not
only agents’ characteristics but also network delays and communications efficiency.
Moreover, the study on decentralized FL algorithms for highly non-1ID distributions
could be extended to combine WAC with parameter optimization techniques to penalize
divergence from the global model or to take into account the local distribution of data.
Regarding non-stationary learning for ICP tasks, additional works could include the
DA of target’s measurements, methods for both decentralized training and execution
procedures among agents, or the exploitation of general latent features of object de-
tectors as targets for measurement fusion. In the context of cooperative inference in
next-generation cellular networks, future works could investigate MOT by perform-
ing segmentation of the ADCPM to distinguish the components of the different UEs.
Moreover, sim-to-real transfer learning could also be implemented where training is
performed on simulated digital-twin maps, and then direct deployment and inference are
performed in real systems. Finally, regarding BNN-based tracking, subsequent studies
could expand the Gaussian likelihood approximation and also combine likelihoods of
both geometric and fingerprinting measurements whenever LoS conditions are detected.

Given the advanced and cutting-edge nature of the proposed algorithms, signifi-
cant challenges may arise when companies attempt to implement and deploy them
in real-world scenarios. For instance, deploying the MPNN models for cooperative
data association and the MARL algorithm ICP-MAPPO for cooperative positioning
in vehicular networks may face obstacles such as the need for real-time, high-quality
sensor data from multiple vehicles, reliable inter-vehicle communication links, and the
computational limitations of onboard vehicle hardware. Vehicles may not have sufficient
processing power to run complex algorithms in real-time, and ensuring low-latency
communication between numerous fast-moving vehicles presents a significant technical
challenge. For example, maintaining consistent performance during sudden changes
in traffic flow or in areas with poor connectivity requires advanced communication
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infrastructure. In the case of the custom FL system built on the MQTT protocol for
medical networks, real-world implementation might encounter stringent data privacy
regulations like GDPR. Hospitals and medical institutions must ensure that patient data
remains confidential during transmission and processing. Additionally, the heterogeneity
of medical devices in terms of computational capabilities and network connectivity can
complicate the synchronization and efficiency of the FL process. The lack of standard-
ized protocols across different medical devices can lead to compatibility issues, impeding
seamless integration into the FL framework. Implementing interoperability standards
such as Fast Healthcare Interoperability Resources (FHIR) and ensuring compliance
with healthcare communication protocols like Health Level Seven International (HL7)
can mitigate some of these challenges. For the SFL algorithms extended to the decen-
tralized setting (i.e., SCFL), challenges include managing communication overhead and
ensuring synchronization among resource-constrained [oT devices without a central
coordinating server. Devices must efficiently exchange smashed data while preserving
privacy and operating within their limited computational and energy budgets. In the
context of next-generation cellular networks, implementing anomaly detection schemes
(e.g., DAKDM) for NLoS identification or DL-based localization with latent feature
exchange among BSs may be hindered by the need to process high-dimensional channel
data (e.g., ADCPM) in real-time. This requires significant computational power and
efficient data processing pipelines. Network infrastructure must be capable of handling
the increased computational load without introducing latency that could degrade the
performance of time-sensitive applications. In practice, network conditions may not
always support the required bandwidth or latency, potentially affecting the accuracy
and reliability of cooperative positioning. Lastly, integrating the BNN method BBK
for real-time uncertainty quantification in mobile positioning into existing tracking
systems presents challenges due to the need for frequent re-training to adapt to changing
environments. BNNs may require extensive re-training when deployed in new areas
or under varying conditions like infrastructure changes, weather, or signal propagation
differences, which is time-consuming and computationally intensive. Collecting suffi-
cient data for re-training can be impractical or costly. Ensuring accuracy and reliability
without constant re-training is difficult. Techniques like transfer learning or domain
adaptation may help but add complexity. Balancing updated models with computational
and real-time processing constraints is crucial for deployment in dynamic, real-world
scenarios.

The thesis successfully demonstrates the broad applications and advantages of co-
operative machine learning within MASs, highlighting its pivotal role in improving
the effectiveness and efficiency of complex task execution across various fields. Key
takeaways include the demonstrated ability of MAS to handle tasks beyond the capability
of individual agents, the critical importance of privacy and data integrity in distributed
learning, and the flexibility of MAS in adapting to diverse and dynamic environments.
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